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DATE ISSUED: July 15, 2015 
 
SUBJECT: New Oracle Quarterly Critical Patches Issued July 15, 2015 
  
Critical patches were just released by Oracle as part of its quarterly patch release 
program. The update includes a fix for the vulnerability designated as CVE-2015-
2590, which is the zero-day vulnerability used by the actors behind Operation 
Pawn Storm. 
 
According to Oracle, the update provides fixes for 193 new security 
vulnerabilities, affecting the following products: 
 

• Application Express, version(s) prior to 5.0 
• Oracle Database Server, version(s) 11.1.0.7, 11.2.0.3, 11.2.0.4, 12.1.0.1, 

12.1.0.2 
• Oracle Fusion Applications, version(s) 11.1.2 through 11.1.9 
• Oracle Fusion Middleware, version(s) 10.3.6.0, 11.1.1.7, 11.1.1.8, 

11.1.1.9, 11.1.2.2, 12.1.1, 12.1.2, 12.1.3 
• Oracle Access Manager, version(s) 11.1.1.7, 11.1.2.2 
• Oracle Business Intelligence Enterprise Edition, version(s) 11.1.1.7, 

11.1.1.9 
• Oracle Business Intelligence Enterprise Edition, Mobile App version(s) 

prior to 11.1.1.7.0 (11.6.39) 
• Oracle Data Integrator, version(s) 11.1.1.3.0 
• Oracle Directory Server Enterprise Edition, version(s) 7.0, 11.1.1.7 
• Oracle Endeca Information Discovery Studio, version(s) 2.2.2, 2.3, 2.4, 

3.0, 3.1 
• Oracle Event Processing, version(s) 11.1.1.7, 12.1.3.0 
• Oracle Exalogic Infrastructure, version(s) 2.0.6.2 
• Oracle GlassFish Server, version(s) 2.1.1, 3.0.1, 3.1.2 
• Oracle iPlanet Web Proxy Server, version(s) 4.0 



• Oracle iPlanet Web Server, version(s) 6.1, 7.0 
• Oracle JDeveloper, version(s) 11.1.1.7.0, 11.1.2.4.0, 12.1.2.0.0, 12.1.3.0.0 
• Oracle OpenSSO, version(s) 3.0-05 
• Oracle Traffic Director, version(s) 11.1.1.7.0 
• Oracle Tuxedo, version(s) SALT 10.3, SALT 11.1.1.2.2, Tuxedo 12.1.1.0 
• Oracle Web Cache, version(s) 11.1.1.7.0 
• Oracle WebCenter Portal, version(s) 11.1.1.8.0, 11.1.1.9.0 
• Oracle WebCenter Sites, version(s) 11.1.1.6.1 Community, 11.1.1.8.0 

Community, 12.2.1.0 
• Oracle WebLogic Server, version(s) 10.3.6.0, 12.1.1.0, 12.1.2.0, 12.1.3.0 
• Hyperion Common Security, version(s) 11.1.2.2, 11.1.2.3, 11.1.2.4 
• Hyperion Enterprise Performance Management Architect, version(s) 

11.1.2.2, 11.1.2.3 
• Hyperion Essbase, version(s) 11.1.2.2, 11.1.2.3 
• Enterprise Manager Base Platform, version(s) 11.1.0.1 
• Enterprise Manager for Oracle Database, version(s) 11.1.0.7, 11.2.0.3, 

11.2.0.4 
• Enterprise Manager Plugin for Oracle Database, version(s) 12.1.0.5, 

12.1.0.6, 12.1.0.7 
• Oracle E-Business Suite, version(s) 11.5.10.2, 12.0.6, 12.1.1, 12.1.2, 

12.1.3, 12.2.3, 12.2.4 
• Oracle Agile PLM, version(s) 9.3.4 
• Oracle Agile PLM Framework, version(s) 9.3.3 
• Oracle Agile Product Lifecycle Management for Process, version(s) 

6.0.0.7, 6.1.0.3, 6.1.1.5, 6.2.0.0 
• Oracle Transportation Management, version(s) 6.1, 6.2, 6.3.0, 6.3.1, 6.3.2, 

6.3.3, 6.3.4, 6.3.5, 6.3.6, 6.3.7 
• PeopleSoft Enterprise HCM Candidate Gateway, version(s) 9.1, 9.2 
• PeopleSoft Enterprise HCM Talent Acquisition Manager, version(s) 9.1, 

9.2 
• PeopleSoft Enterprise PeopleTools, version(s) 8.53, 8.54 
• PeopleSoft Enteprise Portal - Interaction Hub, version(s) 9.1.00 
• Siebel Apps - E-Billing, version(s) 6.1, 6.1.1, 6.2 
• Siebel Core - Server OM Svcs, version(s) 8.1.1, 8.2.2, 15.0 
• Siebel UI Framework, version(s) 8.1.1, 8.2.2, 15.0 
• Oracle Commerce Guided Search / Oracle Commerce Experience 

Manager, version(s) 3.0.2, 3.1.1, 3.1.2, 11.0, 11.1 
• Oracle Communications Messaging Server, version(s) 7.0 
• Oracle Communications Session Border Controller, version(s) prior to 

7.2.0m4 
• Oracle Java FX, version(s) 2.2.80 



• Oracle Java SE, version(s) 6u95, 7u80, 8u45 
• Oracle Java SE Embedded, version(s) 7u75, 8u33 
• Oracle JRockit, version(s) R28.3.6 
• Fujitsu M10-1, M10-4, M10-4S Servers, version(s) XCP prior to XCP 2260 
• Integrated Lights Out Manager (ILOM), version(s) prior to 3.2.6 
• Oracle Ethernet Switch ES2-72, Oracle Ethernet Switch ES2-64, version(s) 

prior to 1.9.1.2 
• Oracle Switch ES1-24, version(s) prior to 1.3.1 
• Oracle VM Server for SPARC, version(s) 3.2 
• SPARC Enterprise M3000, M4000, M5000, M8000, M9000 Servers, 

version(s) XCP prior to XCP 1120 
• Solaris, version(s) 10, 11.2 
• Solaris Cluster, version(s) 3.3, 4.2 
• Sun Blade 6000 Ethernet Switched NEM 24P 10GE, version(s) prior to 

1.2.2 
• Sun Network 10GE Switch 72p, version(s) prior to 1.2.2 
• Secure Global Desktop, version(s) 4.63, 4.71, 5.1, 5.2 
• Sun Ray Software, version(s) prior to 5.4.4 
• Oracle VM VirtualBox, version(s) prior to 4.0.32, 4.1.40, 4.2.32, 4.3.30 
• MySQL Server, version(s) 5.5.43 and earlier, 5.6.24 and earlier 
• Oracle Berkeley DB, version(s) 11.2.5.1.29, 11.2.5.2.42, 11.2.5.3.28, 

12.1.6.0.35 
  

Additional information can be obtained by visiting: 
http://www.oracle.com/technetwork/topics/security/cpujul2015-2367936.html 
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