
The following security alert was issued by the Information Security Division of the Mississippi Department 
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DATE ISSUED: January 21, 2015 
 
SUBJECT: New Oracle Quarterly Critical Patches Issued January 20, 2015 
 
Critical patches were just released by Oracle as part of its quarterly patch release program.  According to 
Oracle, the following products are affected: 

·         Oracle Database Server, version(s) 11.1.0.7, 11.2.0.3, 11.2.0.4, 12.1.0.1, 12.1.0.2 
·         Oracle Fusion Middleware, version(s) 10.1.3.5, 11.1.1.7, 11.1.2.1, 11.1.2.2, 12.1.2, 12.1.3 
·         Oracle Fusion Applications, versions 11.1.2 through 11.1.9 
·         Oracle Access Manager, version(s) 11.1.1.5, 11.1.1.7, 11.1.2.1, 11.1.2.2 
·         Oracle Adaptive Access Manager, version(s) 11.1.1.5, 11.1.1.7, 11.1.2.1, 11.1.2.2 
·         Oracle BI Publisher, version(s) 10.1.3.4.2, 11.1.1.7 
·         Oracle Business Intelligence Enterprise Edition, version(s) 10.1.3.4.2, 11.1.1.7 
·         Oracle Containers for J2EE, version(s) 10.1.3.5 
·         Oracle Directory Server Enterprise Edition, version(s) 7.0, 11.1.1.7 
·         Oracle Exalogic Infrastructure, version(s) 2.0.6.2.0 (for all X2-2, X3-2, X4-2) 
·         Oracle Forms, version(s) 11.1.1.7, 11.1.2.1, 11.1.2.2 
·         Oracle GlassFish Server, version(s) 3.0.1, 3.1.2 
·         Oracle HTTP Server, version(s) 10.1.3.5.0, 11.1.1.7.0, 12.1.2.0, 12.1.3.0 
·         Oracle OpenSSO, version(s) 8.0 Update 2 Patch 5 
·         Oracle Real-Time Decision Server, version(s) 11.1.1.7, RTD Platform 3.0.x 
·         Oracle Reports Developer, version(s) 11.1.1.7, 11.1.2.2 
·         Oracle SOA Suite, version(s) 11.1.1.7, 12.1.3.0 
·         Oracle Waveset, version(s) 8.1.1 
·         Oracle WebCenter Content, version(s) 11.1.1.8.0 
·         Oracle WebLogic Portal, version(s) 10.0.1.0, 10.2.1.0, 10.3.6.0 
·         Oracle WebLogic Server, version(s) 10.0.2.0, 10.3.6.0, 12.1.1.0, 12.1.2.0, 12.1.3.0 
·         Enterprise Manager Base Platform, version(s) 12.1.0.3, 12.1.0.4 
·         Enterprise Manager Ops Center, version(s) 11.1, 11.1.3, 12.1, 12.1.4, 12.2 
·         Oracle E-Business Suite, version(s) 11.5.10.2, 12.0.4, 12.0.5, 12.0.6, 12.1.1, 12.1.2, 12.1.3, 

12.2.2, 12.2.3, 12.2.4 
·         Oracle Agile PLM, version(s) 9.3.3 
·         Oracle Agile PLM for Process, version(s) 6.1.0.3 
·         Oracle Transportation Management, version(s) 6.1, 6.2, 6.3.0, 6.3.1, 6.3.2, 6.3.3, 6.3.4, 6.3.5 
·         PeopleSoft Enterprise HRMS, version(s) 9.1 
·         PeopleSoft Enterprise PeopleTools, version(s) 8.52, 8.53, 8.54 
·         JD Edwards EnterpriseOne Tools, version(s) 9.1.5 
·         Oracle Enterprise Asset Management, version(s) 8.1.1, 8.2.2 
·         Siebel Applications, version(s) 8.1.1, 8.2.2 
·         Oracle iLearning, version(s) 6.0, 6.1 
·         Oracle Communications Diameter Signaling Router, version(s) 3.x, 4.x, 5.0 
·         Oracle Communications Messaging Server, version(s) 7.0.5.33.0 and prior 
·         Oracle MICROS Retail, version(s) Xstore: 3.2.1, 3.4.2, 3.5.0, 4.0.1, 4.5.1, 4.8.0, 5.0.3, 5.5.3, 

6.0.6, 6.5.2 
·         Oracle Healthcare Master Person Index, version(s) 1.x, 2.x 
·         Oracle Java SE, version(s) 5.0u75, 6u85, 7u72, 8u25 
·         Oracle Java SE Embedded, version(s) 7u71, 8u6 
·         Oracle JRockit, version(s) R27.8.4, R28.3.4 
·         Fujitsu M10-1, M10-4, M10-4S Servers, version(s) prior to XCP 2240 
·         Integrated Lights Out Manager(ILOM), version(s) prior to 3.2.4 



·         Solaris, version(s) 10, 11 
·         Solaris Cluster, version(s) 3.3, 4.1 
·         SPARC Enterprise M3000, M4000, M5000, M8000, M9000 Servers, version(s) before XCP 

1119 
·         Oracle Secure Global Desktop, version(s) 4.63, 4.71, 5.0, 5.1 
·         Oracle VM VirtualBox, version(s) prior to 3.2.26, 4.0.28, 4.1.36, 4.2.28, 4.3.20 
·         MySQL Server, version(s) 5.5.40 and prior, 5.6.21 and prior 

 
 
Additional information can be obtained by visiting: 
http://www.oracle.com/technetwork/topics/security/cpujan2015-1972971.html 
  
 


