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AUTHORITY

The Mississippi Department of Information Techngl@grvices (ITS) shall annually
issue a three-year master plan in writing whichudes recommended statewide
strategies and goals for the effective and efficiese of information technology and
services in state government (8§ 25-53-29(2)). Aoddally, ITS shall publish written
planning guides, policies and procedures for usaggncies and institutions in planning
future electronic information service systems (8&3529(1) (b)).

PURPOSE

The establishment of a statewide policy on the gweent and implementation of
Statewide Policies, Standards, and Guidelines (R@@&aining to IT products and/or
services for the State of Mississippi. The purpafse PSG Program is to provide a
policy-based framework for conducting State IT bess, which includes 1) planning and
providing for compatible IT architectures and istractures across agencies statewide,
2) providing necessary collaboration and coordaratif systems across agency/business
lines, and 3) maximizing the states computing arfiokrmation technology resources
through an enterprise approach across agency/lssdines.

SCOPE

This applies to all agencies. Agency is definedrasgincludes all the various state
agencies, officers, departments, boards, commissadfices, and institutions of the state
but does not include any agency financed entirgliederal funds (8 25-53-3 (2)(e)).

POLICY

ITS carries out its statutory authority for adoptpolicies and standards related to
information technology through the developmentdaiqies, standards, and guidelines
under the direction of the Executive Director oSITIT policies, standards, and
guidelines are essential elements of the applicatioplementation, and operation of
networks, security, hardware, software, and ddtafimation. Information Technology
Architecture is a critical component of the Statdassissippi’s coordinated statewide
plan for information technology that provides th@niework and general content from
which Statewide IT Policies and Standards are féated.

4.1 STATEWIDE POLICIES, STANDARDS, AND GUIDELINES
Statewide PSGs shall consist of policy, standard,quideline documents. ITS
shall adhere to a documented process for develdpmesew, approval, and
revision of PSG documents, as described herein.

4.1.1 ITS shall provide the management, integration, dmation, and
collaboration to ensure statewide participation emaisensus in the PSG
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4.1.2

4.1.3

development, adoption, and retirement process totaia a viable set of
IT policies and standards. This effort ensuresttiia State is aligned with
the evolving IT industry, the changing applicatafT in the workplace,
and legal or legislative mandates.

Statewide IT Policies and Standards guide the Stadeagencies in
selecting and procuring information technology jrcd and services, and
making informed judgments when specifying and cimgpsolutions to
meet current and planned requirements.

When agencies or communities of interest requidstiaxhal specificity
beyond the Statewide IT Policies or Standards, thay develop specific
policies or standards that elaborate or expand ppbhshed Statewide IT
Policies or Standards, but shall never contratiett. Specific policies or
standards shall not impose requirements or conggideyond the
agency’s or community of interest’s statutory auitiyaand obligations.

4.2 PSG DEVELOPMENT
Any interested party may provide written input T&Ifor development or revision
of a Statewide policy, standard, or guideline, asitess needs or objectives

dictate

42.1

4.2.2

ITS also develops and revises PSG documents téycodi
requirements related to Information Technology Atextiure as well as
certain internal policies, standards, and guidsliayeplying solely to the
agency itself.

ITS shall solicit input and comments from techniwakk teams, agencies,
stakeholders, etc., during PSG development, a®ppate.

4.3 NORMAL REVIEW AND APPROVAL PROCESS
Each PSG document shall proceed through a revievapproval process prior to
implementation.

43.1

4.3.2

4.3.3

ITS shall designate a contact point for PSG-relatedesses. The contact
point shall be referenced on the ITS website.

PSG documents shall remain in “Draft” status andlbarly identified as
“DRAFT” until approved by the ITS Board with finaignature by the
Executive Director of ITS (or designee). PSG ddaituments shall be
circulated, comments collected, and refinementsemandil consensus is
reached among reviewers.

The draft document review period for agencies dbaiho shorter than
two calendar weeks. The end date shall be cleartymunicated in
writing.
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4.4

4.5

4.3.4 When no material comments have been received finemelview period
sufficient to require further refinement of the ftlidocument, the
document shall be recommended for approval totBeBoard.

4.3.5 All PSG documents shall be approved for releastéyTS Board with
final signature by Executive Director of ITS. A@%ocument shall
become effective upon either the date of the IT&Bapproval, or the
announced effective date, whichever is later.

4.3.6 Approved PSG documents shall be published on tBen@bsite at
www.its.state.ms.us

4.3.6.1 An unapproved, draft copy of a new PSG that haspteted the
review process may be placed on the website fereate.

4.3.7 ITS shall maintain the approved document hardcsigyature page, and
any required supporting documentation in a PSGiadile. An
electronic record shall also be maintained to tlmetitle, document
number, effective date, and date of next reviewetwrh approved PSG
document.

4.3.7.1 The date of next review should not exceed 24 mdintims the
date of publication.

EMERGENCY REVIEW AND APPROVAL PROCESS

Certain circumstances may arise that warrant imategiublication of a PSG
document without sufficient time for the review aaqaproval process described in
Paragraph 4.3. The Executive Director of ITS shalle sole discretion to declare
an emergency approval process and shall commursoatedeclaration as soon
as is reasonably possible, prior to release oP®@& document affected. ITS shall
distribute the published policy or standard dingtdl Agency IT Directors and
Chief Systems Information Officers (CSIO). All ergency approved PSG
documents will be forwarded to the ITS Board foafiapproval.

RESPONSIBILITIES
4.5.1 The ITS Board shall approve all PSG documentsdiaase.

4.5.2 ITS shall publish all approved PSG documents ortewebsite at
www.its.state.ms.us

4.5.2.1An unapproved, draft copy of a new PSG that haspbeted the
review process may be placed on the website fereate.

4.5.3 ITS shall designate a contact point for PSG-relatedesses. The contact
point shall be referenced on the ITS website.
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4.5.4 ITS shall maintain the approved document hardcsigyature page, and
any required supporting documentation in a PSGiadile. An
electronic record shall also be maintained to tloétitle, document
number and effective date.

4.5.5 ITS shall maintain a current glossary of termseére technical terms,
abbreviations, and acronyms used in published R®Gmdents. The
glossary shall be available on the ITS website.

4.6 COMPLIANCE WITH PUBLISHED STANDARDS
Upon publication of a new or revised statewide g¢éad, all new IT products
and/or services, as well as any substantial madifios or improvements to
existing IT products and/or services, shall conwiy the published standard,
unless otherwise specified in the standard. A nmaeamay be granted on a
project-specific basis when substantiated and stggdy business
requirements, legal, or legislative mandates. Aemayg should include in its
Annual IT Plan submittal a plan for migrating theneonforming technology,
system, or service to the standard.

STANDARD

Mississippi Code § 25-53-29(1) (b) requires IT$wblish written planning guides,
policies and procedures for use by agencies atiduithans in planning future electronic
information service systems. ITS accomplishesttinisugh the Statewide PSG program,
in accordance with Statewide Policy PSG900-05,disj Standards, and Guidelines
(PSG) Policy. This standard establishes the foforgbtatewide IT Policies, Standards,
and Guidelines under the Statewide PSG Program.

5.1 PSG DOCUMENT FORMAT DETAILS

5.1.1 The following document formats for policies, start$a and guidelines
are required for inclusion in the Statewide PSGyRxm.

5.1.2 Atitle block shall appear at the top of Page Oawiiting the following

sample form:

Mississippi Department of
Information Technology Services

Doc Ref Number: Published by:
Document Type: Page:
Effective Date: Revision Date:
Title:

5.1.3 The first two rows of the Header shall be Times NRwwman, 12pt, bold.
The third row of the Header shall be Time New Ropid&pt, bold. The
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header format shall follow the example below angeap on all pages
subsequent to Page One:

Doc Ref Number: Published by:
Document Type: Page:
Title:

5.1.4 Level One headings shall be Times New Roman, Ligpd, and
capitalized. PSGs shall include the following Le@gle headings:

5.1.4.1 AUTHORITY: A brief paragraph citing the language and
Mississippi Code providing the authority for implemation of
the policy, standard, or guideline;

5.1.4.2 PURPOSE: Describes the purpose of the PSG;

5.1.4.3 SCOPE: Describes the scope of the policy and identifiese
organizations and individuals (by title) which haesponsibility
for implementation of PSGs;

5.1.4.4 POLICY, STANDARD, GUIDELINE (as applicable):
Descriptive summary statement of the PSG, folloiwedpecific
information.

5.1.4.4.1 Policy statements shall identify elements of dimect
and expectations.

5.1.4.4.2 Standard statements shall identify the rule of vid&b
be measured or followed in carrying out a policy.

5.1.4.4.3 Guideline statements shall identify a particulathmoe
of accomplishing the specified activity or how the
policy should be carried out, e.g., a series giste
recommending occurrence in a particular order.

5.1.4.5 DEFINITIONSAND ABBREVIATIONS: Refer to the PSG
Glossary of Terms located on the ITS website at
www.its.state.ms.us for definitions and abbreviasio

5.1.4.6 REFERENCES: Lists references related to the content of the
document as well as ITS’s authority to issue theudeent;

5.1.4.7 ATTACHMENTS: List attachments behind identifying letters
corresponding to their order of reference in theutoent or
appearance. If there are no attachments, enteré’Ndine
subheading shall provide the attachment title enNlew Times
Roman, 12pt.
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5.1.5 Text within the body of the document will generaby Times New
Roman, 12pt, and regular.

5.2 OPERATIVE WORDS
Operative words used in the Statewide PSG Prograrasafollows:

A. May Identifies acceptable activities.

B. Shall Identifies required activities. Directs that
alternatives are not acceptable without formal
approval of the Executive Director of ITS.

C. Should Identifies recommended, but not required, adtsit
D. Will Identifies anticipated activities.

5.3 DOCUMENT REFERENCE NUMBERS
ITS controls the assignment of PSG Document Refter&lumbers.

5.3.1 Each PSG document shall have a reference numbemioeg with P, S or
G as well as an available unique number not limited maximum of
“1999” followed by the two digit year published.

5.3.1.1 PSG documents may consist of a policy, standarguioieline.

5.3.1.2 Examples:
PSG 900-05 Policies, Standards, and Guidelinesr&mogolicy
PS 800-05 E-Government Applications
P 100-05 Enterprise Security Policy

GUIDELINE

ITS has statutory authority for adopting policissndards, and guidelines related to
information technology. The agency accomplishes tfiiough the Statewide PSG
Program, in accordance with Statewide Policy PSG@®R)Policies, Standards, and
Guidelines. This guideline establishes specifitedia for development, review, approval,
and revision of PSG documents, following the styttined below and represented in
Attachment APSG Development Flowchart, as well as the formats identified in
Statewide Standard PSG900-05 Policies, Standand<Gaidelines (PSG).

6.1 PSG DEVELOPMENT
6.1.1 Upon receiving a written request for a new PSGegrsion to an existing
PSG, ITS’ designated contact point for the PSG Rirngshall:

6.1.1.1 Assess the request to ensure it is not alreadyelfilled as
part of a current development effort.

6.1.1.2 Assign a relative priority for development workatsd to the
request.
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6.1.2

6.1.3

6.1.1.3 Log the request by adding the subject and assigoedment
number/revision identifier to the appropriate tablehe PSG
Database along with the appropriate status codeflext the
relative priority for work on the PSG (see AttaclmhB, Satus
Codes for PSG Work).

6.1.1.4 Assign a unique reference number in the PSG Databhe
document category shall be selected based on Hjecsarea in
accordance with the PSG categories matrix shown in
Attachment CPSG Categories Matrix. During document
development and the review process, the title byestimay be
changed requiring an update to the unique numiderdte
document becomes effective.

6.1.1.5 Assign the development work to the appropriate poit-of-
contact or inform the outside author of the reqlicentent
sections for the white paper and document.

The originator of the request or assigned staffi sesearch and develop a
draft document for review. When a PSG author isidetof ITS, the

author shall provide an initial white paper ideyitiy the purpose of the
requested PSG document. The author may work wigletanical working
group, including the original requestor, as apjlieato develop the
specific content of the draft document. Ensurdnestiandard references an
overarching policy. If one does not exist, it mistdeveloped in
conjunction with the new standard. Ensure eachdjiniel references a
governing standard. If one does not exist, it nmestleveloped in
conjunction with the new guideline.

Once the proposed document topic from an auth@ideitTS has been
approved by ITS for development, the author shalide a complete
white paper that includes the remaining three goafitompleteness for a
policy, standard, or guideline as follows:

6.1.3.1 Definitionsand abbreviations. Further explanation of
technical words/terms, abbreviations, and acronysesl in the
PSG that may not be understood to those interested.

6.1.3.2 References: All references applicable to the developmentef t
PSG document.

6.1.3.3 Attachments: All forms, documents, examples, etc., applicable
to the content of the PSP document.

6.1.4 Assigned ITS staff shall:
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6.1.4.1 Ensure the required content is placed into the@pate
sections of the document.

6.1.4.2 Format the finished document.
6.1.4.3 Conduct the review process.

6.1.4.4 Seek the document author’s or subject matter espassistance
in resolving comments about the content of the duan.

6.2 NORMAL REVIEW AND APPROVAL PROCESS
As content is solidified, the working documentabéled “DRAFT.” Comments
are solicited from the ITS Directors, the work teatakeholders, etc., as
appropriate. Drafts shall be circulated, commentkected, and refinements made
until consensus is reached among reviewers.

6.2.1 The draft document shall be attached to a desegigtmail and sent to the
Agency IT Directors and CSIO distribution list. TAgency IT Director
or CSIO is the contact point for review of the tiddcument at the
agency. The review period shall be no shorter thancalendar weeks
and may be lengthened when the community intecestlfowing more
time outweighs the urgency of publishing the docaim&he end date of
the review shall be communicated in the text ofahmail.

6.2.2 Comments received shall be used to refine the doaftment. Comments
are collected throughout the review period. If eseey, the draft
document is updated and circulated for review. @earfrom the previous
draft shall be clearly indicated to expedite revi&gain, the review
period shall be no shorter than two weeks. Thedate of the review
period shall be clearly communicated in writing.

6.2.3 When no material comments have been received fnemelview period
sufficient to require further refinement of the ftlidocument, the
document is recommended for approval to the Exeeirector of ITS
and the ITS Board. The draft document, pertinemebigpment
documentation, and a notice of approval cover fjage Attachment D,
Notice of Approval Cover Sheet) for signature is\pded to the
Executive Director of ITS.

6.2.4 An informational hardcopy of the final draft documienay be provided to
Agency IT Directors and CSIOs and other interestaéleholders for their
awareness.

6.2.5 The PSG document shall become effective upon eitieedate of the ITS
Board approval, or the announced effective datéchaver is later.
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6.3

6.4

6.5

EMERGENCY REVIEW AND APPROVAL PROCESS

Emergency approval occurs at the sole discretidgheExecutive Director of
ITS, as defined in Statewide Policy PSG900-05,dredi Standards, and
Guidelines (PSG). Once declared, the Executivedreof ITS notifies Agency
IT Directors and CSIOs of agencies as soon aasorebly possible, before the
document is published.

6.3.1 No comments are solicited during an emergency apprdhe Executive
Director of ITS signs and releases the policy angard with a copy being
sent to the ITS Board for final approval.

6.3.2 The published policy or standard is distributeeclity to Agency IT
Directors and CSIOs of agencies for their awareness

PUBLICATION AND ARCHIVING PROCESS

Approved PSG documents are posted on the ITS veeldsidraft copy of a
document that has completed the review processbmg@jaced on the site for
reference, provided no effective date appearsladaocument is clearly labeled
as DRAFT.

6.4.1 The approved document hardcopy, signature pagearandequired
supporting documentation shall be archived in Tt PSG archive file.

6.4.2 Detalls of all published documents, as well ase¢hasder development,
are maintained in the PSG Database. At a minimitie, document
number, effective date, and date of next reviewetmmh approved PSG
document shall be recorded. The PSG Databasergiialthe effective
date and date of next review for each approved eot

6.4.2.1 Working group members may be noted in the PSG Ratafor
reference with developing revisions to the document

6.4.2.2 Ensure that published documents undergo a penediew no
longer than 24 months from the date of publication.

6.4.3 Definitions and abbreviations, as described in graah 6.1.3, shall be
added to the PSG Glossary of Terms. The PSG Glps$dierms shall be
maintained by ITS staff and published on the ITDsite.

TWO-YEAR REVIEW PROCESS
Each published policy, standard, and guidelinel slmlergo a content review no
later than 24 months from its date of publication.

6.5.1 Changes identified by the appropriate subject mattpert shall be
incorporated into a document revision and processadcordance with
Sections 6.2 and 6.4 above.
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6.5.2

If no content changes have been identified by thigest matter expert, a
Notice of Review (see Attachment E) shall be completed and plaged o
the applicable Notice of Approval in the ITS PSI8.fi

6.5.2.1 The document’s revision date shall be updated tcmthe date
provided on the Notice of Review. A notification ahshall be
sent to the Agency IT Directors and CSIO distribatiist.

6.5.2.2 The document shall be reprinted and placed inT8eRSG file.

6.5.2.3 The PSG Database entry for the document shall dateg to
match the date on the Notice of Review.

DEFINITIONSAND ABBREVIATIONS
Refer to the PSG Glossary of Terms located atTRewebsite at

http://www.its
abbreviations

.State.ms.us/its/itsweb.nsf/Polic@genForm for definitions and

REFERENCES

§ 25-53-3 (2)

(€)

§ 25-53-29(1) (b)
§ 25-53-29(2)

ATTACHME

NTS

Attachment A — PSG Development Flowchart
Attachment B — Status Codes for PSG Work
Attachment C — PSG Categories Matrix
Attachment D — Notice of Approval Cover Sheet
Attachment E — Notice of Review



Doc Ref Number:

PSG 900-05

Published by: Strategic Services

Document Type:

Enterprise

Page: 11 of 15

Title:

Policies, Standards and Guidelines (PSG) Palicy

ATTACHMENT A: PSG Development Flowchart

Request for PSG

Development and/or
Revision

ITS POC

Outside POC

Develop Draft PSG for
Review

White Paper/
Draft PSG:
Definitions/

Abbreviations
References

Attachments

PSG Review and

Approval

PSG Publication and

Archiving

PSG Two-Year

Review Process

PSG database ‘

ITS PSG Program

Access request as unique
Approval for development/revision
Assign Priority

Update PSG database

Assign ITS POC

Notify outside POC of required white paper
ITS PSG Coordinator ensures required content
placed in appropriate sections

Email notification to IT Directors and CSIOs
Solicitation of comments
Draft PSG document posted on ITS website

Incorporation of comments

ITS Board Approval

Final document signed by ITS Executive
Director

Email notification to IT Directors and CSIOs
Approved PSG document posted on ITS

Email Draft with
Attachment

website
PSG database updated

Content Review NLT 2 years after publication

o2
09l
c
£3%
= 0
o2
Cuopy
e

Email Final with
Attachment
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Attachment B: Status Codes for PSG Work

Not Scheduled — Recognized as necessary, but not yet assignezheduled for work.

Assigned — Assigned to an ITS PSG coordinator for develamme

Resear ch — Currently being developed by the responsible B&gdinator and working group.
Draft — Being reviewed as part of the approval procestudes comments and their resolution).
Approved — Voted on by the ITS Board, signed by the Exeeubirector of ITS and published.

Review — Document is undergoing its periodic review (safgfrom a requested revision) and

will be given a new status code as work progresses
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ATTACHMENT C: PSG Categories Matrix

Statewide PSG
Program
100 200 300 400 500 600
Security Network Enterprise Mgt. Platform Application Information
Domair Domair Domair Domair Domair Doman
700 800 900 1000
Integration Interface IT Planning & IT Procurement
Domair Domair Policy
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ATTACHMENT D: Notice of Approval Cover Sheet

Policies, Standards and Guidelines

Notice of Approval

Mississippi Department of
Information Technology Services

Doc Ref Number: Published by:
Document Type: Page:
Effective Date: Revision Date:
Title:

Notice is hereby given, that the above specifiecldzent meets the
requirements of the Mississippi Department of infation Technology Services
Policies, Standards and Procedures Program,

thereby warranting approval for implementatiorieetive immediately.

Executive Director Name Date of Signature
Executive Director,
MS Department of Information Technology Services
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ATTACHMENT E: Notice of Review

Policies, Standards and Guidelines

Notice of Review

' s Mississippi Department of
Information Technology Services

Doc Ref Number: Published by:
Document Type: Page:
Effective Date: Revision Date:
Title:

Notice is hereby given, that the above specifiecldtent has been
reviewed by the Mississippi Department of InforrmaatiTechnology Services
as part of the Policies, Standards and ProcedRmmggam
with no technical changes identified,

thereby warranting change of the document’s effeaate.

Coordinator Name Date of Signature
PSG Coordinator,
MS Department of Information Technology Services
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