
The following security alert was issued by the Information Security Division of the Mississippi Department 
of ITS and is intended for State government entities.  The information may or may not be applicable to the 
general public and accordingly, the State does not warrant its use for any specific purposes. 

DATE ISSUED: 

8/7/2013 

  

SUBJECT:   

Remote Information Disclosure for Certain HP LaserJet Printers 

  

OVERVIEW: 

A potential security vulnerability has been identified with certain HP LaserJet Pro printers. The 

vulnerability could be exploited remotely to gain unauthorized access to data. 

  

SYSTEMS AFFECTED: 

·      HP LaserJet Pro P1102w 

·      HP LaserJet Pro P1606dn 

·      HP LaserJet Pro M1212nf MFP 

·      HP LaserJet Pro M1213nf MFP 

·      HP LaserJet Pro M1214nfh MFP 

·      HP LaserJet Pro M1216nfh MFP 

·      HP LaserJet Pro M1217nfw MFP 

·      HP LaserJet Pro M1218nfs MFP 

·      HP LaserJet Pro CP1025nw 

  

RISK: 

Government: 

·      Large and medium government entities: High 

·      Small government entities: High 

  

Businesses: 

·      Large and medium business entities: High 

·      Small business entities: High 

  

Home users: Low 

  

  

RECOMMENDATIONS: 

The following actions should be taken: 

  



·      Update printer firmware for all vulnerable printers by following the steps outlined by 

HP. 

      

  

REFERENCES: 

  

CVE: 

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-4807 

  

NVD: 

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-4807 

  

HP Support Center: 

http://h20565.www2.hp.com/portal/site/hpsc/template.PAGE/public/kb/docDisplay/?docId=e

mr_na-c03825817&ac.admitted=1375876162356.876444892.492883150  

 


