The following security alert was issued by the Information Security Division of the Mississippi Department of ITS and is
intended for State government entities. The information may or may not be applicable to the general public and
accordingly, the State does not warrant its use for any specific purposes.

DATE ISSUED: June 07, 2011
SUBJECT: New Oracle Java SE Critical Patches Issued June 07, 2011
Oracle has released a Critical Patch Update. This Critical Patch Update contains 17 new security fixes for
Oracle Java SE. Five of these security fixes apply to client and server deployments of Java SE, 11 apply
to client deployments of Java SE only, and one applies to server deployments of Java SE only. All of
these vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited over a
network without the need for a username and password.
According to Oracle, the following products are affected:

JDK and JRE 6 Update 25 and earlier

JDK 5.0 Update 29 and earlier

SDK 1.4.2_31 and earlier

Additional information can be obtained by visiting:
http://www.oracle.com/technetwork/topics/security/javacpujune2011-313339.html
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