The following security alert was issued by the Information Security Division of the Mississippi Department of ITS and is
intended for State government entities. The information may or may not be applicable to the general public and
accordingly, the State does not warrant its use for any specific purposes.

DATE ISSUED: March 24, 2010
SUBJECT: New Cisco Security Advisories Issued March 24, 2010

The following seven advisories were released by Cisco this week as part of its semi-annual patch
release program for 10S products:

Cisco Security Advisory: Cisco Unified Communications Manager Express Denial of
Service Vulnerabilities
http://www.cisco.com/warp/public/707/cisco-sa-20100324-cucme.shtml

Cisco Security Advisory: Cisco 10S Software H.323 Denial of Service Vulnerabilities
http://www.cisco.com/warp/public/707/cisco-sa-20100324-h323.shtml

Cisco Security Advisory: Cisco 10S Software IPsec Vulnerability
http://www.cisco.com/warp/public/707/cisco-sa-20100324-ipsec.shtml

Cisco Security Advisory: Cisco 10S Software NAT Skinny Call Control  Protocol
Vulnerability
http://www.cisco.com/warp/public/707/cisco-sa-20100324-sccp.shtml

Cisco Security Advisory: Cisco 10S Software Multiprotocol Label Switching Packet
Vulnerability
http://www.cisco.com/warp/public/707/cisco-sa-20100324-1dp.shtml

Cisco Security Advisory: Cisco 10S Software Session Initiation Protocol Denial of
Service Vulnerabilities
http://www.cisco.com/warp/public/707/cisco-sa-20100324-sip.shtml

Cisco Security Advisory: Cisco 10S Software Crafted TCP Packet Denial of Service
Vulnerability
http://www.cisco.com/warp/public/707/cisco-sa-20100324-tcp.shtml

Additional information can be obtained by visiting:
http://cisco.com/en/US/products/products security advisories listing.html




