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SUBJECT:
Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Remote Code Execution (MS16-005)

OVERVIEW:

Multiple vulnerabilities have been discovered in Microsoft Windows kernel-mode drivers that could
allow for remote code execution. The kernel mode drivers control window displays, screen output, and
input from devices that the kernel passes to applications. Successful exploitation of these vulnerabilities
could lead to an Address Space Layout Randomization (ASLR) bypass, and handling of objects in memory
could allow for execution of remote code in the context of the logged on user. Depending on the
privileges associated with the user, an attacker may install applications, view, change, or delete data or
create new accounts with full user rights.

THREAT INTELLIGENCE:
There are no reports of these vulnerabilities being exploited in the wild.

SYSTEMS AFFECTED:
e Windows Server 2008, 2008 R2 and Server Core installations
e Windows Server 2012, 2012 R2 and Server Core installations
¢ Widows RT, RT 8.1
e Windows Vista
e Windows 7
e Windows 8, 8.1
e Windows 10

RISK:
Government:
e large and medium government entities: High
e Small government entities: High
Businesses:
e Large and medium business entities: High
e Small business entities: High
Home users: High

TECHNICAL SUMMARY:
Two vulnerabilities were discovered in Microsoft Windows operating systems. The most severe of these
vulnerabilities could allow for remote code execution. The vulnerabilities are as follows:




e Security feature bypass vulnerability exists in the way that the Windows graphics device
interface handles objects in memory, allowing an attacker to retrieve information that could
lead to an Address Space Layout Randomization (ASLR) bypass. (CVE-2016-0008)

e Remote code execution vulnerability exists in the way that Windows handles objects in memory.
Successful exploitation of this vulnerability could run arbitrary code on a target system in the
context of the logged on user. (CVE-2016-0009)

Successful exploitation of these vulnerabilities could lead to an Address Space Layout Randomization
(ASLR) bypass, and handling of objects in memory could allow for execution of remote code in the
context of the logged on user. Depending on the privileges associated with the user, an attacker may
install applications, view, change, or delete data or create new accounts with full user rights.

RECOMMENDATIONS:
The following actions should be taken:
e Apply appropriate patches provided by Microsoft to vulnerable systems immediately after
appropriate testing.
e Run all software as a non-privileged user (one without administrative privileges) to diminish the
effects of a successful attack.
e Do not visit untrusted websites or follow links provided by unknown or untrusted sources.
e Do not open email attachments from unknown or untrusted sources.
e Consider implementing file extension whitelists for allowed e-mail attachments.
REFERENCES:
Microsoft:
https://technet.microsoft.com/library/security/MS16-005

CVE:
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2016-0008
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2016-0009
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