Mississippi Department of
Information Technology Services

RFP No: 3710

INVITATION: Sealed proposals, subject to the atied conditions, will be received at this
office until June 4, 2013 @ 3:00 p.nCentral Time for the acquisition of the produatsy/sces
described below for Mississippi State Departmeriiedlth.

Acquisition of a COTS Pharmacy Management Systenthi® Mississippi State
Department of Health.

Vendor Web Conference: Tuesday, April 23, 2013

The Vendor must submit proposals and direct inquires to:

Donna Hamilton
Technology Consultant
Information Technology Services
3771 Eastwood Drive
Jackson, MS 39211
(601) 432-8114
Donna.Hamilton@its.ms.gov

To prevent opening by unauthorized individuals calbies of the proposal must be sealed in the
package. The following must be clearly typed olalzel affixed to the package in a clearly
visible location:

PROPOSAL, SUBMITTED IN RESPONSE TO
RFP NO. 3710
due June 4, 2013 @ 3:00 p.m.,
ATTENTION: Donna Hamilton

Craig P. Orgeron, Ph.D.
Executive Director, ITS
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ITS RFP Response Checklist

RFP Response Checklist: These items should bededlin your response to RFP No. 3710.

1) One clearly marked original response and 5 idehticgy/copies of the
complete proposal. Label the front and spine oftinee-ring loose-leaf binder
with the Vendor name and RFP number. Includettmas listed below inside
the binder. Please DO NOT include a copy of th® RFthe binder.

2) Submission Cover Shest, signed and dated. (Section I)

3) Proposal Bond, if applicable (Section 1)

4) Proposal Exception Summary, if applicable (Section V)

5) Vendor response t&FP Questionnaire (Section VI)

6) Point-by-point response fiechnical Specifications (Section VII)
7) Vendor response tGost Information Submission (Section VIII)
8) References (Section 1X)

9) Project Work Plan
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SECTION |
SUBMISSION COVER SHEET & CONFIGURATION SUMMARY

Provide the following information regarding the g@n responsible for the completion of your
proposal. This person should also be the persenMississippi Department of Information
Technology ServiceslTS), should contact for questions and/or clarificasio

Name Phone #
Address Fax #
E-mail

Subject to acceptance WYS, the Vendor acknowledges that by submitting a gsap AND
signing in the space indicated below, the Vendaroistractually obligated to comply with all
items in this Request for Proposal (RFP), includthg Standard Contract in Exhibit A if
included herein, except those listed as exceptionthe Proposal Exception Summary Form. If
no Proposal Exception Summary Form is included, the Vendor is indicating that he tak®
exceptions. This acknowledgement also contragtudiligates any and all subcontractors that
may be proposed. Vendors who sign below may riet kake exception to any point during
contract negotiations. The Vendor further cerifithat the company represented here is an
authorized dealer in good standing of the prodsetsices included in this proposal.

/
Original signature of Officer in Bind of Company/Date

Name (typed or
printed)

Title

Company name
Physical address

State of Incorporation

CONFIGURATION SUMMARY

The Vendor must provide a summary of the main carepts of products/services offered in this
proposal using 100 words or less.
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PROPOSAL BONDS

A Proposal Bond is not required for this procuretnen
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SECTION I
PROPOSAL SUBMISSION REQUIREMENTS

The objective of the Proposal Submission Requirgms@action is to provide Vendors with the
information required to submit a response to thegjiest for Proposal (RFP). A Vendor who
has responded to previous RFPs issuetfByshould not assume that the requirements are the
same, as changes may have been made.

1.

Failure to follow any instruction within this RFPay at the State’s sole discretion, result
in the disqualification of the Vendor’s proposal.

The State has no obligation to locate or acknowdealgy information in the Vendor’'s
proposal that is not presented under the apprepoiatiine according to these instructions
and in the proper location.

The Vendor’s proposal must be received, in writimg the office ofiTS by the date and

time specified. ITS is not responsible for any delays in delivery gpenses for the

development or delivery of proposals. Any propasaleived after proposal opening
time will be returned unopened. Any proposal reegiwith insufficient postage will be

returned unopened.

Proposals or alterations by fax, e-mail, or phoilenet be accepted.

Original signatures are required on one copy of $hdbmission Cover Sheet and
Configuration Summary, and the Vendor’s origindbrmission must be clearly identified
as the original. The Vendor's original proposalsininclude the Proposal Bond, (if
explicitly required in Section 1V).

ITS reserves the right to reject any proposals, inolydhose with exceptions, prior to
and at any time during negotiations.

ITS reserves the right to waive any defect or irregiylan any proposal procedure.

The Vendor may intersperse their response follovaagh RFP specification but must
not otherwise alter or rekey any of the originaittef this RFP. If the State determines
that the Vendor has altered any language in thggnadi RFP, the State may, in its sole
discretion, disqualify the Vendor from further calesation. The RFP issued byS is
the official version and will supersede any coriiig RFP language submitted by the
Vendor.

The Vendor must conform to the following standardshe preparation of the Vendor’s
proposal:

8.1 The Vendor is required to submit one clearly markeginal response and 5
identical copy/copies of the complete proposalluding all sections and exhibits,
in three-ring binders.
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8.2  To prevent opening by unauthorized individuals,calpies of the proposal must
be sealed in the package. A label containing tifi@mation on the RFP cover
page must be clearly typed and affixed to the pgelka a clearly visible location.

8.3  Number each page of the proposal.
8.4  Respond to the sections and exhibits in the saner ais this RFP.

8.5 Label and tab the responses to each section anditexising the corresponding
headings from the RFP.

8.6 If the Vendor does not agree with any item in aegtion, then the Vendor must
list the item on theProposal Exception Summary Form. (See Section V for
additional instructions regarding Vendor exceptipns

8.7  Occasionally, an outline point in an attachmentests information which is not
applicable to the products/services proposed.hdf\endor is certain the point
does not apply to the given RFP, the Vendor shaelkpond with “NOT
APPLICABLE.”

8.8  Where an outline point asks a question or requeg&ismation, the Vendor must
respond with the specifianswer or information requested.

8.9 When an outline point/attachment is a statemenviged for the Vendor’s
information only, the Vendor need only read thatinpbo The Vendor
acknowledges having read and accepting, or takkegpion to, all sections by
signing the Submission Cover Sheet and providing aProposal Exception
Summary Form.

8.10 Where a minimum requirement has been identifiespoad by stating the item
(e.g., device name/model number, guaranteed respgons) proposed and how it
will meet the specifications.

8.11 The Vendor must fully respond to eackquirement within theTechnical
Specifications by fully describing the manner and degree by whidh proposal
meets or exceeds said requirements.

It is the responsibility of the Vendor to cleartientify all costs associated with any item
or series of items in this RFP. The Vendor mustuitbe and complete all parts of the
cost proposal in a clear and accurate man@amissions, errors, misrepresentations,
or inadequate details in the Vendor’'s cost proposainay be grounds for rejection of
the Vendor’'s proposal. Costs that are not clearlydentified will be borne by the
Vendor. The Vendor must complete t@est Information Submission in this RFP, which
outlines the minimum requirements for providing toogormation. The Vendor should
supply supporting details as described inGost |nformation Submission.
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ITS reserves the right to request additional infororator clarification of a Vendor’'s
proposal. The Vendor’s cooperation during the @atabn process in providingS staff
with adequate responses to requests for clarificatvill be considered a factor in the
evaluation of the Vendor’s overall responsivendssck of such cooperation or failure to
provide the information in the manner required neythe State’s discretion, result in the
disqualification of the Vendor’s proposal.

Unsolicited clarifications and updates submittegrathe deadline for proposals will be
accepted or rejected at the sole discretiolT 8t

Unsolicited clarifications in the evaluation andestion of lowest and best proposal will
be considered only if all the following conditioase met:

12.1 A clarification to a proposal that includes a nevalignounced product line or
service with equal or additional capability to bewyded at or less than the
proposed price will be considered.

12.2 Information provided must be in effect nationallydahave been formally and
publicly announced through a news medium that teadér normally uses to
convey customer information.

12.3 Clarifications must be received early enough in ¢kaluation process to allow
adequate time for re-evaluation.

12.4 The Vendor must follow procedures outlined heran gubmitting updates and
clarifications.

12.5 The Vendor must submit a statement outlining thecuonstances for the
clarification.

12.6 The Vendor must submit one clearly marked originad 5 copies of the
clarification.

12.7 The Vendor must be specific about which part of @higinal proposal is being
changed by the clarification (i.e., must includae®XFP reference to section and
outline point).

Communications with State

From the issue date of this RFP until a Vendoeieded and the selection is announced,
responding Vendors or their representatives maycoatmunicate, either orally or in
writing regarding this RFP with any statewide edelcofficial, state officer or employee,
member of the legislature or legislative employ&eept as noted herein. To ensure
equal treatment for each responding Vendor, alstoles regarding this RFP must be
submitted in writing to the State’s contact perfamthe selection process, and not later
than the last date for accepting responding Veggestions provided in this RFP. All
such questions will be answered officially by that8& in writing. All such questions and
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answers will become addenda to this RFP, and thiéyo&posted to the ITS web site.
Vendors failing to comply with this requirement Mok subject to disqualification.

13.1 The State’'s contact person for the selection psodss Donna Hamilton,
Technology Consultant, 3771 Eastwood Drive, Jacks8t® 39211, 601-432-
8114, Donna.Hamilton@its.ms.gov.

13.2 Vendor may consult with State representatives asgdated by the State’s
contact person identified in 13.1 above in respdies&tate-initiated inquiries.
Vendor may consult with State representatives durischeduled oral
presentations and demonstrations excluding sitesvis
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SECTION Ili
VENDOR INFORMATION

The objective of the Vendor Information section tbfs RFP is to provide Vendors with
information required to respond to the RFP sucodigsf

1.

Interchangeable Designations

The terms “Vendor” and “Contractor” are referent¢eobughout this RFP. Generally,
references to the “Vendor” are used in conjunctati the proposing organization and
procurement process leading up to the final RFRRcieh and award. The term
“Contractor” denotes the role assumed, post-awdrgd, the winning Vendor.
Additionally, the terms “State of Mississippi,” ‘@e” or “ITS” may be used
interchangeably throughout this RFP to denote tigigal entity issuing the RFP and
requesting responses from Vendors throughout tepseifications. References to a
specific agency, institution or other political gptrepresent the client or customer on
whose behalf ITS is issuing the RFP.

Vendor’'s Responsibility to Examine RFP
Vendors must examine all documents, forms, spetifins, standard provisions, and
instructions.

Proposal as Property of State
All written proposal material becomes the propeitthe State of Mississippi.

Written Amendment to RFP

Any interpretation of atTS RFP will be made by written amendment only. Thatét
will not be responsible for any other explanatiéthis RFP. A copy of any amendment
will be posted on thdTS website, together with the associated RFP spadtiic.
Vendors are required to check & website periodically for RFP amendments before
the proposal opening date at:

http://www.its.ms.qgov/Procurement/Pages/RFPS Awgidispx

Any and all amendments will be posted no later thaon, seven days prior to the
proposal opening date listed on the cover pag&isfRFP. If you are unable to access
the ITS website, you may contact th€S technology consultant listed on page one of
this RFP and request a copy.

Oral Communications Not Binding

Only transactions which are in writing froiTS may be considered official. No
negotiations, decisions, or actions shall be exetly any Vendor as a result of any
discussions with any State employee.

Vendor’s Responsibility for Delivery
Vendors must ensure, through reasonable and sarfti¢ollow-up, proper compliance
with, and fulfillment of all schedules and deliveles specified within the body of this

10
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RFP. The State will not be responsible for thdéufai of any delivery medium for
submission of information to or from the Vendorgluding but not limited to, public
and private carriers, U.S. mail, Internet Servicavitlers, facsimile, or e-mail.

Evaluation Criteria

The State's intent in issuing this RFP is to awardontract to the lowest and best
responsive Vendor who meets specifications, consiglgrice and other factors. The
Vendor’s past performance, cooperation, and akititprovide service and training are
general factors that will be weighed in the setecprocess. More specific information
concerning evaluation criteria is presentedeaohnical Specifications.

Multiple Awards
ITS reserves the right to make multiple awards.

Right to Award in Whole or Part
ITS reserves the right to approve an award by indadickems or in total, whichever is
deemed to be in the best interest of the Stateisdibippi.

Right to Use Proposals in Future Projects

The State reserves the right to evaluate the awgrdgposal from this RFP, including
all products and services proposed therein, alatigtive resulting contractual terms, for
possible use in future projects if (a) it is deen@dbe in the best interest of the State to
do so; and (b) the Vendor is willing to extend atdess than or equal to that specified in
the awarded proposal and resulting contract. Asdet concerning the utilization of a
Vendor’s proposal for future projects is solelytta discretion of the State and requires
the agreement of the proposing Vendor. The Statession to reuse an awarded
proposal will be based upon such criteria as: th{¢)customer’s business requirements;
(2) elapsed time since the award of the originajgat; and/or (3) research on changes
in the Vendor, market, and technical environmeimisesthe initial award.

Price Changes During Award or Renewal Period

A price increase will not be accepted during theamaperiod or the renewal period,
unless stipulated in the contract. However, tleeSuill always take advantage of price
decreases.

Right to Request Information

The State reserves the right to request informagtative to a Vendor’s references and
financial status and to visit a Vendor’s facilitidsring normal working hours. The State
also reserves the right to request a current fiahstatement, prepared and certified by
an independent auditing firm, and reserves thet figlrequire that Vendors document
their financial ability to provide the products asetvices proposed up to the total dollar
amount of the Vendor's cost proposal. The Staterkes the right to request
information about the Vendor from any previous ouostr of the Vendor of whom the
State is aware, even if that customer is not irexdich the Vendor’s list of references.

11
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Vendor Personnel

For RFPs including professional services speciboat the Vendor will be required to
provide and/or certify the following for each ingtlual included in the Vendor’'s
proposal:

13.1 A direct telephone number at which the individuaaymbe contacted for a
telephone interview. The State will pay toll chesgn the continental United
States. The Vendor must arrange a toll-free nurfuveall other calls.

13.2 That, if onsite interviews are required, the indual can be at the specified
location in Mississippi within the timeframe spéetf. All costs associated with
onsite interviews will be the responsibility of tkendor.

13.3 That the individual is proficient in spoken and tten English;

13.4 That the individual is a U.S. citizen or that theividual meets and will maintain
employment eligibility requirements in compliancéhall INS regulations. The
Vendor must provide evidence of identification amdployment eligibility prior
to the award of a contract that includes any persbwho are not U. S. citizens.

13.5 That the personnel assigned to a project will remai part of the project
throughout the duration of the contract as lonthaspersonnel are employed by
the Vendor, unless replaced by the Vendor at tlggiest of the State. This
requirement includes the responsibility for ensgrall non-citizens maintain
current INS eligibility throughout the duration thie contract.

Vendor Imposed Constraints

The Vendor must specifically document what limaas, if any, exist in working with
any other Contractor acting in the capacity of $itaete’s business partner, subcontractor
or agent who may be managing any present or fubuogects; performing quality
assurance; integrating the Vendor’s software; anpfoviding web-hosting, hardware,
networking or other processing services on theeStdtehalf. The project relationship
may be based on roles as either equal peers; sspgrv subordinate; or subordinate —
supervisory, as determined by the State. The &ategnizes that the Vendor may have
trade secrets, intellectual property and/or busimeltionships that may be subject to its
corporate policies or agreements. The State musérstand these issues in order to
decide to what degree they may impact the Statalgyato conduct business for this
project. These considerations will be incorporatettordingly into the proposal
evaluation and selection process. The understgnéiached between the Vendor and
the State with regard to this business relationghgezludes the Vendor from imposing
any subsequent limitations of this type in futurej@ct undertakings by the State.

Best and Final Offer

12
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The State reserves the right to solicit Best amthlFDffers (BAFOs) from Vendors,
principally in situations in which proposal coswdigse available funding or the State
believes none of the competing proposals presenBest Value (lowest and best
proposal) opportunity. Because of the time andeagp incurred by both the Vendor
community and the State, BAFOs are not routinelgdemted. Vendors should offer
their best pricing with the initial solicitationSituations warranting solicitation of a
BAFO will be considered an exceptional practice &ory procurement. Vendors that
remain in a competitive range within an evaluatioay be requested to tender Best and
Final Offers, at the sole discretion of the Stafdl such Vendors will be provided an
equal opportunity to respond with a Best and Ffér under a procedure to be defined
by the State that encompasses the specific, refieedls of a project, as part of the
BAFO solicitation. The State may re-evaluate andemd the original project
specifications should it be deemed necessary iera improve the opportunity for
attaining Best Value scenarios from among the reim@i competing Vendors. All
BAFO proceedings will be uniformly conducted, initimmg and subject to solicitation by
the State and receipt from the Vendors under aggechedule.

Restriction on Advertising

The Vendor must receive written approval from th&t& before advertising or
referencing the award of the contract or the sesvtaeing provided. The Vendor must
agree not to refer to awards in commercial advagisn such a manner as to state or
imply that the firm or its services are endorsegrmferred by the State of Mississippi.

Rights Reserved to Use Existing Product Contracts

The State reserves the right on turnkey projectsetture certain products from other
existingITS contracts if it is in its best interest to do 4bthis option is exercised, then

the awarded Vendor must be willing to integrate dbquisition and implementation of

such products within the schedule and system uratgract.

Additional Information to be Included

In addition to answering each specification witkinis RFP, the Vendor must include
complete  product/service information, including gwot pictorials and
technical/descriptive literature relative to angqghuct/service offered with the proposal.
Information submitted must be sufficiently detailed substantiate that the
products/services offered meet or exceed spedoitst

Valid Contract Required to Begin Work

The successful Vendor should not commence anyblallaork until a valid contract has
been executed. Any work done by the successfulldieprior to the execution of the
contract is done at the Vendor’s sole risk. ThateSts under no obligation to pay for
work done prior to the execution of a contract.

13
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SECTION IV
LEGAL AND CONTRACTUAL INFORMATION

The objective of thd.egal and Contractual Information section is to provide Vendors with
information required to complete a contract or agrent withITS successfully.

1.

Acknowledgment Precludes Later Exception

By signing theSubmission Cover Sheet, the Vendor is contractually obligated to comply
with all items in this RFP, including th&andard Contract in Exhibit A if included
herein, except those specifically listed as exoagtion thd’roposal Exception Summary
Form. If no Proposal Exception Summary Form is included, the Vendor is indicating
that he takes no exceptions. Vendors who respmtidd RFP by signing thBubmission
Cover Sheet may not later take exception to any item in thePR#uring contract
negotiations.  This acknowledgement also contrdlgtuabligates any and all
subcontractors that may be proposed. No excepliprssibcontractors or separate terms
and conditions will be entertained after the fact.

Failure to Respond as Prescribed

Failure to respond as described in SectiorfPibposal Submission Requirements to any
item in the sections and exhibits of this RFP,udeig theStandard Contract attached as
Exhibit A, if applicable, shall contractually obdite the Vendor to comply with that item.

Contract Documents

ITS will be responsible for all document creation aeditorial control over all
contractual documentation related to each procunen@oject. The following
documents will normally be included in all contabetweenTS and the Vendor:

3.1  The Proposal Exception Summary Form as acceptétSiy
3.2  Contracts which have been signed by the VendonB&d
3.3 ITS’ Request for Proposal, including all addenda,;

3.4  Official written correspondence frohS to the Vendor;

3.5 Official written correspondence from the Vendor I[&d5 when clarifying the
Vendor’s proposal; and

3.6 The Vendor’s proposal response to R RFP.

Order of Precedence

When a conflict arises regarding contract intene do conflicting statements in
documents included in the contract, the order etg@dence of each document is as listed
above unless modification of order is negotiated agreed upon by boti'S and the
winning Vendor.

14
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Additional Contract Provisions

The contract will also include such additional psoans, which are not inconsistent or
incompatible with the material terms of this RFB naay be agreed upon by the parties.
All of the foregoing shall be in such form and dainge as prescribed by the State.

Contracting Agent by Law

The Executive Director ofTS is, by law, the purchasing and contracting agentttie
State of Mississippi in the negotiation and exexubdf all contracts for the acquisition of
computer and telecommunications equipment, systsofsyare, and services (Section
25-53-1, et seq., of the Mississippi Code AnnotatddS is issuing this RFP on behalf
of the procuring agency or institutiodTS and the procuring agency or institution are
sometimes collectively referred to within this R&F"State.”

Mandatory Legal Provisions

7.1 The State of Mississippi is self-insured; all regments for the purchase of
casualty or liability insurance are deleted.

7.2  Any provisions disclaiming implied warranties shak null and void. See
Mississippi Code Annotated Sections 11-7-18 an@-739(4). The Vendor shall
not disclaim the implied warranties of merchanigbénd fitness for a particular
purpose.

7.3  The Vendor shall have no limitation on liabilityrfolaims related to the following
items:

7.3.1 Infringement issues;

7.3.2 Bodily injury;

7.3.3 Death;

7.3.4 Physical damage to tangible personal and/or reglgsty; and/or

7.3.5 The intentional and willful misconduct or negligeatts of the
Vendor and/or Vendor’s employees or subcontractors.

7.4  All requirements that the State pay interest (othan in connection with lease-
purchase contracts not exceeding five years) detatke

7.5 Any contract negotiated under this RFP will be goed by and construed
according to the laws of the State of Mississipgenue for the resolution of any
dispute shall be Jackson, Hinds County, Mississippi

7.6  Any contract negotiated under this RFP is cancelablthe event the funding
authority does not appropriate funds. Notice regfuents to Vendor cannot
exceed sixty (60) days.

15
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The State of Mississippi does not waive its soggremmunities or defenses as
provided by law by entering into this contract witte Vendor, Vendor agents,
subcontractors, or assignees.

The State will deliver payments to the Vendor witlhorty-five (45) days after
receipt of invoice and receipt, inspection, and rapal of Vendor's
products/services. No late charges will exceedolger month on any unpaid
balance from the expiration of said period untijmpant is delivered. See Section
31-7-305 of the Mississippi Code Annotated. Seliederstands and agrees that
Purchaser is exempt from the payment of taxes.

The State shall not pay any attorney's fees, pgepget interest or the cost of
legal action to or for the Vendor.

Approved Contract

8.1

8.2

8.3

Award of Contract - A contract is considered tcalnearded to a proposer once the
proposer’s offering has been approved as lowesbastiproposal through:

8.1.1 Written notification made to proposers @ig letterhead, or
8.1.2 Notification posted to th&l'S website for the project, or
8.1.3 CP-1 authorization executed for the project, or

8.1.4 TheITS Board’s approval of same during an open sessidhef
Board.

ITS statute specifies whethéfS Director approval oiTS Board approval is
applicable for a given project, depending on thaltiidfecycle cost of the contract.

A contract is not deemed final until five (5) wanlidays after either the award of
contract or post procurement review, as stipulatethe ITS Protest Procedure
and Policy. In the event of a valid protest, that& may, at its sole discretion,
continue the procurement or stay the procuremerdcoordance with théTS
Protest Procedure and Policy. If the procuremerdtayed, the contract is not
deemed final until the protest is resolved.

Contract Validity
All contracts are valid only if signed by the Exg&ea Director ofITS.

Order of Contract Execution
Vendors will be required to sign contracts andnitidl all contract changes before the
Executive Director of TS signs.

Availability of Funds
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All contracts are subject to availability of fund$ the acquiring State entity and are
contingent upon receipt by the winning Vendor giuachase order from the acquiring

State entity.

CP-1 Requirement
All purchase orders issued for goods and servicgsiiged from the awarded Vendor

under this RFP must be encoded by the Customercageith a CP-1 approval number
assigned byTS. This requirement does not apply to acquisititre by policy have
been delegated to State entities.

Requirement for Electronic Payment and Invoicing

13.1 Payments to the awarded Vendor for all goods andces acquired under this
RFP by state agencies that make payments througtStatewide Automated
Accounting System (“SAAS”) will be made electrorilgavia deposit to the bank
account of the Vendor's choice. The awarded Venaast enroll and be
activated in PayMode™, the State’s current vehfolesending and receiving
electronic payments, prior to receiving any payredram state agencies. There
is no charge for a Vendor to enroll or receive pagyta via PayMode. For
additional information on PayMode, including regasion instructions, Vendors
should visit the following websitéittp://portal.paymode.com/msNendors may
also request assistance from the Mississippi Managé and Reporting System
(MMRS) Call Center regarding PayMode registrationy Ikrtontacting
mash@dfa.state.ms.us

13.2 For state agencies that make payments through SA#Sawarded Vendor is
required to submit electronically all invoices fgoods and services acquired
under this RFP, along with appropriate supportiogutinentation, as directed by
the State. Should the requirement for electramioicing be implemented during
the term of the project contract, the State wilrkvavith the Vendor to determine
a reasonable timeframe for initiating electroniaicing.

13.3 Items 13.1 and 13.2 only apply to state agencias itiake payments through
SAAS. Payments and invoices for all other entitids conform to their standard

methods of payment to contractors.

Time For Negotiations

14.1 All contractual issues must be successfully neggdiavithin fifteen (15) working
days from the Vendor’s initial receipt of the prtjeontract fromTS, unlesdTS
consents to extend the period. Failure to complegtiations within the stated
time period constitutes grounds for rejection oé tendor's response to this
RFP. ITS may withdraw the proposal award and begin nedotiatwith the next
ranked Vendor immediately or pursue any other optio
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14.2 Negotiations shall be limited to items to which tMendor has noted as
exceptions on their Proposal Exception Summary Faswell as any new items
that the State may require. All contract changemested by the Vendor related
to such exceptions noted in Vendor's proposal shall submitted three (3)
working days prior to scheduled negotiations, wl&S$ consents to a different
period.

Prime Contractor

The selected Vendor will be designated the prinrdgrector in the proposal, and as such,
shall be solely responsible for all products/sersioffered in the proposal and for the
fulfillment of the contract with the State.

Sole Point of Contact
ITS will consider the selected Vendor to be the saetpof contact with regard to
contractual matters, including payment of any dhdrearges resulting from the contract.

16.1 The Vendor must acknowledge and agree that in msattd proposals,
clarifications, negotiations, contracts and resoiubf issues and/or disputes, the
Vendor represents all contractors, third partied/@nsubcontractors the Vendor
has assembled for this project. The Vendor's caments are binding on all
such parties and consequently the State is onlyinet) to negotiate with the
Vendor.

16.2 Furthermore, the Vendor acknowledges and agreepass all rights and/or
services related to all general consulting, sesvileasing, software licensing,
warranties, hardware maintenance and/or softwgspastito the State from any
contractor, third party or subcontractor withoue tBtate having to negotiate
separately or individually with any such partiestltese terms or conditions.

16.3 Should a proposing Vendor wish to assign paymeangfor all charges resulting
from this contract to a third party, Vendor mussalibse that fact in his/her
proposal, along with the third party’s name, adslresature of business, and
relationship to the proposing Vendor, the reason dod purpose of the
assignment, and all conditions of the assignmewtuding but not limited to a
copy of an assignment document to be executedé$pthite, the Vendor, and the
third party. Such assignments will be acceptetjgcted at the sole discretion of
the State. Vendor must clearly and definitivelgtstin his/her proposal whether
the proposal is contingent upon the requested rasgigt of payments. Whenever
any assignment of payment is requested, the proposaract, and assignment
document must include language specifically guaeing that the proposing
Vendor is solely and fully liable and responsibta the performance of its
obligations under the subject contract. No assgmnof payment will be
considered at the time of purchase unless suchrasent was fully disclosed in
the Vendor’s proposal and subsequently acceptaldebBtate.

ITS Approval of Subcontractor Required
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Unless provided in the contract, the Vendor shatl gontract with any other party for
furnishing any of the contracted work or servicatheut the consent, guidance, and
written approval of the StatelTS reserves the right of refusal and the right tauesq
replacement of a subcontractor due to unacceptabt& or conduct. This provision
should not be interpreted as requiring the approf/aidividual contracts of employment
between the Vendor and personnel assigned forcesruinder the contract.

Inclusion of Subcontract Agreements
Copies of any agreements to be executed betweeNdahdor and any subcontractors
must be included in the Vendor’s proposal.

Negotiations with Subcontractor

In order to protect the State’s interddiS reserves the right to attempt to resolve the
contractual disagreements that may arise betweeNéndor and its subcontractor after
award of the contract.

References to Vendor to Include Subcontractor
All references in the RFP to “Vendor” shall be doned to encompass both the Vendor
and its subcontractors.

Outstanding Vendor Obligations

21.1 Any Vendor who presently owes the State of Mispj@ismoney pursuant to any
contract for whichITS is the contracting agent and who has receivedtemrit
notification fromITS regarding the monies owed, must submit, with ttopgsal,
a certified check in the amount due and owing ideorfor the proposal in
response to this RFP to be considered. For a Vendoently in bankruptcy as of
the RFP submission date, this requirement is rhahd only if,ITS has an active
petition before the appropriate bankruptcy court riecovery of the full dollar
amount presently owed to the State of Mississigpinat Vendor. If the Vendor
has emerged from bankruptcy by the RFP submissate, the Vendor must pay
in full any amount due and owing to the State, iascted in the court-approved
reorganization plan, prior to any proposal beingstdered.

21.2 Any Vendor who is presently in default on existoantracts for whiciTS is the
contracting agent, or who otherwise is delinquernthe performance of any such
contracted obligations, is in the sole judgmenttted State required to make
arrangement for fulfilling outstanding obligatiotwsthe satisfaction of the State in
order for the proposal to be considered.

21.3 The State, at its sole discretion, may reject trapgsal of a Vendor with any
significant outstanding financial or other obligsis to the State or who is In
bankruptcy at the time of proposal submission.

Equipment Condition
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For all RFPs requiring equipment, the Vendor mushith only new equipment in
response tdTS specifications, unless an explicit requirement dged equipment is
otherwise specified.

Delivery Intervals

The Vendor’s proposal must specify, in tBest Information Submission and in response
to any specific instructions in th&echnical Specifications, delivery and installation
intervals after receipt of order.

Pricing Guarantee

The Vendor must explicitly state, in ti@ost Information Submission and in response to
any specific instructions in thé&echnical Specifications, how long the proposal will
remain valid. Unless stated to the contrary inTibehnical Specifications, pricing must
be guaranteed for a minimum of ninety (90) days.

Shipping Charges

For all RFPs requiring shipment of any product omponent, all products must be
delivered FOB destination to any location withir theographic boundaries of the State
with all transportation charges prepaid and inctlide the RFP proposal or LOC
guotation. Destination is the point of use.

Amortization Schedule

For all RFPs requiring equipment, contracts invadvithe payment of interest must
include an amortization schedule clearly documentime amount of interest payable
over the term of the contract.

Americans with Disabilities Act Compliance for Web Developmen and Portal
Related Services

All Web and Portal development work must be desigamed implemented in compliance
with the Electronic and Information Technology Assibility Standards associated with
Section 508 of the Rehabilitation Act and with teb Accessibility Initiative (WAI) of
the W3C.

Ownership of Developed Software

28.1 When specifications require the Vendor to develofinvare for the State, the
Vendor must acknowledge and agree that the Statkeisole owner of such
developed software with exclusive rights to useeralor distribute the software
without restriction. This requirement applies wmuice code, object code, and
documentation.

28.2 The State may be willing to grant the Vendor a xohssive license to use the
State’s software subject to devising acceptablengeand license fees. This
requirement is a matter of State Law, and not nabjlet

Ownership of Custom Tailored Software
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In installations where the Vendor’s intellectuabperty is modified and custom-tailored
to meet the needs of the State, the Vendor must tiie State an application license
entiting the State to use, and/or alter the safwavithout restriction. These

requirements apply to source code, object codedandmentation.

Terms of Software License
The Vendor acknowledges and agrees that the terall ebftware licenses provided to
the State shall be perpetual unless stated otherwikhie Vendor’'s proposal.

The State is Licensee of Record

The Vendor must not bypass the software contragiimagse of a project by licensing
project software intended for State use in its camypname. Upon award of a project,
the Vendor must ensure that the State is propécBnsed for all software that is
proposed for use in a project.

Compliance with Enterprise Security Policy

Any solution proposed in response to this RFP rbasin compliance with the State of

Mississippi’s Enterprise Security Policy. The HEptese Security Policy is based on

industry-standard best practices, policy, and dunds and covers the following topics:

web servers, email, virus prevention, firewalls,tadancryption, remote access,
passwords, servers, physical access, traffic céisins, wireless, laptop and mobile

devices, disposal of hardware/media, and applicagsessment/certification. Given that
information security is an evolving technology pieg, the State reserves the right to
introduce new policy during the term of the contnasulting from this RFP and require

the Vendor to comply with same in the event thaugtdy introduces more secure, robust
solutions or practices that facilitate a more seqgosture for the State of Mississippi.

The Enterprise Security Policy is available todhparties on a need-to-know basis and
requires the execution of a non-disclosure agreemmor to accessing the policy. The
Vendor may request individual sections of the Hirise Security Policy or request the
entire document. Prior to the Vendor receiving teguested policy information, the
Vendor must sign and submit the non-disclosure eagemt found on the ITS website,
http://www.its.ms.goy as follows: hover over “Services” at the top loé¢ tscreen; select
“Information Security”, on the right hand side tietpage, click on the link “Policy &
Plans”. The form can be found at the “Enterpriseusity Policy” link under the “Third
Party” heading. The complete web address is stmlow:

http://www.its.ms.qov/Services/Pages/ENTERPRISE-SROY-POLICY.aspx

Vendor must provide contact information (name, émddress, phone number) that can
be used to coordinate the secure delivery of theested information.
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Negotiating with Next-Ranked Vendor

Should the State cease doing business with anydresadlected via this RFP process, for
any reason, the State reserves the right to iaitiegotiations with the next ranked
Vendor.

Disclosure of Proposal Information

Vendors should be aware that any information imag@sal may be subject to disclosure
or reproduction under the Mississippi Public Resohdt of 1983, defined in Section 25-
61-1 et seq. of the Mississippi Code Annotatédl. disclosures of proposal information
will be made in compliance with thB'S Public Records Procedures established in
accordance with the Mississippi Public Records AcfThe ITS Public Records
Procedures are available in Section 019-010 o T®eProcurement Handbook, on the
ITS Internet site at:

http://dsitspe0l.its.ms.gov/its/procman.nsf/f4adiBtad9d8c86256daa0063e1f0/bb780
b5a8360c3138625765d004e4aff?OpenDocuraeffomITS upon request.

As outlined in the Third Party Information sectiohthel TS Public Records Procedures,
ITS will give written notice to any affected Vendor @fequest to view or reproduce the
Vendor’s proposal or portion thereofiTS will not, however, give such notice with
respect to summary information prepared in conaoacivith the State’s review or
evaluation of a Vendor’s proposal, including, bot hmited to, written presentations to
theITS Board or other approving bodies, and/or similaittem documentation prepared
for the project file. In addition,TS will not provide third-party notice for requests f
any contract executed as a result of this RFP, theghexception of information contained
in contract exhibits identified and labeled as aberitial during the contract negotiation
process.ITS will provide third-party notice of requests foryasuch confidential exhibits
to allow Vendor the opportunity to protect the imf@tion by court order as outlined in
thelITS Public Records Procedures.

Summary information and contract terms, as defaitgalve, become the propertyldfS,
who has the right to reproduce or distribute thfsrimation without notification.

Vendors should further be aware that requests imniature of proposal and contract
information are sometimes received I significantly after the proposal opening date.
ITS will notify the signatory “Officer in Bind of Congny” provided in Section | of this
RFP for Notification of Public Records Requestgha event information is requested
that your company might wish to consider protectisga trade secret or as confidential
commercial or financial information. If the “Offc in Bind of Company” should not be
used for notification of public records requestgndor should provide the alternative
contact information in response to this RFP item.

Risk Factors to be Assessed
The State will assess risk factors that may inytiekist within a given procurement and
that may develop over the course of a procuremertess as facts become known. The
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State, at its sole discretion, may employ the il mechanisms in mitigating these
risks: proposal bonding, performance bonding, msg payment plan with retainage,
inclusion of liquidated damages, and withholdingyrpant for all portions of the
products/services acquired until final acceptantke Vendor must agree to incorporate
any or all of the above terms and conditions iheodustomer agreement.

Proposal Bond
The Vendor is not required to include a proposaldowith its RFP proposal.

Performance Bond/Irrevocable Bank Letter of Credit

The Vendor must include the price of a performapoed or irrevocable bank letter of
credit with its RFP proposal. The cost of the bondetter of credit must be shown as a
separate line item in theost Information Submission. The performance bond or letter of
credit must be procured at the Vendor’'s expens® pwithe execution of the contract and
may be invoiced to Mississippi State Departmerti@alth after contract initiation only if
itemized in theCost Information Submission and in the executed contracthe final
decision as to the requirement for a Performance Bul or Irrevocable Bank Letter

of Credit will be made upon contract award and is athe State’s sole discretion.

If a Performance Bond /Irrevocable Bank Letter oédit is required, the Vendor must
procure and submit td'S, on behalf oMississippi State Department of Health with
the executed contract, (a) a performance bond &geliable surety company authorized
to do business in the State of Mississippi or (b)reevocable bank letter of credit that is
acceptable to the State. The Performance Bonleolrtevocable Letter of Credit shall
be for the total amount of the contract or an anoouatually agreed upon by the State
and the successful Vendor and shall be payablglississippi State Department of
Health, to be held by their contracting agent, the M&pisi Department of Information
Technology Services. No contract resulting frons tRFP will be valid until the
required Performance Bond or Irrevocable Bank keifeCredit has been received and
found to be in proper form and amount. The Veralpees that the State has the right to
request payment for a partial amount or the fulloam of the Irrevocable Letter of
Credit/Performance bond should the products/sesviieng procured hereunder not be
provided in a manner consistent with this RFP &ed\endor’s proposal by the delivery
dates agreed upon by the parties. The State nmagriepayment by contacting the bank
issuing the letter of credit or the bonding compassuing the performance bond and
making a written request for full or partial paymeihe issuing bank/bonding company
is required to honor any demand for payment froe Slate within fifteen (15) days of
notification. The letter of credit/performance dashall cover the entire contract period,
with the exception of post-warranty maintenance smgport, and shall not be released
until final acceptance of all products and delibéea required herein or until the
warranty period, if any, has expired, whicheverussclast. If applicable, and at the
State’s sole discretion, the State may, at any wmeng the warranty period, review
Vendor’s performance and performance of the pradsetvices delivered and determine
that the letter of credit/performance bond maydwiced or released prior to expiration
of the full warranty period.

23



38.

39.

40.

RFP No.: 3710

Section 1V: Legal and Contractual Information
Project No.: 39219

Revised: 8/15/2012

Responsibility for Behavior of Vendor Employees/Sutontractors

The Vendor will be responsible for the behaviomabfits employees and subcontractors
while on the premises of any State agency or uigiit. Any Vendor employee or
subcontractor acting in a manner determined bytiministration of any State agency or
institution to be detrimental, abusive, or offemsto any of the staff or student body of
any State agency or institution will be asked #véthe premises and can be suspended
from further work on the premises.

Protests

The Executive Director difS and/or the Board Members @S or their designees shall
have the authority to resolve Vendor protests inneation with the selection for award
of a contract. Copies of the protest proceduresaanilable on théTS Internet site -
ITS Protest Procedure and Policy, Section 019-0P8,Procurement Handbook at:

http://dsitspe0l.its.ms.gov/its/procman.nsf/f4adiBnd9d8c86256daa0063e1f0/f22795
7¢9c49a38a8625767900790c4e?OpenDocumreindomITS upon request.

Protest Bond

Potential Vendors may protest any of the speciboatof this RFP on the belief that the
specification is unlawful, unduly restrictive, onjustifiably restraining to competition.
Any such protest must be in writing and submittedhieITS Executive Director along
with the appropriate protest bond within five (59nking days of the Official Release of
the RFP, as defined in thdS Protest Procedure and Policy. The outside of the
envelope must be marked “Protest” and must sp&fly number 3710.

As a condition precedent to filing any protest tedato this procurement, the Vendor
must procure, submit to th€S Executive Director with its written protest, ancimtain

in effect at all times during the course of thetpsb or appeal thereof, a protest bond in
the full amount of the total estimated projectdifele cost or $250,000.00, whichever is
less. The total estimated project lifecycle cogt be the amount used biy'S in the
computation of cost points, as the low cost in demominator of the cost evaluation
formula. The bond shall be accompanied by a dulhenticated or certified document
evidencing that the person executing the bond lisemsed Mississippi agent for the
bonding company. This certified document shalhtdg the name and address of the
person or entity holding the protest bond and stalitify a contact person to be notified
in the event that the State is required to takmm@aagainst the bond. The protest bond
shall not be released to the protesting Vendot thrgi protest is finally resolved and the
time for appealing said protest has expired. Tiwtegt bond shall be procured at the
protesting Vendor's expense and be payable to thesidéippi Department of
Information Technology Services. Prior to approsaihe protest bondTS reserves the
right to review the protest bond and require thetgsting Vendor to substitute an
acceptable bond in such form as the State maymabBorequire. The premiums on such
bond shall be paid by the protesting Vendor. TheteSimay claim against the protest
bond as specified in Section 25-53-5 (n) of thedidsippi Code of 1972, as amended
during the 1998 Mississippi legislative session, aitdition to all other rights and
remedies the State may have at law or in equity.
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Should the written protest submitted by the Ventior to comply with the content
requirements ofiTS’ protest procedure and policy, fail to be submitteithin the
prescribed time limits, or fail to have the appraf@ protest bond accompany it, the
protest will be summarily dismissed by & Executive Director.

Mississippi Employment Protection Act

Effective July 1, 2008, Vendor acknowledges thatawarded, it will ensure its
compliance with the Mississippi Employment ProtectAct, Section 71-11-1, et seq. of
the Mississippi Code Annotated (Supp2008), andnedister and participate in the status
verification system for all newly hired employe@$ie term “employee” as used herein
means any person that is hired to perform work iwithe State of Mississippi. As used
herein, “status verification system” means the ghlle Immigration Reform and
Immigration Responsibility Act of 1996 that is optd by the United States Department
of Homeland Security, also known as the E-Verifpd?Pam, or any other successor
electronic verification system replacing the E-¥erProgram. Vendor will agree to
maintain records of such compliance and, upon qpfethe State, to provide a copy of
each such verification to the State.

Vendor acknowledges and certifies that any persssigaed to perform services
hereunder meets the employment eligibility requeata of all immigration laws of the
State of Mississippi.

Vendor acknowledges that violating the E-Verify gham (or successor thereto)
requirements subjects Vendor to the following: ¢apcellation of any state or public
contract and ineligibility for any state or pubbontract for up to three (3) years, with
notice of such cancellation being made public, orthe loss of any license, permit,
certification or other document granted to Vendgr @#n agency, department or
governmental entity for the right to do businesdiississippi for up to one (1) year, or
(c) both. Vendor would also be liable for any diddial costs incurred by the State due
to contract cancellation or loss of license or germ
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SECTION V
PROPOSAL EXCEPTIONS

Please return théroposal Exception Summary Form at the end of this section with all
exceptions to items in any Section of this RFPetisand clearly explained or state “No
Exceptions Taken.” If ndProposal Exception Summary Form is included, the Vendor is
indicating that he takes no exceptions to any frethis RFP document.

1. Unless specifically disallowed on any specificatiberein, the Vendor may take
exception to any point within this RFP, including@ecification denoted with "shall” or
“must,” as long as the following are true:

1.1  The specification is not a matter of State law;
1.2  The proposal still meets the intent of the RFP;
1.3 A Proposal Exception Summary Form s included with Vendor’s proposal; and

1.4  The exception is clearly explained, along with aftgrnative or substitution the
Vendor proposes to address the intent of the gspatdn, on the Proposal
Exception Summary Form.

2. The Vendor has no liability to provide items to alnian exception has been takdmS
has no obligation to accept any exception. Dutirggproposal evaluation and/or contract
negotiation process, the Vendor dii& will discuss each exception and take one of the
following actions:

2.1  The Vendor will withdraw the exception and meet $pecification in the manner
prescribed;

2.2 ITS will determine that the exception neither pose@sificant risk to the project
nor undermines the intent of the RFP and will attiee exception;

2.3 ITS and the Vendor will agree on compromise languagalimg with the
exception and will insert same into the contract; o

2.4  None of the above actions is possible, &R either disqualifies the Vendor’s
proposal or withdraws the award and proceeds tod¢ixeranked Vendor.

3. ShouldITS and the Vendor reach a successful agreemiEatwill sign adjacent to each
exception which is being accepted or submit a fonwméten response to theroposal
Exception Summary responding to each of the Vendor's exceptions.e Phoposal
Exception Summary, with those exceptions approved @5, will become a part of any
contract on acquisitions made under this RFP.

4. An exception will be accepted or rejected at tHe déscretion of the State.
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The State desires to award this RFP to a Venddfeodors with whom there is a high
probability of establishing a mutually agreeablentcact, substantially within the
standard terms and conditions of the State's Rf¢huding theStandard Contract in
Exhibit A, if included herein. As such, Vendorbage proposals, in the sole opinion of
the State, reflect a substantial number of matenaeptions to this RFP, may place
themselves at a comparative disadvantage in thduai@ process or risk
disqualification of their proposals.

For Vendors who have successfully negotiated araontwith ITS in the pastITS
requests that, prior to taking any exceptions te RFP, the individual(s) preparing this
proposal first confer with other individuals whovieapreviously submitted proposals to
ITS or participated in contract negotiations wiiiS on behalf of their company, to
ensure the Vendor is consistent in the items telwhitakes exception.
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PROPOSAL EXCEPTION SUMMARY FORM

List and clearly explain any exceptions, for all RP Sections and Exhibits, in the table
below.

ITS RFP Vendor Proposal Brief Explanation of | ITS Acceptance (sign
Reference Reference Exception here only if accepted)
(Reference (Page, section, items in | (Short description of

specific outline | Vendor’s proposal where| exception being

point to which exception is explained) | made)

exception is

taken)

1.

2.

3.

4.

5.

6.

7.
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SECTION VI
RFP QUESTIONNAIRE

Please answer each question or provide the infeomas requested in this section.

1.

Statewide Automated Accounting System (SAAS) Informtion for State of
Mississippi Vendor File

1.1  SAAS Vendor Code Any Vendor who has not previously done businetis thie
State and has not been assigned a SAAS Vendor dumdd furnish a signed
copy of an IRS W-9 form with the proposal. A copiytbe W-9 Form can be
obtained at the following link on tH&S website:

1.2  http://www.its.ms.gov/Procurement/Pages/Vendor.aspx

1.3  Vendors who have previously done business withStade should furnisthrS
with their SAAS Vendor code.

SAAS Vendor Code: OR SignedMirt Attached:

1.4  Vendor Self-Certification Form: The State of Mississippi, in an effort to capture

participation by minority Vendors, asks that eacén¥or review the State of
Mississippi Minority Vendor Self Certification ForniThis information is for
tracking/reporting purposes only, and will not bged in determining which
Vendor will be chosen for the project. Any Vendwno can claim status as a
Minority Business Enterprise or a Woman Busines®ipnise in accordance with
the definitions on this form and who has not praslg submitted a form to the
State of Mississippi should submit the completetnfavith the proposal. A copy
of the Minority Vendor Self-Certification Form carbe obtained at:
http://www.mississippi.org/assets/docs/minority/ority _vendor_selfcertform.pd
f. Please direct any questions about minorityifagtion in Mississippi to the
Minority Business Enterprise Division of the Missgpi Development Authority
by telephone at (601) 359-3448 or via email mainority@mississippi.org

Minority Vendor Self-Certification Form Included:
Minority Vendor Self-Certification Form Previousl$ubmitted:
Not claiming Minority or Women Business Enterpri&&atus:

Certification of Authority to Sell

The Vendor must certify Vendor is a seller in gabanding, authorized to sell and able
to deliver all items and related services propdseithe State of Mississippi in the time
frame specified. Does the Vendor make these watibns? (A yes or no answer is
required.)
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Certification of No Conflict of Interest
Mississippi law clearly forbids a direct or inditemonflict of interest of a company or its
employees in selling to the State. The Vendor ranstver and/or provide the following:

3.1 Does there exist any possible conflict of intergstthe sale of items to any
institution within ITS jurisdiction or to any governing authority? (A yes no
answer is required.)

3.2 If the possibility of a conflict does exist, proeia list of those institutions and the
nature of the conflict on a separate page and dieciti in your proposal. The
Vendor may be precluded from selling to those tastins where a conflict of
interest may exist.

Pending Legal Actions

4.1  Are there any lawsuits or other legal proceedingmrest the Vendor that pertain
to any of the software, hardware, or other matergadd/or services which are a
part of the Vendor’'s proposal? (A yes or no answeequired.)

4.2 If so, provide a copy of same and state with spEwifthe current status of the
proceedings.

Non-Disclosure of Social Security Numbers

Does the Vendor acknowledge that any informatiostesy proposed, developed, or
modified under this RFP that disseminates, in amynfor manner, information or
material that contains the Social Security Numkearoindividual, has mechanisms in
place to prevent the inadvertent disclosure ofinldévidual’s Social Security Number to
members of the general public or to persons othan tthose persons who, in the
performance of their duties and responsibilitiesyeha lawful and legitimate need to
know the individual’'s Social Security Number? Thisknowledgement is required by
Section 25-1-111 of the Mississippi Code Annotated.

Order and Remit Address
The Vendor must specify both an order and a redutess:

Order Address:
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Remit Address (if different):

Web Amendments
As stated in Section HIITS will use thelTS website to post amendments regarding
RFPs before the proposal opening at:

http://www.its.ms.gov/Procurement/Pages/RFPS Awaidispx

ITS may post clarifications until noon seven days ptmrthe proposal opening date
listed on the cover page of this RFP or the posigension date, if applicable.

Vendors may list any questions or items needirgifetation discovered in the week
prior to the proposal opening in a written formatree beginning of the proposal binder
or in the comment section for the individual offeyi

Does the Vendor certify that they have revieweopy of thelTS amendments for RFPs
as above stated? (A yes or no answer is required.)
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SECTION VII
TECHNICAL SPECIFICATIONS

How to Respond to this Section

11

1.2

1.3

1.4

1.5

1.6

1.7

Beginning with Item 2 of this section, label angpend to each outline point in
this section as it is labeled in the RFP.

The Vendor must respond with “ACKNOWLEDGED,” “WILICOMPLY” or
“AGREED” to each point in this section. In additiomany items in this RFP
require detailed and specific responses to provige requested information.
Failure to provide the information requested waibult in the Vendor receiving a
lower score for that item, or, at the State’s sdigcretion, being subject to
disqualification.

“ACKNOWLEDGED” should be used when no vendor resmoror vendor
compliance is required. “ACKNOWLEDGED” simply mesarthe vendor is
confirming to the State that he read the statem@&his is commonly used in the
RFP sections where the agency’s current operatwgament is described or
where general information is being given aboutgigect.

“WILL COMPLY” or “AGREED” are used interchangeabtp indicate that the
vendor will adhere to the requirement. These teares used to respond to
statements that specify that a vendor or vendaoggsed solution must comply
with a specific item or must perform a certain task

If the Vendor cannot respond with “ACKNOWLEDGED,WiLL COMPLY,”
or “AGREED,” then the Vendor must respond with “ERETION.” (See
Section V, for additional instructions regardingnder exceptions.)

Where an outline point asks a question or reque&ismation, the Vendor must
respond with the specifianswer or information requested.

In addition to the above, Vendor must provide ecipliletails as to the manner
and degree to which the proposal meets or excealisspecification.

Background and MSDH Pharmacy Operational Workflow

The Mississippi State Department of Health (MSDHirently uses the RX3000 clinical
pharmacy system developed by Pharmacy Computeic8srvThe system was originally
installed in 1990. MSDH is seeking a new Pharmilanagement System that will
allow the MSDH Pharmacy to provide better supporphysicians and patients in the
distribution of vaccine and medication.

The MSDH Pharmacy is a centralized, closed-doorrphay providing medications for
102 public health clinics located in 81 countiestlé state of Mississippi through
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coordination with six (6) health department adntnaitve programs. Hours of operation
are Monday through Friday, 8:00 am to 5:00 pm C3he MSDH Pharmacy is closed
on federal and state holidays. The MSDH Pharmaaogists of a co-located warehouse,
repackaging area, intravenous (V) admixture facilnd pharmacy fill area.

The MSDH pharmacy’s operational workflow differorn that of retail pharmacies or
institutional pharmacies, thus requiring an appic@asolution to meet the requirements
outlined in this RFP. The clinical pharmacy softevenust maintain profiles that contain
links to diagnosis code, administrative progranmg al 102 county health clinics. A
single patient profile may contain multiple diagisosodes, administrative programs and
county health clinics. The software must haveraremtory and A/R component. The
software must also coordinate with the State’s remt¢d pharmaceutical wholesaler,
Morris & Dickson. The solution should be scalabtarttng with a minimum of 20
pharmacy workstations.

Procurement of medication®dedications are procured by the administrativegpams
for which clinical services are provided. Thesegrams include Family Planning,
Children’s Medical Program, IV admixture, Materreahd Child Health, AIDS Drug
Assistance Program (ADAP), Sexually TransmittedeBses (STD), Chronic Diseases,
Tuberculosis (TB), and Immunizations. The MSDH ey is responsible for tracking
program inventory, recommending par levels and esting purchase of medication
through the administrative program when inventoaies at or below par level threshold.
A monthly report of inventory on hand is provideg the MSDH Pharmacy to the
administrative program.

Receipt of inventory and inventory contrdiISDH uses several state-contracted vendors
in the purchase of medications and medical suppliesentory is received within the
MSDH Pharmacy warehouse, verified by dedicatedf,séafd manually logged in the
receiving book. All items have an item specifiventory card. Once inventory is
placed in storage, the received inventory is addetthe inventory card. As bulk items
are removed from the warehouse and brought to tiaenpacy fill area, the quantity is
manually reduced from the inventory card. Physigaéntory is done once monthly on
guantities of bulk inventory in stock.

The proposed solution must replace these manuakgses with electronic inventory
management functionality and include applicatioas ihventory reconciliation in the
event of any discrepancies.

Receipt of prescriptions and refill slipgis patients are seen at the clinics, new
prescriptions are written. Or, if the clinic visst for resupply of medication, a refill slip
is pulled from records. New prescriptions andllrsfips are then sent to the MSDH
Pharmacy via courier. All courier mail, includiqyescriptions and refill slips, is
checked in at the MSDH Pharmacy warehouse. Pptsers and refill slips are sorted
by program, time/date stamped, and distributedh(tie exception of new prescriptions
in the Family Planning program) to the respectivegpam pharmacists. New
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prescriptions in the Family Planning program amgrdiuted to data entry staff for entry
and/or update of patient demographic and insurané@mation in the Pharmacy
Management System prior to processing by a phasmna&irescriptions and requests for
refills may be phoned to the MSDH Pharmacy, bus iki largely limited to the TB
program and the Children’s Medical Program. TheDWSPharmacy accepts faxed
requests for refills, but this is largely limited the ADAP program. The MSDH
Pharmacy currently has no Interactive Voice Resp@hsR), Interactive Web Response
(IWR), or E-prescribe capacity.

The proposed solution should provide a means tooim@and update patient
demographics. In addition, IVR, IWR, and E-prdsercapacity should be included in
the solution.

Distribution of medications and biologicaldor distribution purposes, medications and
biologicals are categorized by the MSDH Pharmadyim groups:

 Group 1: those products employed in the managemkchronic conditions;
includes products such as those necessary for &magement of tuberculosis or
cystic fibrosis. Distribution of medications withiGroup 1 to the public health
clinics is pursuant a valid prescription order.

e Group 2: those products needed immediately by dhaic; includes
immunizations and products within the STD progranihese products are
referred to as “clinic stock” and are supplied Iy tMSDH Pharmacy upon
receipt of a requisition. Group 2 products alsude some drugs and biologicals
furnished by the Maternal and Child Health and FaRlanning programs.

Filled prescriptions and refills are placed in pedianailer envelopes which are addressed
to the public health clinic. Clinic stock producise either placed in padded mailer
envelopes or boxed and addressed to the publithhadalic. All items are shipped by a
courier to the public health clinics. Family Plamnproducts are shipped in bulk twice
monthly.

Filling clinic stock items: Once clinic stock items have been sent to a puidalth clinic
based on a requisition, these items are keyedeiphiarmacy software for accountability
and tracking purposes. Due to restraints in thieeati solution, each public health clinic
is listed as a “patient” and products are keyeasipseudo-prescriptions.

The proposed solution must allow MSDH to track dinstribution of the inventory to the
clinics.

Filling prescriptions: Prescriptions are filled by staff within each idested program
area. Currently labels are printed after eachqpigson or refill slip is entered in the
Pharmacy Management System by a pharmacist. Meamsociated with the MSDH
Pharmacy prescription fill and distribution process described in the bullets below.
Prescription fill scenarios are provided in ExhiBit Pharmacy Prescription Scenarios
whereby the proposer will be required to demonstediility to address each of these
nuances.
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» All prescriptions must be linked to a receiving fpabhealth clinic both in the
software fill screen and on the prescription amdldr label. For ease of prescription
entry, the public health clinic has historicallyebeassociated with a two letter
abbreviation within the software fill screen, bat increased accuracy in distribution,
the public health clinic prints out as both the rabtation and the full clinic name on
the prescription and trailer label.

« The MSDH Pharmacy must adjudicate claims on differldational Council for
Prescription Drug Programs/National Provider IdgtiNCPDP/NPI) number sets
to keep reimbursement channels separate.

« The MSDH Pharmacy must have systems in place taiggaaccountability back to
the administrative programs. Patients are theeefssociated with the program for
which they are receiving medications (e.g., Fanflgnning program). A single
patient may be part of different programs (e.gmiaPlanning patient, also a TB
patient).

» Patients must provide eligibility certification wiia for several programs and
prescriptions may not be filled until eligibility r ore-eligibility is determined.
Therefore, the MSDH Pharmacy must have the aliititpdd a stop-date or restrict
refills until patient certification is reestablishe

* The TB program fills 60-day supplies but splitsdibto generate two 30-day supply
labels.

* When a program picks up medications, there needb® tan electronic point of sale
(POS) signature for them.

Prescription billing: The MSDH Pharmacy maintains five sets of NCPDR/NPnbers.
This is a requirement to keep reimbursement chansgpparate as some administrative
programs operate with federal funds and othersabtpevith state funds. Prior to deposit
of reimbursement, bill code declaration must be ena@ill code declaration identifies
the administrative program, state or federal fugdinurce, program reporting category,
and activity (e.g., cystic fibrosis medicationdravenous medications). Prescriptions are
adjudicated online using the correct associated DJRPI number set. Third party
reimbursement is received by check and is accomgaby an itemized prescription
report which allows the MSDH Pharmacy to providi dode declaration by pulling up
the prescriptions within the pharmacy software. infbeirsement from online
adjudication of claims to the Division of Medicaisl done through electronic funds
transfer. To keep Medicaid reimbursement separa&ach program must use a distinct
set of NCPDP/NPI numbers. The MSDH Pharmacy alamtains an NCPDP/NPI for
durable medical equipment.

Patient prescription insurance information is ofpgovided to the MSDH Pharmacy as
part of the patient’s overall profile after preptions are filled. Therefore, the MSDH
Pharmacy must do substantial back billing.

Also, the ADAP program submits monthly, through thESDH integrationengine,
prescription fill information for Medicare Part Dugposes. The MSDH Pharmacy will
require a weekly batch report to be printed regaydbilling and prescriptions for
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prescriptions within the ADAP program. An exampiethis report can be found in
Exhibit D.

Reports and record keepingThe MSDH Pharmacy is required to print a variefy
reports. Minimal reporting requirements are lodateltem 7.20 of this RFP.

The purpose of this Request for Proposals (RFR) solicit proposals from interested
Vendors who believe they are most capable of effity and cost-effectively delivering
a Pharmacy Management System to meet specificectygds unique to the Mississippi
State Department of Health Pharmacy. For congidergoroposals for the project must
contain evidence of the firm’s experience and aédidirectly related to the proposed
Pharmacy Management System.

3. Procurement Project Schedule
Task Date
First Advertisement Date for RFP 01/29/2013
Second Advertisement Date for RFP 02/05/2013
Vendor Conference 04/23/2013
Deadline for Vendor’'s Written Questions 3:00 p.ren@al

Time on 04/30/2013
Deadline for Questions Answered and Poste8/22/2013
to ITS Web Site

Open Proposals 06/04/2013
Evaluation of Proposals 06/04/2013 —
06/14/2013
Contract Negotiation 06/14/2013 -
06/28/2013
4, Statement of Understanding

4.1  Vendors may request additional information or @leations to this RFP using the
following procedure:

4.1.1 Vendors must clearly identify the specified pargtia) in the RFP that is
in question.

4.1.2 Vendor must deliver a written document to Donna Ham at ITS by
Tuesday, April 30, 2013 at 3:00 p.m. Central Timkhis document may
be delivered by hand, mail, email, or fax. Addredésrmation is given on
page one of this RFP. The fax number is (601) G333. ITS WILL
NOT BE RESPONSIBLE FOR DELAYS IN THE DELIVERY OF
QUESTION DOCUMENTS. It is solely the responsilyilaf the vendor
that the clarification document reaches ITS on tirkendors may contact
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Donna Hamilton to verify the receipt of their doeemh Documents
received after the deadline will be rejected.

4.2  All questions will be compiled and answered, angriten document containing
all questions submitted and corresponding answék®evposted on th€r'S web
site by close of business on Wednesday, May 223.201

4.3 A Vendor Web Conference will be held on TuesdayrilA28, 2013 at 2:00 p.m.
Central Time.

4.3.1 To access the Vendor Web Conference, Vendor musacothe Donna
Hamilton via email no later than 3:00 p.m. Cenfrimhe, Monday, April
22, 2013, to receive instructions on how to enity the web conference.

4.4  The intent of the conference is to assist Vendoméparing their response to this
RFP by providing additional information and clasdtions necessary to
understand the scope of this project. Vendorsldhamiliarize themselves with
this RFP prior to attending the Vendor's Confereand should come prepared to
ask questions.

45 MSDH is seeking a COTS Pharmacy Management SystPmoposals
recommending ground-up development will be rejected

4.6 The Vendor’s proposal must address the following:

4.6.1 The proposed solution must provide the ability s funding sources
separate during billing and reimbursement.

4.6.2 The proposed solution must support a minimum oftafions.

4.6.3 The proposed solution must provide a timeline aalidation procedure
for converting data from the existing software.

4.6.4 The proposed solution must provide minimal to reyufption of pharmacy
services to the MSDH Pharmacy.

4.6.5 The proposed solution must provide for five dayssite training and
access to web based training modules.

4.7 ITS acknowledges that the specifications withins tRRFP are not exhaustive.
Rather, they reflect the known requirements thastniie met by the proposed
system. Vendors must specify, here, what additicomponents may be needed
and are proposed in order to complete each coriiigur.

Vendor Qualifications
The Vendor must provide a description of his orgation with sufficient information to
substantiate proven expertise in the products andcgs being requested in this RFP for
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all phases of the project. Vendor must address efithe elements specified below.

5.1

5.2

5.3

5.4

5.5

5.6
5.7

5.8

5.9

5.10

5.11

5.12

5.13

The Vendor must disclose any company restructurimgsgers, and acquisitions
over the past three (3) years.

The Vendor must specify the location of the orgatan’s principal office and
the number of executive and professional persoem@loyed at this office.

The Vendor must state the number of years the ehds been providing the
products and services being proposed.

The Vendor must specify the organization’s sizéerms of the number of full-

time employees, the number of contract personnet g any one time, the
number of offices and their locations, and struet{for example, state, national,
or international organization).

The Vendor must specify the Vendor’'s relationshopany parent firms, sister
firms, or subsidiaries.

The Vendor must provide the name and the statecofporation, if incorporated.

The Vendor must indicate the number of state gawent implementations his
company has performed in the past three years.

The Vendor must indicate the number of implemeoteti his company has
performed for state/federal government entitiesciwiperform similar functions
in their respective state/area/province as areinedjby this RFP.

The Vendor must describe the products and serliees provided and the stage
of development of those products and services.

The Vendor must indicate the number of clients Wdrich his company is
currently providing maintenance and support. Désdine geographic distribution
of these clients.

The Vendor must provide a copy of their company@stirecent annual report,
including consolidated balance sheets and relatedersents of income,
stockholders’ or partners’ equity and changesnaritial position, for each of the
three (3) fiscal years preceding the end of thetmesent fiscal year. The
financial information listed above should be coregjl reviewed, and/or audited
by a Certified Public Accountant.

Vendor must provide an organizational chart idgmtg all personnel proposed
for this project.

Vendor must provide a resume for each of theirf stefmbers participating on
this project. Resumes must reflect qualificatiand recent experience relevant to
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the scope of the work indicated in this RFP. Remsimust include at least three
(3) references that can be directly contacted toifywethe individual’s
gualifications and experience.

Vendor must ensure that each staff member assigniis project has the ability
to communicate clearly in the English language vettibally and in written form.

Vendor must disclose if any of the personnel predo$or this project are
independent consultants, subcontractors, or agting capacity other than an
employee of the Vendor submitting the proposal.

Project Management

6.1

6.2

6.3

6.4

Vendor must commit a dedicated Project ManagetHerduration of the project
implementation subject to the terms of the ExhyifTurnkey Agreement, Article

46 Personnel Assignment Guarantee. The Project Manager must have sufficient
prior experience to address the specifics of thigept. Vendor must include
details to substantiate this experience.

The Project Manager must be named in the VenddfB Response and must be
available for interview by the Agency as part a6tRFP evaluation.

Vendor must submit, as a part of this proposaigh-tevel Project Work Plan (in

Microsoft Project) that outlines the overall stgpteand approach to providing the
requested System and services. The Plan must oaatasignificant work steps

required for provision of the requested servicemeframes must be specified in
terms of work days or weeks after contract signifige Plan must include the
elements listed below.

6.3.1 The Plan must incorporate all tasks to be accomgdis

6.3.2 The Plan must address all project deliverabledudieg implementation,
acceptance testing, schedule for actual testinggarve date;

6.3.3 The Plan must include resource estimates for bwhAgency and Vendor
timelines; and

6.3.4 The Plan must address assumptions that the Verdomade based on the
information rendered in these specifications.

Upon contract award, the Vendor’'s Project Managestmvork with the Agency

and ITS representatives to develop a more detRitefiect Work Plan to guide the
System’s implementation.
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The Vendor must describe his change order andirggaBitrategy under the
following circumstances.

6.5.1 The Vendor must describe his change order andrgjadtrategy when a
customer requires additional functionality that mag within the
capability of the proposed system’s existing pragrang, after the initial
system acceptance.

6.5.2 The Vendor must describe his change order andrgjadtrategy when a
customer requires additional functionality that meguire modification of
the proposed system’s programmed code and/or tkdicad of new
programming, after initial system acceptance.

Functional Requirements

The proposed Pharmacy Management System must prawie following general
functionality.

7.1
7.2
7.3

7.4

7.5

7.6
7.7
7.8
7.9
7.10

7.11

7.12

Must be HIPAA-compliant;
Must be D.0O-compliant;
Must provide automated updates for new medicatamusor new formulations;

Must provide automated price updates from the MSIPHarmaceutical
wholesaler Morris and Dickson;

Must provide Interactive Voice Response and InteradNeb Response capacity
at a minimum;

Must provide Electronic prescribing compatibility;

Must provide a search component for physicians;

Must provide a search component for pharmacy ppggam plans;
Must provide ease of entry of new pharmacy presoriplans;
Must provide administrative flexibility in assignmteof user level;

Must be compatible with the Parata® PACMED systemd bhatch prescriptions
for on-demand queue to the Parata® PACMED system;

Must provide work queues for work flow management;
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The proposed system must be compatible with thepraters. Vendors must
provide specifications for thermal printers as drthe proposal.

The proposed system must be compatible with hapy goescription scanners.
Vendors must provide specifications for prescriptiscanners as part of the
proposal.

Inventory Management

7.15.1 The proposed system must provide an inventory atitl @mponent to
address inventory needs in the warehouse, automagddction of
inventory with prescription and clinic stock filland adjustment of
inventory with return-to-stock.

7.15.2 The proposed system must provide the ability tacgse requisitions for
clinic stock by recording and tracking distributiohthese items.

7.15.3 The proposed system must provide the ability tantpbarcodes on
prescription labels.

7.15.4 The proposed system must allow for the use of ldr@@anners both in
the warehouse area and in the prescription filhar&he scanner should
provide the unit of measure and a picture of thedioation being scanned.
Vendors must provide specifications for barcodensess as part of the
proposal.

7.15.5 The proposed system must replace these manualsgexcevith electronic
functionality:

7.15.5.1 Inventory tracking, control, and reconciliation

7.15.5.2 Prescription refills should be done by scanning the
prescribed bottle’s label with the stock bottle&bél,
thus refilling the prescribed bottle and keeping an
accurate count of stock and refills

7.15.5.3 Reporting to Administrative Programs of medication
procurement, inventory on hand, and received
reimbursements

Prescription Management

The Pharmacy Management System must provide tHewiolg functionality
related to the filling of prescriptions:

7.16.1 Ability to interface with the new MSDH Patient Imfoation Management
System (PIMS) to import patient demographic infatiora (including
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insurance information). The replacement PIMS Systecurrently being
procured, therefore, specifications for the inteefare not available at this
time. Vendors are encouraged to submit any questregarding the
interface using the process outlined in Item 4.dvab

7.16.2 Compatible with thermal printers. Vendors mustvie specifications
for thermal printers as part of the proposal

7.16.3 Compatible with hard copy prescription scannerendbrs must provide
specifications for prescription scanners as pathefproposal

7.16.4 Ability to link brand to generic medications

7.16.5 Must provide multi-lingual labels (English, Spanisimd Vietnamese at a
minimum)

7.16.6 Provide accountability back to the appropriate adstriative program by
allowing a single patient to be associated withtiplé programs

7.16.7 Ability to split labels (e.g., run prescription f60 day supply, split labels
to print two labels with 30 day supply each label)

7.16.8 Ability to preset sigs or have standing ordersludmg standing orders for
multiple medications

7.16.9 Must provide the public health clinic designatiomthb within the
pharmacy fill screen (preferably two letter codayl @n the prescription
and trailer label with full clinic name on label

7.16.10Must provide the ability to set up groups assodiatith a prescription
program

7.16.11Ability to add a stop date or restrict refills Unpiatient certification is
reestablished

7.16.12Ability to require input of laboratory or patienath prior to dispensing a
medication (e.g., visual acuity exam results pri@r dispensing
ethambutol)

7.16.13Ability to accept a list of medications obtainedealrhere so as to monitor
for drug interactions with current prescription

7.16.14Ability to handle IV prescriptions
7.16.15Must be capable of printing a weekly batch repike kthe example in
Exhibit D
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The Pharmacy Management System must provide thewiolg billing

functionality:

7.17.1 Ability to associate NCPDP/NPI within set up ofltilde rather than
hardcoded for the pharmacy; or, if hardcoded fergharmacy, ability to
adjudicate claims simultaneously on two differed@MDP/NPI number
sets to keep reimbursement channels separatedtitmvmay address this
need differently if it is demonstrated that the qphacy software system
can do so reliably).

7.17.2 Ability to back-bill patient’s prescriptions.

7.17.3 Ability to automatically reimburse.

Reporting

7.18.1 The proposed
generator.

system must possess a versatile, t@asg report

7.18.2 The proposed system must be capable of produciedgaifowing non-
exhaustive, list of reports on a regular or on-dednaasis:

7.18.2.1

7.18.2.2

7.18.2.3

7.18.2.4

MSDH CLINNDC report: List of patients receiving
specific products manufactured by Glaxo Smith Kline
(GSK); lists prescription number, patient name,
product, and fill-date.

MSDH Family Planning Edit report—lists all patients
within specified timeframe that have received offie o
nine family planning products and which has a “€ash
billcode; lists patient name, social security numbe
(SSN), fill date, prescription number, product name
NDC number, strength and form, quantity, days syppl
and price.

MSDH PATNODIAG report: List of all patients
without an assigned diagnosis; lists patient na&,

fill date, prescription number, product name, NDC
number, strength and form, quantity, days supphg a
price; lists patient name, SSN, fill date, presuip
number, product name, NDC number, strength and
form, quantity, days supply, and price.

List of patients receiving any drug, by NationaluDr
Code (NDC) number and within specified timeframe;
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lists patient name, SSN, fill date, prescriptionminer,
product name, quantity, days supply, and price.

7.18.2.5 MSDH CLINPATLIST report: Clinic / health
department data report; lists all products received
specified clinic / health department; lists fill tda
prescription number, product name, NDC number,
strength and form, quantity, and days supply.

7.18.2.6 DRUGNAMELIST report: Patient who has gotten a
certain drug within a period of time; lists patierame,
SSN, fill date, prescription number, product name,
NDC number, strength and form, quantity, days syppl
and price.

7.18.2.7 MSDH CFEDIT report: Cystic Fibrosis (CF) Edit
report—Ilists all patients within the CF program wé
“cash” billcode; lists patient name, SSN, fill date
prescription number, product name, NDC number,
strength and form, quantity, days supply, and price

7.18.2.8 Report to track patients and drug costs associaitd
each program.

7.18.2.9 Report to show number of prescriptions filled daily
weekly, and monthly; should be formatted to be keth
composite report and broken down by pharmacist.

7.18.2.10 Report to document dispensing of controlled
substances; lists patient name, SSN, fill date,
prescription number, product name, NDC number,
strength and form, quantity, and days supply.

7.18.2.11 List of patients by dispensing physician.

7.18.2.12 Comprehensive list of number of filled prescripsdoy
patient name over a specified timeframe and cross
referenced by doctor; this allows a doctor to knbiue
patient has been compliant with receiving the
medications on a monthly basis; lists patient nashaée
of birth, SSN, and the number of dispensing actions
and date of first fill specific to each patient.

7.18.2.13 Comprehensive list of number of filled prescripsdoy
patient name over a specified timeframe and cross
referenced by clinic; this allows a doctor to knibwhe
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patient has been compliant with receiving the
medications on a monthly basis; lists patient nashage

of birth, SSN, and the number of dispensing actions
and date of first fill specific to each patient.

7.18.2.14 Number of HIV patients being served by a specified
clinic; lists patient name, date of birth, SSN, &hd
number of dispensing actions.

7.18.2.15 Report to export data from Pharmacy Management
System and import in to CAREWARE (a free, scalable
software for managing and monitoring HIV clinicalda
supportive care).

7.18.2.16 FP Cycles Summary report: Total quantity for theren
date range to be taken off the inventory card,|tota
amount used for specified date range.

7.18.2.17 FP Shipping Summary report: gives the total qugntit
by item to each clinic.

7.18.2.18 FP Shipping report: used for packing slip; enter a
beginning date and an ending date range.

7.18.2.19 FP DP & OE Patch Shipping Totals report: gives the
total quantity for the entire date range to be maké
the inventory, total amount used for this date eafay
depo provera and ortho evra patches.

7.18.2.20 FP DP & OE Patch Shipping Summary report: gives
you the total quantity by item to each clinic.

7.18.2.21 FP DP & OE Patch Shipping report: used for packing
slip for depo provera and ortho evra patches; eater
beginning and ending date range.

7.18.2.22 Report, by date range, of all family planning
prescriptions processed. This report should contai
date, RX number, county health department, patient
name, NDC number, medication name, quantity,
directions for use, refill information, physiciarame,
and pharmacist name.

Technical Requirements
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If any component(s) necessary for operation ofrdgested system is omitted
from Vendor’s proposal, Vendor must be willing tayide the component(s) at
no additional cost.

Vendor must perform a workflow analysis of the NiBsgppi State Department of
Health Pharmacy system prior to implementing thalfsolution.

Vendor(s) must propose a system that meets th@afoly criteria:
8.3.1 A non-Vendor hosted solution.

8.3.2 Citrix compatible or web-based. The proposed swiumust not
require client software to be installed on the wserkstations.

Database Requirements

8.4.1 Database designs are required to be based on Mitr&QL
Server 2012. Microsoft Access designs will nobbeepted.

8.4.2 Vendor must adhere to the MSDH Standard Databassgbe
Lifecycle that includes the Test, QA, and Produt&émvironments
and migration paths. This document is attachegxaghit C.

8.4.3 MSDH databases will reside in a central serveramst of the
RDBMS that is physically located in the ITS Statat® Center.
The application cannot reside on the databasesisert must be
separated onto a different server from the RDBMSairtrue
client/server configuration.

8.4.4 The RDBMS cannot be used just as a repository aif thbles,
reference tables, or control table structures uatply support
intermediate layers or metalayers of business-rateapplication
logic.

8.4.5 The database RDBMS design is required to be telbtional and
take full advantage of all available RDBMS objeatsl features,
such as partitioned tables, partitioned indexesedt procedures,
packages, package bodies, triggers, sequencestiofusic and
XML database structures.

8.4.6 The RDBMS design and structures cannot use anyvexsgystem
resources, such as the SYSTEM tablespace or SYS3agsigned
index names in the case of Oracle 11gR2 or highas includes
the use of the SYSTEM tablespace for temporarygseg, such as
TEMP tablespaces or Global Temporary Tables, ancamyc
temporary structures. The RDBMS structures mustrasources
specific to its design.
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The RDBMS design and structures cannot use anynaitg-
reserved keyword names for any object, such agdalbblumns,
indexes, and primary key constraints. The RDBM€ficstres
must use naming conventions specific to its design.

The RDBMS design should be normalized to third-redrfarm.

The RDBMS design must support meaningful data etitia and
reporting operations, such as Crystal Reports soéw(v.10 or
higher) using standard Structured Query Languag®L)S
statements.

The RDBMS design will use the standard RDBMS relai
features, such as primary keys, referential intggconstraints
(foreign keys), and unique keys, to enforce and ntaa
transactional data integrity.

The vendor RDBMS design will conform to generalbcaptable

RDBMS coding standards to ensure consistency timauigthe

design. This will apply to all RDBMS object chamagstics and

relationships, such as columns and variables hamegningful

names and primary and foreign keys having the ssanees across
tables, etc.

All RDBMS and associated Data Definition Languad#DL),
Entity Relationship Diagrams (ERD), Data Dictiomati and Data
Models will be developed with Entity Relationshipr \Windows
(ERWin by Computer Associates, Inc.) or the latestision of
Microsoft Visio. This required version of ERWin nudbe
completely compatible with ERWin 4.1.2771, whichthe MSDH
standard. Microsoft Access designs or models waillbe accepted.

Vendor must submit as part of his proposal thortugh
documented preliminary Data Definition Language (pDEntity
Relationship Diagrams (ERD), Data Dictionaries, &ada Models
for technical review by the State’s evaluation team

Automatic or dynamic RDBMS development, changes, or
modifications by machine-generated or software-gged code
will not be allowed. Every addition, modificatioor change to the
RDBMS or any database object will be modeled us#gDH
approved modeling tools and is required to graduhteugh
revision and configuration management control aadhoroughly
documented and approved before implementation.
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8.4.15  Vendor must purchase their own MSDH approved madeiool
licenses; Vendors cannot use the State’s licenses.

8.4.16  Vendor will use an integrated database design abtiat includes
source code control management, configuration memagt, and
a web-based bug tracking/resolution system thaccessible by
MSDH personnel.

8.4.17 The RDBMS must be capable of residing on and takulg
advantage Microsoft Windows Server 2008 R2.

8.4.18 Vendor's DBA lead will work on-site for the duratioof the
project with the MSDH Database Administrators tcsige the
RDBMS. All RDBMS development will occur at the M&D
Office of Health Informatics.

8.4.19  All database administration functions will be adisiered and
executed by the Information Resource Managementliaae
Administrator (IRMDBA) team.

8.4.20  Vendor will participate in design review meetingges/ two
weeks.

8.4.21 The active RDBMS transactional tables will containly the
current and previous 2 years data. All prior yeafsdata are
required to be stored in separate historical tablegemporally-
partitioned tables located within the RDBMS. Thigequired to
accommodate efficient database administration @felalata sets.
These historical tables will be transparently asitd#s by the client
application for historical purposes, such as repgrtand
investigations. Legacy systems conversions, marat and
loading into the new RDBMS are required to meeséheiteria.

8.4.22  Large portions of data and indexes will be storedseparate
tablespaces or partitioned table and partitionetxes. Current
transactional data (the current and previous 2 syeand the
historical data (prior years) and all indexes vk contained
within their own separate tablespaces or partitiotebles and
partitioned indexes.

8.4.23 Database User Accounts - Accounts for each indalidiatabase
user.

8.4.23.1 Every individual who connects to the database will
have their own account that will be auditable.

48



RFP No.: 3710

Section VII: Technical Specifications
Project No.: 39219

Revised: 3/26/2013

8.4.23.2 Individual users will not be allowed to share acusu
or use any generic account. These accounts wik ha
only the CONNECT role privileges that includes stle
insert, update, and delete of data rows. Otherleges
or functions, such as truncate table, will be grdnn
an as-needed basis.

8.4.23.3 User accounts will not be allowed to have database
administrator (DBA) roles or ADMIN, SA, SYSTEM,
SYS, SYSDBA, or SYSOPER system privileges grants
in any MSDH database environment.

8.4.23.4 All user account passwords are required to be
encrypted. Please see the PASSWORD
MANAGEMENT section for more details regarding
passwords.

8.4.24 RDBMS-Owner Accounts - Accounts under which theatase
RDBMS is built or created.

8.4.24.1 RDBMS-owner accounts will not be allowed to have
database administrator (DBA) roles or ADMIN, SA,
SYSTEM, SYS, SYSDBA, or SYSOPER system
priviieges. They may have the RESOURCE,
IMP_FULL_DATABASE, and
EXP_FULL_DATABASE roles only in TEST.

8.4.24.2 Owner accounts may have only the
IMP_FULL_DATABASE role in the QA testing and
PROD production environments.

8.4.24.3 All account passwords are required to be encrypted.
Please see the Password Management section below
for more details regarding passwords.

8.4.24.4 For Microsoft SQL Server 2008 R2, the database owne
user can have DBO privileges but not SA privileges.

8.4.25 Other Accounts

8.4.25.1 Persistent-database-connection accounts, suchoas th
for webservices or connection pooling purposed, el
granted only the CONNECT role. All account
passwords are required to be encrypted.
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8.4.25.2 Persistent-database-connection accounts will not be
allowed to have database administrator (DBA) rales
ADMIN, SA, SYSTEM, SYS, SYSDBA, or SYSOPER
system privileges grants in any MSDH database
environment. Please see the Password Management
section below for more details regarding passwords.

8.5 Data Conversion/Data Migration Requirements

8.5.1 MSDH is providing Vendors with the following informion
regarding the current RX3000 System:

8.5.1.1 Resides on an Oracle 10.2.0.4 database server
8.5.1.2 Three main schemas:
o Drug
o RX
0 AUDITRX
8.5.1.3Tablespace
o DRUG - 2GB, Tables 18, Triggers 18
o RX-1.3GB, Packages 7, Tables 81, Triggers 74
o0 AUDITRX — 3GB, Tables 84, Triggers 3

8.5.2 MSDH will be responsible for the manual analysislafa from the
existing system prior to using that data for thes sgstem.

8.5.3 MSDH will be responsible for the quality and intiéggrof the
existing system data to be used in the conversiooegs. MSDH
will be solely responsible for sanitizing the ekigtdata.

8.54 As a project deliverable, Vendor must produce a
Conversion/Migration Plan that details the desigayelopment
and test procedures for all electronic conversioog@ams and
scripts required to transfer data from the curgygtems to the
new system. The plan must include tasks to coratkdlectronic
data. It must address methodology, timing and Hagdof
exception conditions and validation techniques lamépproved by
the MSDH.
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The Vendor is responsible for mapping all legactadeements
from RX3000 to the new Pharmacy Management System.

The Vendor must design, develop and implement angnaation
to be used in the conversion process.

It will be the Vendor’'s responsibility to completkee successful
conversion of the existing data prior to QA/Accey@ testing.
The successful conversion/migration of data shbelientified as
a milestone task on the Project Schedule/timeline.

The Vendor must provide a means to populate any data
elements into the new system in as automated aofasas
possible. MSDH will be responsible for manuallypptating any
new required system data elements that do not exisie current
MSDH system.

Vendor must pre-populate the proposed Pharmacy désment
System with all data elements found in RX3000 i@hibad).

The Vendor must provide all programs required tteriogate
existing MSDH data files and to identify conversimsues and
missing data elements required for the new system.

The Vendor must provide statistical reports withorel counts to
show where data are imported from and where it neswdes to
enable MSDH to verify that the desired results Hasen achieved.
The Vendor must provide a means of identifying rdsahat are
converted from current legacy systems and impdriadthe new
system.

The Vendor must submit formal Conversion Test Restdr
MSDH to review and approve prior to the final flenversion.

State Infrastructure and Network Requirements

9.1

9.2

The proposed schedule/plan must allow the Statenemmum of three (3) months
to acquire any equipment, etc, and to prepare wanktdesign to meet the
minimum capacity requirements requested by the @eeh¥endor.

Platform Requirement

9.2.1 The proposed solution must reside on equipment ha Primary
(Eastwood) and Secondary (Robert E. Lee) ITS $ata Centers. The
Vendor can find details on the platform domain floe ITS State Data
Center in the Infrastructure and Architecture dlacated at the following
address:
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http://lwww.its.ms.qgov/Services/Documents/InfrastuuePlan.pdf

State Data Center
The following information provides an overview bgtITS State Data
Center.

Physical Facility Attributes

Facility is designed to withstand an F4 Tornadd(RPH).

Two diversely routed power feeds supporting thdifgc

Two 1.5 MegaWatt generators are dual-fueled forsalieand
natural gas. Generators crank on diesel and nitxnatural gas to
extend run time between diesel refills for to ufptdays.

Facility currently has an 8,000 gallon diesel tamkh a 10,000
gallon tank to be added in the near future.

Three 3-ton chillers to support cooling requirensentithin the
facility. Two chillers are active at all times asglstems are rotated
from active to inactive for maintenance or repairs.

Facility has a 40,000 gallon in-ground water taakstipport the
chillers regardless of city water pressure. Theesgswill refill
from city supply when pressure is available or ¢hiera refill inlet
for a National Guard water tanker refill.

Generators and cooling systems are housed in tb&egbhed
facility.

Living facilities in-house to support a critical enations team
living and working for several days, including 200Qallons of
water inside the building for drinking/cooking.

Environmental systems are monitored and contrdigdlohnson
Control Infrastructure Computer System.

Security systems including card and biometric ac@®l security
cameras posted throughout the facility and grounds.

Intelligent system for fire alarm and suppression.

Intelligent system for water detection and notifica.

The Command Center is the computer control andoeadter for
the state voice and data network infrastructurewali as all
mainframe and open systems platforms hosted iriaitikty. The
Command Center utilizes industry standard ITIL kesttices for
change management and customer service/support.

This facility is a 24 x 365 operation, including 4365 armed
security guards, 24 x 365 full operations staffd aechnical
engineers on call for urgent after-hours issues.

The State owns and manages a 196 strand diverselgdr fiber
network connecting over 40 state agencies to tleteSData
Center.

The State has re-purposed the Robert E. Lee DateeClacility to
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provide additional computing resources. This seaondacility
incorporates power backup, added cooling capdaigily reliable
power, and full access to the fiber network prawidiadditional
capacity and redundancy for the primary State Qatiater.

State Data Center Services

Systems:

. Computing power in the State Data Center includesnt&rprise
mainframe computers, over 500 virtual servers, Jomadatabase
subsystems, and over 140 TB (Terabytes) of onlihgh
performance storage.

. The ITS virtual infrastructure is based on VMwaeggsion 5.0 and
5.1. The servers are configured in clusters Withability to move
virtual guests from one physical host server totlagro Storage is
delivered via a fiber channel SAN or an EthernetS\#&ccording
to need. Operational backup is provided by agsstmapshot to
disk based storage. Automatic patching is avaaldbt Microsoft
operating systems via a Windows Update Server. nAgased
virus protection is available from Symantec witloeal signature
server. The database subsystems supported aresdicrSQL
Server, DB2 UDB, Informix, and ADABAS.

. Support approximately 100 system software products.

. Provide assistance with the installation of appitasystems.

. Provide backup and recovery systems.

. Provide disaster recovery facilities and disasteovery planning
guidance.

. Provide database configuration and administration.

. Perform enterprise performance monitoring for syste

. Manage the high availability virtual switching artelcture that
supports the virtual servers and storage systems.

Security:

. Support multiple perimeter and Data Center firewall
implementations.

. Manage access control systems that utilize singég-wne-time

passwords, and two factor authentication to enfa@ceess and
authentication policies for Data Center infrastanet

. Support multiple perimeter and Data Center IntmudrRvevention
Systems (IPS) that provide enterprise detectiopprteng, and
termination of unauthorized activity.

. Support Virtual Private Network (VPN) connectivifgr secure
connectivity of un-trusted third parties to stageaurces as well as
access to the state network by remote state enggoye
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. Maintain security management and reporting systenmonitor
IPS events, firewall logs, and VPN concentratossiéay potential
security threats.

. Perform multiple information security assessmemstlre Data
Center infrastructure and systems annually.
. Provide virus protection and SPAM filtering via ergrise

messaging services.
9.2.3 Vendor must describe in detail the following:

9.2.3.1 Recommended virtual servers and storage needed to
accommodate the proposed solution in the Primaagt{kood)
and Secondary (Robert E. Lee) State Data Centeltgding the
capacity of equipment needed to run the proposkdi@o in a
shared environment. Recommendations should notudecl
references to specific manufacturers or cost; and

9.2.3.1.1 Any additional hardware not related to the
virtual server or storage that is required for
the Vendors proposed solution must
address the configuration of the VM guest
with required vCPUs, RAM, storage size,
and storage performance requirements in
IOPs.

9.2.3.2 Recommended software needed in conjunction with the
proposed application.  Recommendation should nolude
references to cost for operational software (i.enddws Server
license, Database licenses, VMWare licenses). hAtState’s
option, the Vendor may be required to support thateS
configuration of the software for the proposed 8ok

9.2.3.3 Vendor must provide a phased implementation scleedn
supporting infrastructure necessary for the apptioa

9.2.3.4 Vendor must explain how their proposed solutionl wibrk
with an agent-less anti-virus check within a VMware
environment.

9.2.4 Network Infrastructure

9.2.4.1 The Wide Area Network infrastructure that suppodata
connectivity for remote offices around the Stateprsvided
under a long term contract with AT&T. The trandpor
technology is Multi-Protocol Label Switching (MPLSyhich
provides agencies with a secure, redundant, higfonpeance
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network designed to support traditional and reakti
applications. Access to the Internet and stateuregs located
at agency headquarters and the two state datar denlidings is
provided through two diverse MPLS 10B connectioeach
protected by AT&T's SmartRing technology with faikr
capabilities.

The core Data Center Network and Capitol ComplelBeFi
Network are enterprise infrastructure componengt Hupport
high speed data, voice, and video connectivityafbmajor state
government buildings in the Capitol Complex, theu&ation
and Research (E&R) Complex, as well as state gowvenn
buildings located along the two diverse fiber pdibsveen the
two core network hubs. ITS manages and maintagtk bf
these state owned networks with the intent to pil@vedundant,
resilient, and secure high performance accesset@thte Data
Centers, the statewide Multi-Protocol Label Swinch{(MPLS)
data network, commodity Internet, and other stagéwark
resources. The Data Center Network and the Ca@ohplex
Fiber Network architectures are built around Cisc¥irtual
Switching System (VSS) and Virtual Port Channel QYyP
technologies, which significantly improves perfomoa and
reliability for application delivery. Paired eleathic devices,
consisting of firewalls, switches, routers, and '#PSare
geographically separated, but logically integratedprovide
failover capabilities. The Mississippi State Depwnt of
Health network is one of several logical netwotlkat utilize
the State’'s MPLS and Capitol Complex fiber network
infrastructures. Workstations are located at thetral office,
district offices and remote field offices. Please Figure 1.

Logical servers are created as guest in the VMwhred and
attached to the data center network utilizing Csddexus
switching architecture. The Nexus switches ardigared for
full redundancy with paired Nexus 7000 switcheghat core.
Multiple Nexus 5000 switches attach downstream frtma
Nexus 7000 core switches. Nexus 2000 Fabric Extesnattach
downstream from the Nexus 5000 switches to progeever
and storage connectivity. All switches are conee@ctoy
multiple fiber paths utilizing Virtual Port ChansglVPCs). All
Nexus switches run the latest version of NXOS. sSiia
servers within the Data Center support a “teamie@inection
configuration to the two separate Nexus 2000 Fabxienders.
Teaming is defined as two or more separate cororecti
aggregated into one logical connection. Link Aggtteon
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Control Protocol (802.3ad) is the aggregation prokeequired
for this environment. (Please reference Figurer2ttie Nexus
switching topology.)
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FIGURE 1
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Figure 2
State Data Center Nexus Environment
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9.3  Network Communication/Security Requirements

9.3.1 The current network environment is described iml&2.2 of this section.
The proposed solution must be able to operate nvitié existing network
structure. The Vendor can also find details onS3kete Network domain
in the Infrastructure and Architecture plan located the following
address:
http://www.its.ms.gov/Services/Documents/InfrastawePlan. pdf

9.3.1.1 Remote MSDH sites are attached using MPLS and reftiie
T1's or partial T1's.

9.3.2 Vendor must describe in the proposal submittecesponse to this RFP,
how this will be accomplished. The proposed sofutraust meet or
exceed the following minimum requirements:

9.3.2.1 Applications must not run any service or progranuser root,
super administrator, super user, administratorswpervisor.
Only sufficient rights as needed to run the senacgrogram
shall be assigned to the running sign-on.

9.3.2.2 All web applications being contacted through theeinet will
interact with a reverse proxy for this access. Bctidn
applications requiring proxy services must alsousxy access
for Development environments.

9.3.2.3 The IP of origin for all elements communicating lwithese
applications must be identified and submitted alaitty the list
of ports on which the application will be accessed.

9.3.2.4 The application must adhere to the State Secupnticyp This
policy can be found at the following:
http://www.its.ms.gov/Services/Pages/ENTERPRISE-
SECURITY-POLICY.aspx.

9.3.2.5 During the design phase, prior to any implementatiork, all
TCP/IP ports must be identified for all communiogtiparts of
the applications. Any ports not identified and ogen
specifically will be blocked by default.

9.3.2.6 Inbound connections from the Internet will be resid to only
ports TCP 80 and TCP 443, for only HTTP and HTTPS
protocols. No other inbound-initiated ports wik lallowed to
servers residing on the State Network unless emje¢he state
network over a VPN.
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Database and application security assessments rhast
performed when an application is modified or updabefore
moving to production.

Vendor must fully detail the firewall requirementsr the
proposed applications.

Vendor must fully detail and diagram traffic patterof all
applications across all network segments.

Vendor must support OS and application securitghed in a
timely fashion.

The application must be PCI compliant if the apgdien
performs any payment processes, or if PCI databeiktored.

Vendor must provide bandwidth requirements forpatiposed
sites for the proposed application.

Infrastructure Planning

9.4.1 Vendor must provide special input/output operatipes second (IOP)
requirements for storage.

9.4.2 The proposed schedule/plan must allow the Staténammm of three (3)
months to acquire any equipment, etc, and to peeparetwork design to
meet the minimum capacity requirements.

9.4.3 Vendor's application must be compatible to run in vatualized
environment, utilizing EMC’s VMWare version 5 oighier.

9.43.1

The ITS State Data Center’s infrastructure is siagided on
EMC’'s VMWare.

Additional Requirements

10.1 The proposed solution must be browser-based. Theigo must be compliant

10.2

10.3

with Microsoft Internet Explorer 7 or higher.

Any functions requiring e-mail (e.g. alerts) must bompatible with SMTP.

MSDH uses Microsoft Exchange as their e-mail system

Vendor must provide in their proposal submissiongeneral Backup and

Recovery Plan that addresses all levels of the guegh system (i.e., database
servers, file servers, client workstations, etc.).The awarded Vendor must
provide a Disaster Recovery Plan for the propossdtien including, but not

limited to, all recovery features and how the dasabis restored in the event of
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hardware or software failures or errors caused loydn error. Vendor must
discuss their general practice with regard to desasecovery plans for client
operations.

10.4 Vendor must provide in their proposal submissiogeaeral Disaster Recovery
and Business Continuity Plan that includes the @rgpocedures and tasks to be
performed by system participant groups and stakieinel The State currently has
a Business Continuity Plan and recovery servicedract with IBM that covers
the ITS State Data Center’'s shared infrastructibedicated equipment for this
project will have to be added as an amendment doettisting contract. The
procedures listed in the plan must include theofaillhg details at a minimum:

10.4.1 Task components;
10.4.2 Sequence of activities;

10.4.3 Participants' roles (MSDH staff, clients, and otbtate contractor project
staff);

10.4.4 Escalation procedures;
10.4.5 Manual processes for continuing critical tasks; and
10.4.6 Reconciliation process following system restoration

10.4.7 Define any additional security processes and prna@sddocumented in
the plan in the event of the following:

10.4.7.1 Unscheduled site downtime;
10.4.7.2 Unscheduled telecommunications network downtimd; an

10.4.7.3 Instances other than the above listed causes $tersy
downtime requiring emergency data backup and regove
procedures, that is, natural disasters.

10.5 Vendor should be aware the disaster recovery mathe proposed solution will
be integrated into the MSDH'’s Disaster RecoverynPlavendor will not be
responsible for this integration. Vendor will bepected to provide the MSDH
with support and be available to answer questisrtbey arise.

10.6 The Vendor solution must integrate with automatib scheduling capabilities
that will allow Server Administration to define @d modify, disable, and delete
scheduled reports or utility programs.
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10.7 The Vendor must describe in detail the level ofihgposed software’s escrow to
include the name of the escrow vendor. Vendor tdiststhe cost of the software
escrow in Section VIIICost Information Submission.

10.8 If any component(s) necessary for operation ofrdwested system is omitted
from Vendor’'s proposal, Vendor must be willing teoyide the component(s) at
no additional cost.

10.9 The proposed solution must comply with the follogvirstate and federal
standards:

10.9.1 Health Insurance Portability and Accountability AiPAA)
http://www.hhs.gov/ocr/hipaa/

10.9.2 Health Level Seven (HL7) version 2.5 Standardsvfessaging and the
Reference Information Model (RIM)http://www.hl7.org/

10.9.3 Logical Observation Identifiers Names and CodesIN©) laboratory
terminology standardshttp://www.regenstrief.org/loinc/

10.9.4 The Systematized Nomenclature of Medicine (SNOMED),
http://www.snomed.org/

Security Management Requirements

The administration of security in all lifecycles dfie application (Test, QA and
Production) will be handled by the MSDH Securitymiidistrator(s). These standards
cover HIPAA Security Rule, the Mississippi Departinef Information Technology
Services Enterprise Security Policy, and the Natfiomstitute of Standards and
Technology security requirements, as required teSand Federal standards. The
vendor must comply with these standards.

11.1 Password Management Requirements
11.2 The following policies apply to passwords used d8DH platforms.

11.2.1 Each user must have his or her unique userid amsdwmad;
generic userid/passwords will not be allowed,;

11.2.2  Will be composed of a minimum eight (8) characteing that
includes a combination of lower and upper case adpheric
characters and the numerals 0-9;

11.2.3  Will be restricted from using the UserID as thegqvasrd;

11.2.4  Will be encrypted at rest and in transit;
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11.2.6

11.2.7

11.2.8

11.2.9

11.2.10

11.2.11
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11.2.13

11.2.14

11.2.15

11.2.16
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Passwords must not be sent in clear text overehgark;

Passwords must not be stored in clear text on Haves or any
other electronic media;

Passwords for Security Administrators must requise-factor
authentication;

Will only allow OHI Security Administration to cordl all aspects
of password management;

Will allow the user to change his or her passwordhout
intervention from Security Administration, except the case of
password revocation;

Will not allow either the use of the user’s fullma or the same
password when prompted for a new password,;

Will provide for automatic notification of expirath of passwords.
Security Administration must be able to set a terapopassword
that will expire after the initial use, forcing thuser to set a new
password,;

Will ensure that passwords cannot be reused byghesindividual
within a specified time period to be defined by DigA;

Will have a life of 90 days and will expire in 9@y, however,
both the expiration period and the lead time pemodst be
configurable by the Security Administrator;

Will only allow a configurable number of passwotteanpts to log
in with an invalid password after which the appiica will revoke

it. At that point, the user will be notified byehapplication that
his/her password has been revoked and the useraontict the
Security Administrator to be reinstated;

Will log and record change history keeping at ledstprior
passwords; and

Will be restricted from being reused forever.

11.3 Security Administration Requirements

The proposed system must permit MSDH Security Adstriator(s) to
perform the following security configuration funatis:

11.3.1

Specify privileges, access and capability for easér;
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11.3.5

11.3.6
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Create roles/groups to define each user’s datasaduzased on job
function in order to restrict user access at dtay levels;

Associate a set of functions to a group and to er (ise., the
system must be flexible enough to go the lowestlle’defining a
user’'s access);

Provide security and access controls that do npéemt on ‘*hard-
coded’ program logic;

Perform all necessary tasks to manage users anditgefrom
within the application itself without the use oftiva database
administration utilities; and

Present the user with only the menu options/feattowavhich he or
she has the security rights/privileges to access, the user must
not see any menu items they do not have the aatimm to
access, even if they are “grayed out.”).

11.4 Web Portal Requirements

The following policies are required for Web-baseglaations:

11.4.1

11.4.2

11.4.3

11.4.4

11.4.5

11.4.6

11.4.7

A “Forgot Your Password” link should be displayedl the log in
window;

A randomly selected security question must be arexivbefore a
password is sent to the email address which igdedoin the user
profile account;

An email notification window is displayed notifyirthe user that
the password has been emailed;

The email should contain a new default passworcchvinust be
changed upon log in;

Data Privacy statement should be displayed whiehuker must
agree to in order to continue the log in process;

A set of security questions will be displayed a fthitial login
which a configurable number must be answered. divers
should be masked so that they are not displayet; an

The user should be able to change the securityeassw
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System Logging and Auditing Requirements

Vendor must furnish details about the proposedagmtr to satisfy each of the following
implementation requirements.

12.1

12.2

12.3

12.4

The proposed solution must provide logging and taneghiorting of all system user
and administrator activity.

The proposed solution must log and provide an aulitacross all functions by
associating a user ID and date/time stamp withadlilitions, changes, and
deletions throughout the system.

The proposed solution must support the creatiohistbry logs which must be
accessible by the Systems Administrator via repgrénd query access.

The proposed solution must support monitoring dladentry transactions and
statistics for purposes of measuring staff and fanmgproductivity.

System Implementation Requirements

13.1

13.2

13.3

13.4

13.5

13.6

13.7

Upon award, the awarded Vendor must assess thefispigons of MSDH's
current host servers, workstations and networkigaretion.

Vendor must specify the suggested hardware or mgstoftware necessary in
order for MSDH to accommodate the proposed SysteMSDH will be
responsible for acquiring the hardware necessahpsb the application.

Vendor must propose the manner in which implementatill be handled for the
proposed system. Implementation should be devieeduch a way as to
minimize the impact on MSDH’s daily operations.

Awarded Vendor must work with MSDH staff to devesesuite of test cases, use
cases, and test data necessary to prove the parioenof the proposed system.
This suite must include final acceptance testintgia.

MSDH will conduct acceptance testing of the systamse the system is made
available for use and all training is completed.

Awarded Vendor must participate in the acceptamstinig of the system by
providing on-site technical staff for assistancelemonstrating the functions of
the installed system. MSDH must be in a positioddémonstrate that the system
is operational to ensure that proper training hasnbreceived and sufficient
knowledge transfer has been accomplished.

As part of system acceptance testing, the awardadld must assist MSDH in
performing a load test to confirm that the netwadnfiguration possesses
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adequate capacity and speed to drive MSDH'’s agpiteand user base without
degradation.

MSDH will communicate to the awarded Vendor anyidehcies identified
during either functional or load testing. The Vendnust correct deficiencies
within ten (10) days of written notice given by tBe&ate. The Vendor must bear
the cost to remedy reported deficiencies. Theseidaties must be corrected and
tested by the awarded Vendor before submitting rdieedy to MSDH for
performance or regression testing.

Vendor must agree to and allow for a final accegatesting period of up to

thirty (30) business days from the initiation oteptance testing and correction
of any deficiencies reported by MSDH. The thirB0) calendar day testing

period will be extended by the amount of system mitime incurred to correct

deficiencies.

Acceptance testing is finished when MSDH has swfullg completed all
acceptance test criteria defined in the testingesaind all critical defects have
been corrected by the Vendor and successfullysteddoy MSDH and the system
has operated without error or defect for the thigf) day acceptance period.

Acceptance testing shall not in any way relieve tdWendor of their
responsibilities to correct any defect identifiadidg the warranty period.

The State reserves the right to reject the systeanthe third unsuccessful test of
any module of the system.

Warranty/Maintenance

14.1

Product Warranty

14.1.1  Vendor must state the warranty period for the psepgosystem
during which time maintenance need not be paid.

14.1.2 Vendor must warrant that the proposed system ghnakt or
exceed these minimum specifications.

14.1.3  Vendor must warrant that the proposed system $leaffee from
any defect which would render any component indgeraor
which would prevent full performance in accordandgh these
specifications. This warranty includes correctadrerrors, design
deficiencies, performance deficiencies, and inabrog defective
documentation, including those found during acasgeatesting,
implementation, and the warranty period.

14.1.4  Vendor must propose the standard manufacturer nigrifar all
proposed software products and services. Warranoit cover, at
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minimum, one (1) hour response to all service-eglatalls or e-
mails during prime-shift hours (8:00 a.m. to 5:00np Central
Time, Monday through Friday). Vendor must descrite
proposed warranty.

14.1.5 Vendor must also specify whether extended warrastyeing
proposed to satisfy these requirements and indlneleassociated
period and cost.

14.2 Product Maintenance and Software Support

14.2.1  Vendor must propose an annual fixed cost contracprovide
ongoing software support services to include problemediation,
maintenance and upgrades. Support must includefreall
telephone support during the hours of 8:00 a.m5:@0 p.m.
Central Time, Monday through Friday. Vendor mussalibe the
proposed plan.

14.2.2  Vendor must maintain the products in an operabladiton
according to the specifications contained in thelécal manuals
and as outlined in these specifications and thedueés system
proposal.

14.2.3  Vendor must provide MSDH with enhancements and igsd&o
the software as they are made generally available.

Training

15.1 Vendor must propose multi-level training for atded@ MSDH administrators and
6 staff pharmacists. Awarded Vendor must traindhsignated personnel in all
aspects of systems administration for the prop&etem. Additional Pharmacy
staff must be trained in the competent use of ylstemn modules as well as the
guery and reporting tools. MSDH will utilize aitrethe-trainer approach to train
the remaining MSDH staff.

15.2 Vendor must describe the proposed training planntbude class objectives,
scope, length of each class, class size and suljatdrials to be taught, and
identify the costs associated with this requirement

15.3 In addition, Vendor must furnish a training tutéimvideo and/or manual media

that will enable a new employee to perform systetated functions from day
one of employment. This tutorial must take the lmyge through a stepwise
introduction of each task necessary to perform fangtion of the system. The
tutorial must be updated with each update the Vendkes to their application
software.
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16.  Scoring Methodology

16.1 An Evaluation Team composed of MSDH di& staff will review and evaluate
all proposals. All information provided by the \tems, as well as any other
information available to evaluation team, will beed to evaluate the proposals.

16.1.1

16.1.2

16.1.3

16.1.4

Each category included in the scoring mechanismasigned a
weight between one and 100.

The sum of all categories, other than Value-Adduags) 100
possible points.

Value-Add is defined as product(s) or service(gklusive of the
stated functional and technical requirements araviged to the
State at no additional charge, which, in the saligment of the
State, provide both benefit and value to the Stiggeificant enough
to distinguish the proposal and merit the awarddxfitional points.
A Value-Add rating between 0 and 5 may be assidgraxdd on the
assessment of the evaluation team. These poititbevadded to
the total score.

For the evaluation of this RFP, the Evaluation Taaith use the
following categories and possible points:

Category Possible
Points
Non-Cost Categories:
Functional Requirements 30
Vendor Qualifications/Project 15
Management
Technical/Security/Support 15
Requirements
Total Non-Cost Points 60
Cost 40
Total Base Points 100
Value Add 5
Maximum Possible Points 105

16.2 The evaluation will be conducted in four stagefodews:

16.2.1

Stage 1 — Selection of Responsive/Valid Propos&lach proposal
will be reviewed to determine if it is sufficienthgesponsive to the
RFP requirements to permit a complete evaluatidrresponsive
proposal must comply with the instructions statethis RFP with
regard to content, organization/format, Vendor exgmee, number
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of copies, bond requirement, and timely delivefyo evaluation
points will be awarded in this stage. Failure ubrait a complete
proposal may result in rejection of the proposal.

16.2.2  Stage 2 — Non-cost Evaluation (all requirementdughicg cost)

16.2.2.1 Non-cost categories and possible point values are a
follows:

Non-Cost Categories Possible Points
Functional Requirements 30
Vendor Qualifications/Project 15
Management
Technical/Security/Support 15
Requirements

Maximum Possible Points 60

16.2.2.2 Proposals meeting fewer than 80% of the requiresnent
in the non-cost categories may be eliminated from
further consideration.

16.2.2.3 ITS scores the non-cost categories on a 10-poalesc

with 9 points for meeting the requirement. The &ie
Specs’ score for each category is 90% of the poiadts
allocated for that category. For example, the
‘Functional Requirements’ category was allocated 30
points; a proposal that fully met all requirementshat
section would have scored 27 points. The additiona
10% is used for a proposal that exceeds the ragaime

for an item in a way that provides additional bésdb

the state.

16.3 Stage 3 — Cost Evaluation
16.3.1  Points will be assigned using the following formula
(2-((B-A)/A))*n

Where:

A = Total lifecycle cost of lowest valid proposal

B = Total lifecycle cost of proposal being scored

n = Maximum number of points allocated to costdoquisition

16.3.2  Cost categories and maximum point values are &snfsi
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Cost Category Possible Points
Lifecycle Cost 40
Maximum Possible Points 40

16.4 Stage 4 — Selection of the successful Vendor

16.4.1

16.4.2

On-site Demonstrations and Interviews

16.4.1.1

16.4.1.2

16.4.1.3

16.4.1.4

Site Visits

16.4.2.1

At the discretion of the State, evaluators may estju
interviews, on-site presentations, demonstrations o
discussions with any and all Vendors for the puepais
system overview and/or clarification or amplificatiof
information presented in any part of the proposal.

If requested, Vendors must be prepared to maketen-s
demonstrations of system functionality and/or psgbo
clarifications to the evaluation team and its &ffés
within seven calendar days of notification. Each
presentation must be made by the project manager
being proposed by the Vendor to oversee
implementation of this project.

Proposed key team members must be present at the on
site demonstration. The evaluation team reserves t
right to interview the proposed key team members
during this onsite visit.

Although on-site demonstrations may be requested, t
demonstration will not be allowed in lieu of a et
proposal.

At the State’s option, Vendors that remain within a
competitive range must be prepared to provide a
reference site within seven calendar days of
notification. If possible, the reference site diddoe in

the Southeastern region of the United States. dtend

must list potential reference sites in the proposal

Final Quantitative Evaluation - Following any reqtesl presentations, demonstrations, and/or
site visits, the Evaluation Team will re-evaluatey atechnical/functional scores as
necessary. The technical/functional and cost sceikk then be combined to determine
the Vendor’s final score.
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SECTION VI
COST INFORMATION SUBMISSION

Vendors must propose a summary of all applicabdgept costs in the matrix that follows. The matrixst be supplemented by a
cost itemization fully detailing the basis of eadst category. The level of detail must addresddhowing elements as applicable:
item, description, quantity, retail, discount, exd®n, and deliverable. Any cost not listed irstheéction may result in the Vendor
providing those products or services at no chawdke State or face disqualification.

Description Quantity Unit Cost | Extended
Cost

Software Costs

NOTES ON SOFTWARE COSTS
1. Vendor must specify the licensing method fer th
Pharmacy Management Software.

Software license fee cost $ $

Software Installation/Implementation Services (fuladed
with travel, subsistence and associated per diestsco
Break out costs by deliverable as defined in thogdet

Work Plan.
$ $
$ $
*QOther Costs (specify) $ $
Training/Knowledge Transfer Costs
Administrator Training —system controls, security, $ $
interfaces and configuration (3 MSDH staff and &ffst
pharmacists)

Maintenance Costs
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Description

Quantity

Unit Cost

Extended
Cost

Maintenance and Support Costs 8:00 A.M. to 5:00.P.M
Central Time, Monday through Friday

Year 1

Year 2

Year 3

Year 4

Year 5

Performance Bond

Software Escrow

Miscellaneous Costs (must specify)

“ +H PR PP BB P

© B BB B BB PH

If Change Order Rate varies depending on the lgivel
support, Vendor should specify the Change Ordee Rat
according to position.

Fully Loaded Hourly Change Order Rate
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SECTION IX
REFERENCES

Please return the following Reference Forms, aagplicable, Subcontractor Reference Forms.

1. References

11

1.2

1.3

1.4

The Vendor must provide at least 3 references stingiof Vendor accounts that
the State may contact. Required information inetudustomer contact name,
address, telephone number, email address, and @mgat starting and ending
dates. Forms for providing reference informatioe iacluded later in this RFP
section. The Vendor must make arrangements inragvavith the account
references so that they may be contacted at thgedPrteam's convenience
without further clearance or Vendor intercession.

Any of the following may subject the Vendor's prgab to being rated
unfavorably relative to these criteria or removeahf further consideration, at the
State’s sole discretion:

1.2.1 Failure to provide reference information in the mamndescribed;

1.2.2 Inability of the State to substantiate minimum eigrece or other
requirements from the references provided;

1.2.3 Non-responsiveness of references to the Statelspits to contact
them; or
1.2.4 Unfavorable references that raise serious concaosit material

risks to the State in contracting with the Vendar the proposed
products or services.

References should be based on the following psofiled be able to substantiate
the following information from both management aachnical viewpoints:

1.3.1 The reference installation must be for a projentilsr in scope
and size to the project for which this RFP is iskue

1.3.2 The reference installation must have been opertifon at least
six (6) months.

The State reserves the right to request informatibout the Vendor from any
previous customer of the Vendor of whom the Stateaware, including the
procuring agency and/or other agencies or insbigtiof the State, even if that
customer is not included in the Vendor’s list oferences, and to utilize such
information in the evaluation of the Vendor's prsalo
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1.5 Unless otherwise indicated in the Scoring Methogglm Section VII, reference
information available to the State will be usedal®ws:

15.1 As documentation supporting mandatory experiengeirements
for companies, products, and/or individuals, asuiregl in this
RFP;

152 To confirm the capabilities and quality of a Vendproduct, or

individual for the proposal deemed lowest and bgsior to
finalizing the award.

1.6  The State reserves the right to forego refereneekihg when, at the State's sole
discretion, the evaluation team determines that tapabilities of the
recommended Vendor are known to the State.

Subcontractors

The Vendor’s proposal must identify any subcontmattat will be used and include the
name of the company, telephone number, contacopetgoe of work subcontractor will
perform, number of certified employees to performdsvork, and three (3) references
for whom the subcontractor has performed work thatState may contact. Forms for
providing subcontractor information and referenege included at the end of this
section.

Unless otherwise noted, the requirements foundhénReferences section may be met
through a combination of Vendor and subcontrast@rences and experience. Vendor's
proposal should clearly indicate any mandatory Bgpee requirements met by
subcontractors. NOTE: The State reserves the righteliminate from further
consideration proposals in which the prime Vendmesdnot, in the State's sole opinion,
provide substantive value or investment in thel tedéution proposed. (i.e. the State does
not typically accept proposals in which the primendor is only a brokering agent.)
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Complete 3 Reference Forms.

Contact Name:
Company Name:
Address:

Phone #:

E-Mail:

Project Start Date:
Project End Date:

Description of product/services/project, includstgrt and end dates:

REFERENCE FORM

RFP No.: 3710

Section |X: References
Project No.: 39219
Revised: 12/15/2010

75



SUBCONTRACTOR REFERENCE FORM
Complete a separate form for each subcontractor praosed.

Contact Name:
Company name:
Address:

Phone #:
E-Mail:

Scope of services/products to be provided by subactor:

RFP No.: 3710

Section |X: References
Project No.: 39219
Revised: 12/15/2010

Complete three (3) Reference Forms for each Subcaattor.

Contact Name:
Company name:
Address:

Phone #:

E-Mail:

Description of product/services/project, includstgrt and end dates:
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EXHIBIT A
STANDARD CONTRACT

A properly executed contract is a requirement of RFP. After an award has been made, it will
be necessary for the winning Vendor to execute raract withITS. The inclusion of this
contract does not preclud&S from, at its sole discretion, negotiating addiibmerms and
conditions with the selected Vendor(s) specifith® projects covered by this RFP.

If Vendor cannot comply with any term or conditiohthis Standard Contract, Vendor must list
and explain each specific exception on ®r@posal Exception Summary Form included in
Section V.

PROJECT NUMBER 39219
TURNKEY AGREEMENT
BETWEEN
INSERT VENDOR NAME
AND
MISSISSIPPI DEPARTMENT OF INFORMATION TECHNOLOGY SE RVICES
AS CONTRACTING AGENT FOR THE
MISSISSIPPI STATE DEPARTMENT OF HEALTH

This Turnkey Agreement (hereinafter referred t6Aagreement”) is entered into by and between
INSERT VENDOR NAME, a INSERT STATE OF INCORPORATIO®brporation having its
principal place of business at INSERT VENDOR ADDRES$hereinafter referred to as
“Seller”), and Mississippi Department of Informatid@echnology Services having its principal
place of business at 3771 Eastwood Drive, Jackdmsissippi 39211 (hereinafter referred to as
“ITS”), as contracting agent for the Mississippatet Department of Health located at 570 East
Woodrow Wilson Drive, Jackson, Mississippi 39216r@inafter referred to as “Purchaser”). ITS
and Purchaser are sometimes collectively refeodabtein as “State.”

WHEREAS, Purchaser, pursuant to Request for Proposals ("RNBmber 3710, requested
proposals for the acquisition of certain equipmenffware, installation services, and technical
support (collectively “Turnkey Operation”) necesséor the implementation of a Commercial
Off the Shelf (COTS) Pharmacy Management Systeh; an

WHEREAS, Seller was the successful proposer in an open,dad competitive procurement
process to provide the system and services dedcaibave;

NOW, THEREFORE, in consideration of the mutual understandingsppses, consideration,
and agreements set forth, the parties hereto agréslows:
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ARTICLE 1 PERIOD OF PERFORMANCE

1.1  This Agreement will become effective on the dadtésisigned by all parties and will
continue in effect until all tasks required hereimcluding any post warranty
maintenance/support specified in Exhibit A, haverbeompleted. Seller agrees to complete all
tasks required under this Agreement, with the etkaepof warranty service and post warranty
maintenance, on or before January 1, 2012, or nvghich other period as may be agreed to by
the parties.

1.2  This Agreement will become a binding obligationtbe State only upon the issuance of
a valid purchase order by the Purchaser followimgtract execution and the issuance by ITS of
the CP-1 Acquisition Approval Document.

ARTICLE 2 TURNKEY OPERATION AND INSTALLATION

2.1 The Seller agrees to provide Purchaser with akayrsystem consisting of equipment,
software, installation services, technical suppomaintenance, and training for the
implementation of a COTS Pharmacy Management Systeslier agrees to facilitate the
integration of the hardware and software for theigalar purpose set forth in RFP No. 3710.
Seller further agrees that the system, as set fartRFP No. 3710 and Seller's Proposal in
response thereto, shall operate efficiently andnwgly in light of industry standards and as
further specified in RFP No. 3710 and Seller's Bsgb in response thereto. RFP No. 3710 and
Seller's Proposal as accepted by the State in msgpthereto are incorporated herein by
reference.

2.2  In matters of proposals, negotiations, contraatd, r@solution of issues and/or disputes,
the parties agree that: (a) Seller is solely resjda for all products and services being provided
in this project; (b) Seller is responsible for th#illment of this project; and (c) Seller represe

all contractors, third parties, and/or subcontnactBeller has assembled for this project. The
Purchaser is required to negotiate only with SglierSeller's commitments, as specified in this
Agreement, are binding on all proposed contractbrg] parties, and subcontractors.

ARTICLE 3 PURCHASE OF EQUIPMENT AND PURCHASE ORDERS

Subject to the terms and conditions set forth herBeller agrees to provide, at the location
specified by Purchaser, and Purchaser agrees ta®ueeded the equipment, software, and
services listed in the attached Exhibit A, whichnisorporated herein and at the purchase price
set forth therein, but in no event will the totaingpensation to be paid hereunder exceed the
specified sum of $INSERT AMOUNT, unless prior weitt authorization from ITS has been
obtained. Purchaser shall submit a purchase ordeed by a representative of Purchaser
itemizing the items to be purchased. The purchaderoshall be subject to the terms and
conditions of this Agreement. The parties agreé¢ Ehachaser reserves the right to adjust the
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guantities of purchases based upon the availalfitfunding or as determined necessary by
Purchaser. Seller guarantees pricing for a perfagirety (90) days from the effective date of
this Agreement. In the event there is a natiomalepdecrease of the products specified in
Seller’'s Proposal during this time, Seller agreesxtend the new, lower pricing to Purchaser.

ARTICLE 4 DELIVERY, INSTALLATION, AND RISK OF LOSS
4.1  Seller shall deliver the hardware and softwarth&location specified by Purchaser and
pursuant to the delivery schedule set forth by Faser.

4.2  Seller shall complete installation of hardware aoftware pursuant to the requirements
set forth in RFP No. 3710 and Article 5 herein.l&ehcknowledges that installation of the
system shall be accomplished with minimal intenaptof Purchaser's normal day-to-day
operations.

4.3 Seller shall assume and shall bear the entire dfkloss and damage to the
hardware/software from any cause whatsoever whilgansit and at all times throughout its
possession thereof.

4.4  Seller shall be responsible for replacing, restprior bringing to at least original
condition any damage to floors, ceilings, wallgnfture, grounds, pavements, sidewalks, and
the like caused by its personnel and operationsigltine installation, subject to final approval of
ITS. The repairs will be done only by techniciakdled in the various trades involved, using
materials and workmanship to match those of thgiral construction in type and quality.

4.5  Seller shall be responsible for installing all gaqoent, cable, and materials in accordance
with all State, Federal, and industry standardsfmh items.

ARTICLE S5 SCHEDULE AND ACCEPTANCE

5.1 Seller warrants that all equipment and softwagdl $ie properly delivered, installed, and
integrated for acceptance testing within the schiegludeadlines set forth by Purchaser, as the
site is deemed ready for installation. Seller spedvide Purchaser with an installation schedule
identifying the date, time, and location within teeheduling deadlines set forth in RFP No.
3710, or as may be agreed to by the parties.

5.2  During the project initiation, Seller and Purchagdl develop a mutually agreed upon
project plan including the division of responsityilbetween Purchaser’s staff and Seller’s staff.
It is understood by the parties that the projeatkwgdan must be in place prior to any other work
being performed. Once this mutually agreed upofept@lan, which will identify specific time
frames and deliverable target dates for this ptpjeas been developed, it will be incorporated
into and made a part of this Agreement. The dateise project plan will define the agreed upon
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period of performance. The parties acknowledge tiatproject plan will evolve and change

from time to time, upon the mutual written agreetm@rboth parties. The parties agree that the
deliverables and schedule set forth in the latessign of the project plan will take precedence
over any prior plans.

5.3  Seller shall provide all documentation for the w@ite and equipment being tested before
acceptance testing will begin. Purchaser shall have (10) working days to review each
deliverable and to either notify Seller of acceptaror to provide Seller a detailed list of
deficiencies that must be remedied prior to paynmmbhg made. In the event the Purchaser
notifies the Seller of deficiencies, the Seller, Stller's sole expense, shall correct such
deficiencies within five (5) working days, unles® tPurchaser consents in writing to a longer
period of time.

5.4  Upon notification by Seller that the turnkey systbas been fully implemented and is
ready for final system acceptance testing, Purchalall have thirty (30) working days to
evaluate and test the system to confirm that ifopers without any defects and performs
pursuant to the specifications set forth in RFP Bll0 and the Seller's Proposal in response
thereto. Seller shall participate, as agreed upohbdbh parties, in the acceptance testing of the
system by providing technical staff at Purchasecation to provide assistance in demonstrating
all functions of the system. The Purchaser's dfigiepresentative must sign off on each
application to ensure that the applications meefftimctional and technical requirements. In the
event that one (1) or more applications suppliedSejler are not accepted, the Seller shall
correct the deficiencies or provide, at its owpense, whatever software or equipment that may
be required to meet the acceptance criteria witivim (5) working days or a mutually agreed
upon time period. In the event the system failpa@dform to Purchaser’s satisfaction, Purchaser
shall immediately notify Seller. Seller, at Seltesole expense, shall correct defects identified by
Purchaser within five (5) working days, or suchestheriod as the parties may agree upon. The
thirty (30) working day testing period will be ertéed by system down-time. In the event Seller
is unable to repair or replace the defective prodihe Purchaser reserves the right to return the
defective product to Seller at Seller's expensetar@hncel this Agreement.

ARTICLE 6 TITLE TO EQUIPMENT
Title to the hardware provided under this Agreensdall pass to Purchaser upon acceptance of
the system.

ARTICLE 7 SOFTWARE

7.1  Seller shall furnish the software to Purchasersetsforth in purchase orders submitted
and executed by Purchaser, and shall acquire ghé to license the software to Purchaser. For
purposes of this Article, the term “Purchaser” netre Mississippi State Department of Health,
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its employees, and any third party consultantsutsaurcers engaged by Purchaser who have a
need to know and who shall be bound by the terrdscanditions of this license and Agreement.

7.2  Seller accepts sole responsibility for: (a) Purelnassystem configuration, design, and
requirements; (b) the selection of the softwaradhieve Purchaser’s intended results; (c) the
results obtained from the software; and (d) modtfans, changes, or alterations to the software
provided by Seller.

7.3  Seller understands and agrees that Purchaser Isénad: (a) a non-exclusive, non-
transferableenterprise-wide unlimited, and perpetual licenseaHte software listed in Exhibit A,
(b) the right to use and customize the softwaredyets and the related documentation for
Purchaser’s business operations in accordancetiatterms and conditions of this Agreement;
(c) unlimited use by licensed users of the softwaaelucts acquired for Purchaser’s operations;
(d) use of such software products with a backugfqria system, should it be deemed necessary
by Purchaser; (e) the right to copy such softwaresfekeeping, backup, and disaster recovery
purposes; (f) the right to combine the softwarehwither programs and modules and the right to
create interfaces to other programs; and (g) tly@trio reproduce any and all physical
documentation supplied under the terms of this Agrent.

7.4  Purchaser agrees that, except as noted hereinillin@t otherwise copy, translate,
modify, adapt, decompile, disassemble, or revenggneer any of the software without the prior
written consent of Seller. All title and proprigtarights, whether tangible or intangible,
including but not limited to copyright, trademadqd trade secret rights, in and to the software
are retained by the Seller or the third party safevmanufacturer as applicable. Purchaser agrees
to reproduce and include the copyright, trademarki other proprietary rights notices on any
copies made of the software and documentation.

ARTICLE 8 CONVERSION AND TRAINING

Seller shall, for the fees specified in the attalcEshibit A, provide the conversion activities
specified in RFP No. 3710 and Seller's Proposaha®pted by Purchaser in response thereto,
as well as provide five (5) days of onsite trainingraining will include, but not be limited to,
system administration, operational and setup pnaesdand troubleshooting methods. Seller and
Purchaser shall mutually agree on the time forttAming and an outline of the training to be
provided. Seller specifically understands and agteat Purchaser will not accept the system
until Seller completes the conversion and traimeguirements. Seller agrees to provide, upon
delivery, all user documentation and technical nagsmmeeded to fully acquaint the user with
operation of the hardware and software.

ARTICLE 9 CONSIDERATION AND METHOD OF PAYMENT
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9.1 Except as provided in the Change Order Rate andeHure Article of this Agreement,
the total compensation to be paid to the SelletheyPurchaser shall not exceed the fixed price
of for all hardware, software, products, servidesvel, performances and expenses under this
Agreement, payable as described in Exhibit A, wlasor written authorization from ITS has
been obtained. Authorization of payments is sulipthe written approval of the Purchaser.

9.2 The Seller and the Purchaser agree to the Delileer@bhedule as set forth in the
Payment Schedule and Deliverables List included@dsbit A to this Agreement. The Seller
will receive payment in the amount indicated iniélg 9.1 herein, less retainage to be withheld
in accordance with the Retainage Article hereimrupritten acceptance by the Purchaser of
each of the deliverables defined therein. The @adgree that as the project work plan is revised
by written agreement of the parties during the tefrthis Agreement, the anticipated dates for
acceptance of deliverables and for the correspgnuityments to the Seller, but not the amounts
of those payments, may likewise be revised onlwhiten agreement of the parties.

9.3 Upon written acceptance, as set forth in Articlehérein, by the Purchaser of a
deliverable which has an associated payment, thierSeill invoice the Purchaser for the
invoice amount of that payment as indicated in attached Exhibit A, less retainage to be
withheld in accordance with the Retainage Artickedin. Seller shall certify that the billing is
true and correct. Seller shall submit invoices auwgporting documentation to Purchaser
electronically at any time during the term of tAigreement using the processes and procedures
identified by the State. Purchaser agrees to pdlgrSe accordance with Mississippi law on
“Timely Payments for Purchases by Public Bodiesgtti®ns 31-7-301, et seq. of the 1972
Mississippi Code Annotated, as amended, which gdliggorovides for payment of undisputed
amounts by the State within forty-five (45) days@déeipt of the invoice. Seller understands and
agrees that Purchaser is exempt from the paymetdxes. All payments should be made in
United States currency. Payments by state ageuosieg the Statewide Automated Accounting
System (“SAAS”) shall be made and remittance infation provided electronically as directed
by the State. These payments by SAAS agencieklshdkeposited into the bank account of the
Seller's choice. No payment, including final paymeshall be construed as acceptance of
defective products or incomplete work, and thee8edhall remain responsible and liable for full
performance in strict compliance with the contidmtuments specified in the article herein titled
“Entire Agreement.”

9.4  Acceptance by the Seller of the last payment ftoenPurchaser shall operate as a release
of all claims against the State by the Seller amg subcontractors or other persons supplying
labor or materials used in the performance of thekwander this Agreement.

ARTICLE 10 WARRANTIES
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10.1 Seller represents and warrants that all equiprardtsoftware provided by Seller shall
meet or exceed the minimum specifications set fortRFP No. 3710 and Seller's Proposal in
response thereto.

10.2 For a period of one (1) year after acceptanceeiSedpresents and warrants that the
equipment provided pursuant to this Agreement stidirate without defects in material and
workmanship. All equipment provided by Seller shb# covered by the manufacturer's
warranties, beginning upon acceptance of the sysgsiler's obligations pursuant to these
warranties shall include, but are not limited teg torrection of all defects in the system and the
repair or replacement of the equipment at no an$turchaser. In the event Seller cannot repair
or replace an item of equipment, Seller shallhat $tate’s election, either refund the purchase
price of the equipment and refund any fees paidséovices that directly relate to the defective
equipment or secure alternate equipment acceptablehe Purchaser that will insure
functionality of the system.

10.3 Seller represents and warrants that Seller hasigheto sell the equipment and license
the software provided under this Agreement.

10.4 Seller represents and warrants that Purchaser at@lire good and clear title to the
hardware purchased hereunder, free and clear ld¢radl and encumbrances.

10.5 Seller represents and warrants that all softwaraished will be free from material
defects for a period of one (1) year after accemaand will provide Purchaser complete
functionality necessary for the operation of thetesn as stated in RFP No. 3710 and the Seller’s
Proposal in response thereto. Seller's obligatmunsuant to this warranty shall include, but are
not limited to, the correction of all defects irethoftware and the repair or replacement of the
software at no cost to Purchaser. In the ever¢iSennot repair or replace the software, Seller
shall at the State’s election, either refund tresfpaid for the software and for any services that
directly relate to the defective software. or secaiternate software acceptable to the Purchaser
which will insure functionality of the system.

10.6 Seller represents and warrants that each uniamitare delivered shall be delivered new
and not as “used, substituted, rebuilt, refurbisloedeinstalled” equipment.

10.7 Seller represents and warrants that the turnkstesyis fit for the particular purpose set

forth in this Agreement and RFP No. 3710, with reg® Purchaser’s foreseeable or projected
needs.
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10.8 Seller represents and warrants that it has arldobihin and pass through to Purchaser
any and all warranties obtained or available frbm ltcensor of software or the manufacturer of
the equipment and replacement parts supplied terSel

10.9 Seller represents and warrants that Seller shaintain all equipment provided
hereunder, pursuant to the manufacturer's warrgmtjicies throughout the equipment
manufacturer’s specified warranty period.

10.10 Seller represents and warrants that all work peréa hereunder, including but not
limited to consulting, conversion, training, teatali support, and maintenance, shall be
performed by competent personnel, shall be of peid@al quality consistent with generally
accepted industry standards for the performansedi services, and shall comply in all respects
with the requirements of this Agreement. For argabh of this warranty, the Seller shall, for a
period of ninety (90) days from the performancsefice, perform the services again, at no cost
to the Purchaser, or if the Seller is unable tdgper the services as warranted, the Seller shall
reimburse the Purchaser the fees paid to the Setléhe unsatisfactory services.

10.11 Seller represents and warrants that there is sablihg code or a lockup program or
device embedded in the software provided to Pussh&eller further agrees that it will not,
under any circumstances including enforcement whlal contract right, (a) install or trigger a
lockup program or device, or (b) take any step Wwhiould in any manner interfere with
Purchaser’'s use of the software and/or which weeddrict Purchaser from accessing its data
files or in any way interfere with the transactwinPurchaser’s business. For any breach of this
warranty, Seller, at its expense, shall, withiref(%) working days after receipt of notification of
the breach, deliver Products to Purchaser thatfrae of such disabling code or a lockup
program or device.

10.12 Seller represents and warrants that the softwarejedivered to Purchaser, does not
contain a computer virus. For any breach of thisavdy, Seller, at its expense, shall, within five
(5) working days after receipt of notification tietbreach, deliver Products to Purchaser that are
free of any virus and shall be responsible for irgp® at Seller's expense, any and all damage
done by the virus to Purchaser’s site.

10.13 Seller represents and warrants that the turnkesyesy furnished will be free from
material defects for a period of one (1) year afiteal acceptance of the complete system and
will provide Purchaser complete functionality nesagy for the operation of the system as stated
in RFP No. 3710 and the Seller's Proposal in respdhereto. This warranty shall cover all
components of the system, including but not limited all programs, screens, reports,
subroutines, utilities, file structures, documeiotat interfaces, or other items provided by the
Seller. This warranty will apply to the base paekaglus any customized programs, screens,
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reports, subroutines, interfaces, utilities, fiteustures, documentation, or other items proposed
and delivered by the Seller specifically for thi®jpct. The Seller shall give immediate high
priority attention to any mission critical corremts that are needed. If the system does not
function accordingly, Seller shall, at the Statefsction within five (5) working days and at no
cost to Purchaser, either correct the defectsiitehtreplace the products with products that are
compliant with this warranty, or refund the feesdpfr the products and for any services that
directly relate to the defective product.

10.14 Seller represents and warrants that, upon coropleif the project, the Seller and all
subcontractors shall convey to Purchaser copiedl afterim reports, data collection forms, and
any working papers that support the final acce@arithe system.

10.15 Seller represents and warrants that it presenttyamal will continue to maintain, at its
own expense, throughout the term of this Agreemaiigl licenses for all software, trademarks,
service marks, patents and copyrighted materialeerydother proprietary information of a third
party that it will deploy in support of all prodgciSeller uses in the performance of this
Agreement. Seller further represents and warrduatisupon Purchaser’s request, Seller shall pass
through such licenses to Purchaser at no cost ittchBser. In the event the licenses are passed
through to Purchaser, such licenses shall nam@uhehaser as the license holder of record and
such licenses shall be established in such a maonas to survive the termination/expiration of
this Agreement. For any breach of the precedingamdy, Seller at its own expense shall within
five (5) business days after receipt of notificatiaf the breach, secure and/or pass through, as
applicable, the necessary licenses. Failure ofShker to secure and/or pass through such
licenses to Purchaser shall be considered a midbeeach of this Agreement and the Purchaser
may, at its sole discretion, pursue its rightseidath in the Termination Article herein and any
other rights and remedies it may have at law @guity.

10.16 Seller represents and warrants that it will engstsecompliance with the Mississippi
Employment Protection Act, Section 71-11-1, et sefj.the Mississippi Code Annotated
(Supp2008), and will register and participate ia sitatus verification system for all newly hired
employees. The term “employee” as used herein maayperson that is hired to perform work
within the State of Mississippi. As used hereirtatss verification system” means the lllegal
Immigration Reform and Immigration ResponsibilitgtAof 1996 that is operated by the United
States Department of Homeland Security, also knawnthe E-Verify Program, or any other
successor electronic verification system replacihg E-Verify Program. Seller agrees to
maintain records of such compliance and, upon qofethe State and approval of the Social
Security Administration or Department of Homelaret&ity where required, to provide a copy
of each such verification to the State. SellerHertrepresents and warrants that any person
assigned to perform services hereunder meets thdogment eligibility requirements of all
immigration laws of the State of Mississippi. Sellmmderstands and agrees that any breach of
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these warranties may subject Seller to the follgwi(a) termination of this Agreement and

ineligibility for any state or public contract iniséissippi for up to three (3) years, with noti¢e o

such cancellation/termination being made public, (loy the loss of any license, permit,

certification or other document granted to Sellgram agency, department or governmental
entity for the right to do business in Mississifggi up to one (1) year, or (c) both. In the eveint o

such termination/cancellation, Seller would alsdidlele for any additional costs incurred by the
State due to contract cancellation or loss of beeor permit.

10.17 Seller represents and warrants that the systemdmypursuant to this Agreement will
pass both internal security audits and independecurity audits. For any breach of the
preceding warranty at any time during which thetesysis covered by warranty, maintenance
and/or support, Seller shall, at its own expengskeamo cost to Purchaser, remediate any defect,
anomaly or security vulnerability in the system fgpairing and/or replacing any and all
components of the system necessary in order fosytstem to be secure.

10.18 Seller represents and warrants that no offici@roployee of Purchaser or of ITS, and no
other public official of the State of Mississippha exercises any functions or responsibilities in
the review or approval of the undertaking or cangyiout of the project shall, prior to the

completion of said project, voluntarily acquire apgrsonal interest, direct or indirect, in this
Agreement. The Seller warrants that it has rema@aredmaterial conflict of interest prior to the

signing of this Agreement, and that it shall notjuice any interest, direct or indirect, which

would conflict in any manner or degree with thefpenance of its responsibilities under this
Agreement. The Seller also warrants that in thdopmance of this Agreement no person
having any such known interests shall be employed.

10.19 The Seller represents and warrants that no elesta@pointed officer or other employee
of the State of Mississippi, nor any member of etedate to Congress has or shall benefit
financially or materially from this Agreement. Nadividual employed by the State of
Mississippi shall be admitted to any share or pathe Agreement or to any benefit that may
arise therefrom. The State of Mississippi maywbogten notice to the Seller, terminate the right
of the Seller to proceed under this Agreement i ifiound, after notice and hearing by the ITS
Executive Director or his/her designee, that gtegsiiin the form of entertainment, gifts, jobs, or
otherwise were offered or given by the Seller ty afficer or employee of the State of
Mississippi with a view toward securing this Agresrh or securing favorable treatment with
respect to the award, or amending or making of daterminations with respect to the
performing of such contract, provided that the txise of the facts upon which the ITS
Executive Director makes such findings shall bessue and may be reviewed in any competent
court. In the event this Agreement is terminatedeurthis article, the State of Mississippi shall
be entitled to pursue the same remedies againskeher as it would pursue in the event of a
breach of contract by the Seller, including pumtdamages, in addition to any other damages to
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which it may be entitled at law or in equity.

ARTICLE 11 INFRINGEMENT INDEMNIFICATION

Seller represents and warrants that neither thevard, its elements, nor the use thereof violates
or infringes on any copyright, patent, trademagtyEemark, trade secret, or other proprietary
right of any person or entity. Seller, at its owxpense, shall defend or settle any and all
infringement actions filed against Seller or Pusgravhich involve the software provided under
this Agreement and shall pay all settlements, al ageall costs, attorney fees, damages, and
judgment finally awarded against Purchaser. Ifdtwetinued use of the products for the purpose
intended is threatened to be enjoined or is enjbbeany court of competent jurisdiction, Seller
shall, at its expense: (a) first procure for Puseahnahe right to continue using such products, or
upon failing to procure such right; (b) modify eptace them with non-infringing products while
maintaining substantially similar software functiity or data/informational content, or upon
failing to secure either such right; (c) refundRaorchaser the software license fees previously
paid by Purchaser for the products Purchaser mdagnger use. Said refund shall be paid within
ten (10) working days of notice to Purchaser tcalsinue said use.

ARTICLE 12 SYSTEM MAINTENANCE DURING WARRANTY

12.1 Seller agrees to provide on-site warranty seraneall software, equipment, and any
other devices that would be included within themtfee periods specified and fixed prices noted
in Exhibit A.

12.2 Seller will respond by telephone within one (1) hao requests for warranty repair

service Monday through Friday, 8:00 A.M. to 5:00P(Central Time), and will come on-site

with the necessary crash kit within four (4) hotn@m the point the call is made to service
critical components and within eight (8) hours frtme point the call is made to service all other
peripherals and related software and computer egenp Should the Seller fail to respond
within such time, Seller shall pay the Purchased.@® per hour for every hour of delay. The
warranty includes all parts, labor, and travel.

12.3 Seller agrees it will maintain in house the mostifiently used supply replacement parts
needed to service the equipment. Replacement pwdkise new and not used or refurbished and
will either be manufactured by and/or meet the mumn specifications established by the
manufacturer of the equipment. Title to all repltaeat parts installed in the equipment will pass
to Purchaser at the time of replacement, and totlparts removed for replacement will, at the
time of replacement, pass to Seller.

12.4 Seller agrees to a maximum four (4) hour turnadofsom the point the call is made on
all repairs not requiring parts ordering and a mmaxn one (1) working day on all other repairs.
If the repairs have not been made within thesegdesed time frames, Seller shall pay the
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Purchaser $50.00 per hour for every hour of ddfagfter one (1) day the item has not been
repaired, a compatible loaner unit will be providsdSeller at no expense to Purchaser.

12.5 Seller agrees to provide preventive maintenancedan the specific needs of the

equipment during normal business hours and atvaleragreed upon by the parties. Preventive
maintenance may be performed concurrently with ceahenaintenance activity. Seller must

record all activities related to preventive maimiiece on a log to be retained on-site.

12.6 Maintenance does not cover damage to equipmerdedaby Purchaser's abuse or
neglect; damage caused by an act of God (floothaaake, lightning, etc.) or loss due to fire or
theft; neglect, misuse, alterations, or deviatimmt intended machine use; maintenance or repair
of the machine performed by persons other thareSet maintenance or removal of alterations
or attachments.

12.7 The parties understand and agree that Purchaserves the right to cancel warranty
service on all or part of the equipment as Purah@sems necessary.

12.8 Seller shall provide, for the periods set forthExhibit A, software support services as
specified in RFP No. 3710 and Seller’'s Proposah@®pted by Purchaser, in response thereto,
with said support to include, but not be limited the following: (a) upon notification of
software errors, Seller shall provide all remediapport and assistance needed to correct the
errors which affect the operation of the softwait®); the provision of regular updates, new
releases, and enhancements as they are release less than one (1) annually; (c) unlimited
toll-free technical telephone support in the opemabf the software system, with a guaranteed
one (1) hour telephone response time; priority giaent in the support queue shall be given to
all system locking situations or problems claimgdPurchaser to be a mission critical process;
and (d) on-site support in the operation of thevemfe products if reasonably convenient or
necessary in the opinion of the Seller. It is fartunderstood that in the event the software
product lines are discontinued, Seller shall bpaasible for supporting the last software release
implemented by the Purchaser for a minimum of {&eyears thereafter, with the same level of
support as described in this Article. Should Seftegrate away from the database currently
required for the software installed for Purchasemtdifferent database, Seller shall provide
updated product and new database licensing to Bseclat no cost to Purchaser.

12.9 Sixty (60) days prior to expiration of the warnaservice on the software and each item
of equipment, Seller shall notify Purchaser in iwgtof the impending warranty expiration, and
Purchaser shall have thirty (30) days in which atifip Seller of its decision to either subscribe
to Post Warranty Maintenance or to forgo Post Wayrdlaintenance.

ARTICLE 13 POST WARRANTY SYSTEM MAINTENANCE
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13.1 Upon Purchaser’s notification to Seller, pursuanfirticle 12.9 herein, of Purchaser’s
decision to subscribe to Post Warranty Maintenarnbe, Seller agrees to provide on-site
preventive and remedial maintenance necessary ittaimathe software and equipment and any
other devices that would be included within themthe time periods specified and fixed prices
noted in Exhibit A. The maintenance includes aftgdabor, and travel.

13.2 Seller will respond by telephone within one (1uhto requests for unscheduled remedial
maintenance Monday through Friday, 8:00 A.M. ta05R0M. (Central Time), and will come on-
site with the necessary crash kit within four (éurs from the point the call is made to service
critical components and within eight (8) hours frtm point the call is made to service all other
peripherals and related software and computer egenp Should the Seller fail to respond
within such time, Seller shall pay the Purchas€r.@3 per hour for every hour of delay.

13.3 Seller agrees it will maintain in house the mostiiently used supply replacement parts
needed to service the equipment. Replacement pwdkise new and not used or refurbished and
will either be manufactured by and/or meet the mumn specifications established by the
manufacturer of the equipment. Title to all replaeat parts installed in the equipment will pass
to Purchaser at the time of replacement, and totlparts removed for replacement will, at the
time of replacement, pass to Seller.

13.4 Seller agrees to a maximum four (4) hour turnadofsom the point the call is made on
all repairs not requiring parts ordering and a mmaxn one (1) working day on all other repairs.
If the repairs have not been made within thesegdesed time frames, Seller shall pay the
Purchaser $50.00 per hour for every hour of ddlagfter one (1) day the item has not been
repaired, a compatible loaner unit will be providsdSeller at no expense to Purchaser.

13.5 Seller agrees to provide preventive maintenanaedan the specific needs of the

equipment during normal business hours and atvaleragreed upon by the parties. Preventive
maintenance may be performed concurrently with teahenaintenance activity. Seller must

record all activities related to preventive maiece on a log to be retained on-site.

13.6 Maintenance does not cover damage to equipmerdedaby Purchaser's abuse or
neglect; damage caused by an act of God (floothaaake, lightning, etc.) or loss due to fire or
theft; neglect, misuse, alterations, or deviatimmT intended machine use; maintenance or repair
of the machine performed by persons other thareSet maintenance or removal of alterations
or attachments.

13.7 The parties understand and agree that Purchasswes the right to add other equipment
to be maintained or to cancel maintenance on aflaot of the equipment as Purchaser deems
necessary.
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13.8 Seller shall provide, for the periods set forthBxhibit A, software support services as
specified in RFP No. 3710 and Seller’'s Proposaha@epted by Purchaser, in response thereto,
with said support to include, but not be limited the following: (a) upon notification of
software errors, Seller shall provide all remediapport and assistance needed to correct the
errors which affect the operation of the softwait®); the provision of regular updates, new
releases, and enhancements as they are release less than one (1) annually; (c) unlimited
toll-free technical telephone support in the operabf the software system Monday through
Friday, 8:00 A.M to 5:00 P.M. (Central Time), with guaranteed one (1) hour telephone
response time; priority placement in the supporugushall be given to all system locking
situations or problems claimed by Purchaser to lmission critical process; and (d) on-site
support in the operation of the software produtt®asonably convenient or necessary in the
opinion of the Seller. It is further understoodttima the event the software product lines are
discontinued, Seller shall be responsible for sujopp the last software release implemented by
the Purchaser for a minimum of five (5) years th#sx, with the same level of support as
described in this Article. Should Seller migrateagvirom the database currently required for the
software installed for Purchaser to a differenttlase, Seller shall provide updated product and
new database licensing to Purchaser at no costrah&ser.

13.9 Sixty (60) days prior to the expiration of the Pugarranty Maintenance term, Seller

shall notify Purchaser in writing of the impendiegpiration, and Purchaser shall have thirty
(30) days in which to notify Seller of its intemicto either renew or cancel any further

maintenance. In no event shall the cost for maartiea services increase by more than five (5%)
percent per year.

ARTICLE 14 EMPLOYMENT STATUS

14.1 Seller shall, during the entire term of this Agrest, be construed to be an independent
contractor. Nothing in this Agreement is intendednor shall it be construed to create an
employer-employee relationship or a joint vent@wlationship.

14.2 Seller represents that it is qualified to perfottme duties to be performed under this
Agreement and that it has or will secure, if nee@tdts own expense, applicable personnel who
shall be qualified to perform the duties requiredier this Agreement. Such personnel shall not
be deemed in any way, directly or indirectly, exgstg or by implication, to be employees of
Purchaser. Seller shall pay, when due, all salares wages of its employees, and it accepts
exclusive responsibility for the payment of feddéredome tax, state income tax, social security,
unemployment compensation, and any other withhgklithat may be required. Neither Seller
nor employees of Seller are entitled to stategetént or leave benefits.
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14.3 Any person assigned by Seller to perform the sesvhereunder shall be the employee of
Seller, who shall have the sole right to hire arstlthrge its employee. Purchaser may, however,
direct Seller to replace any of its employees urlisrAgreement. If Seller is notified within the
first eight (8) hours of assignment that the personunsatisfactory, Seller will not charge
Purchaser for those hours.

14.4 It is further understood that the consideratiopregsed herein constitutes full and
complete compensation for all services and perfaoes hereunder and that any sum due and
payable to Seller shall be paid as a gross summatwithholdings or deductions being made by
Purchaser for any purpose from said contract sum.

ARTICLE 15 BEHAVIOR OF EMPLOYEES/SUBCONTRACTORS

Seller will be responsible for the behavior of itdl employees and subcontractors while on the
premises of any Purchaser location. Any employeesuscontractor acting in a manner
determined by the administration of that locatiorbe detrimental, abusive, or offensive to any
of the staff will be asked to leave the premises ray be suspended from further work on the
premises. All Seller employees and subcontractdre will be working at such locations to
install or repair Products shall be covered bye®allcomprehensive general liability insurance

policy.

ARTICLE 16 MODIFICATION OR RENEGOTIATION

This Agreement may be modified only by written agnent signed by the parties hereto, and
any attempt at oral modification shall be void arfido effect. The parties agree to renegotiate
the Agreement if federal and/or state revisionsany applicable laws or regulations make
changes in this Agreement necessary.

ARTICLE 17 AUTHORITY, ASSIGNMENT AND SUBCONTRACTS

17.1 In matters of proposals, negotiations, contraatsi resolution of issues and/or disputes,
the parties agree that Seller represents all ocioig third parties, and/or subcontractors Seller
has assembled for this project. The Purchaseedsimed to negotiate only with Seller, as

Seller's commitments are binding on all proposedti@actors, third parties, and subcontractors.

17.2 Neither party may assign or otherwise transfes tAgreement or its obligations
hereunder without the prior written consent of titber party, which consent shall not be
unreasonably withheld. Any attempted assignmentransfer of its obligations without such
consent shall be null and void. This AgreementIshalbinding upon the parties’ respective
successors and assigns.

17.3 Seller must obtain the written approval of Purendsefore subcontracting any portion of
this Agreement. No such approval by Purchaser gfsatbcontract shall be deemed in any way
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to provide for the incurrence of any obligationRiirchaser in addition to the total fixed price
agreed upon in this Agreement. All subcontractdl sheorporate the terms of this Agreement
and shall be subject to the terms and conditionthisf Agreement and to any conditions of
approval that Purchaser may deem necessary.

17.4 Seller represents and warrants that any subcoriggeement Seller enters into shall
contain a provision advising the subcontractor thatsubcontractor shall have no lien and no
legal right to assert control over any funds heid the Purchaser, that the subcontractor
acknowledges that no privity of contract existsametn the Purchaser and the subcontractor, and
that the Seller is solely liable for any and aliypents which may be due to the subcontractor
pursuant to its subcontract agreement with theeBSellhe Seller shall indemnify and hold
harmless the State from and against any and alinglademands, liabilities, suits, actions,
damages, losses, costs, and expenses of evernahkthdature whatsoever arising as a result of
Seller’s failure to pay any and all amounts dueS&jler to any subcontractor, materialman,
laborer, or the like.

17.5 All subcontractors shall be bound by any negatigtarbitration, appeal, adjudication, or
settlement of any dispute between the Seller aadPtirchaser, where such dispute affects the
subcontract.

ARTICLE 18 AVAILABILITY OF FUNDS

It is expressly understood and agreed that thegatobn of Purchaser to proceed under this
Agreement is conditioned upon the appropriatioriuods by the Mississippi State Legislature

and the receipt of state and/or federal fundsHergerformances required under this Agreement.
If the funds anticipated for the fulfillment of thiAgreement are not forthcoming or are

insufficient, either through the failure of the é&dl government to provide funds or of the State
of Mississippi to appropriate funds, or if thereaisliscontinuance or material alteration of the
program under which funds were available to Purehé&s the payments or performance due
under this Agreement, Purchaser shall have the t@immediately terminate this Agreement

without damage, penalty, cost, or expense to Paethaf any kind whatsoever. The effective

date of termination shall be as specified in th&ceoof termination. Purchaser shall have the
sole right to determine whether funds are availédséhe payments or performances due under
this Agreement.

ARTICLE 19 TERMINATION

Notwithstanding any other provision of this Agreert the contrary, this Agreement may be
terminated, in whole or in part, as follows: (ajpaghe mutual, written agreement of the parties;
(b) by Purchaser, without the assessment of angliiesy upon thirty (30) days written notice to
Seller, if Seller becomes the subject of bankruptegrganization, liquidation, or receivership
proceedings, whether voluntary or involuntary; §g)Purchaser, without the assessment of any
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penalties, for any reason after giving thirty (8@)ys written notice specifying the effective date
thereof to Seller; or (d) by either party in theeevof a breach of a material term or provision of
this Agreement where such breach continues fotyth{B0) days after the breaching party
receives written notice from the other party. Ugemmination, Seller shall refund to Purchaser
any and all applicable unexpended prorated annugpast fees/charges, previously paid by
Purchaser. In the event of termination, SellerIgbalpaid for satisfactory work completed or
services rendered by Seller in connection with &gseement and accepted by Purchaser as of
the date of receipt of notification of terminatidn.no case shall said compensation exceed the
total contract price. The provisions of this Aridlio not limit either party’s right to pursue any
other remedy available at law or in equity.

ARTICLE 20 GOVERNING LAW

This Agreement shall be construed and governecaordance with the laws of the State of
Mississippi, and venue for the resolution of angpdite shall be Jackson, Hinds County,
Mississippi. Seller expressly agrees that undercmcumstances shall Purchaser or ITS be
obligated to pay an attorney’s fee, prejudgmerergdt, or the cost of legal action to Seller.
Further, nothing in this Agreement shall affect atgtutory rights Purchaser may have that
cannot be waived or limited by contract.

ARTICLE 21 WAIVER

Failure of either party hereto to insist upon staompliance with any of the terms, covenants,
and conditions hereof shall not be deemed a wawveelinquishment of any similar right or
power hereunder at any subsequent time or of ahgragprovision hereof, nor shall it be
construed to be a modification of the terms of thgreement. A waiver by the State, to be
effective, must be in writing, must set out thedfies of what is being waived, and must be
signed by an authorized representative of the State

ARTICLE 22 SEVERABILITY

If any term or provision of this Agreement is pioked by the laws of the State of Mississippi or
declared invalid or void by a court of competemnisdiction, the remainder of this Agreement
shall be valid and enforceable to the fullest eixfmrmitted by law, provided that the State’s
purpose for entering into this Agreement can bly fachieved by the remaining portions of the
Agreement that have not been severed.

ARTICLE 23 CAPTIONS
The captions or headings in this Agreement aredorvenience only and in no way define, limit,
or describe the scope or intent of any provisiosemtion of this Agreement.

ARTICLE 24 HOLD HARMLESS
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To the fullest extent allowed by law, Seller shatlemnify, defend, save and hold harmless,
protect, and exonerate Purchaser, ITS and the, StatBoard Members, officers, employees,
agents, and representatives from and against adyalinclaims, demands, liabilities, suits,
actions, damages, losses, costs, and expense®yf laud and nature whatsoever, including,
without limitation, court costs, investigative feaad expenses, attorney fees, and claims for
damages arising out of or caused by Seller antdquartners, principals, agents, employees, or
subcontractors in the performance of or failurpeédorm this Agreement.

ARTICLE 25 THIRD PARTY ACTION NOTIFICATION

Seller shall notify Purchaser in writing within &(5) business days of Seller filing bankruptcy,
reorganization, liquidation or receivership prodagd or within five (5) business days of its
receipt of notification of any action or suit beifigd or any claim being made against Seller or
Purchaser by any entity that may result in litigatrelated in any way to this Agreement and/or
which may affect the Seller’'s performance undes thgreement. Failure of the Seller to provide
such written notice to Purchaser shall be consttlarmaterial breach of this Agreement and the
Purchaser may, at its sole discretion, pursueigtsts as set forth in the Termination Article
herein and any other rights and remedies it mag laaaw or in equity.

ARTICLE 26 AUTHORITY TO CONTRACT

Seller warrants that it is a validly organized Imesis with valid authority to enter into this
Agreement, that entry into and performance undierAlgreement is not restricted or prohibited
by any loan, security, financing, contractual, othes agreement of any kind, and
notwithstanding any other provision of this Agreemi® the contrary, that there are no existing
legal proceedings or prospective legal proceediegber voluntary or otherwise, which may
adversely affect its ability to perform its obligats under this Agreement.

ARTICLE 27 NOTICE

Any notice required or permitted to be given unttes Agreement shall be in writing and
personally delivered or sent by electronic meansyiged that the original of such notice is sent
by certified United States mail, postage prepadtiirn receipt requested, or overnight courier
with signed receipt, to the party to whom the retshould be given at their business address
listed herein. ITS’ address for notice is: Craigdgeron, Ph.D., Executive Director, Mississippi
Department of Information Technology Services, 3E&stwood Drive, Jackson, Mississippi
39211. Purchaser’s address for notice is: Ms. Megy$dn, Pharm D, MS, Director, Mississippi
State Department of Health, 570 Woodrow Wilson Bridackson, Mississippi 39216. The
Seller’'s address for notice is: INSERT VENDOR NOEI@NFORMATION. Notice shall be
deemed given when actually received or when refuBled parties agree to promptly notify each
other in writing of any change of address.

ARTICLE 28 RECORD RETENTION AND ACCESS TO RECORDS
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Seller shall establish and maintain financial rdsprsupporting documents, statistical records
and such other records as may be necessary totragflgoerformance of the provisions of this
Agreement. The Purchaser, ITS, any state or fedgexicy authorized to audit Purchaser, and/or
any of their duly authorized representatives, sthaVe unimpeded, prompt access to this
Agreement and to any of the Seller’s proposalskbpdocuments, papers and/or records that are
pertinent to this Agreement to make audits, copeaminations, excerpts and transcriptions at
the State’s or Seller’s office as applicable wh&neh records are kept during normal business
hours. All records relating to this Agreement slualretained by the Seller for three (3) years
from the date of receipt of final payment undes tAigreement. However, if any litigation or
other legal action, by or for the state or fedg@mlernment has begun that is not completed at the
end of the three (3) year period, or if an auditling, litigation or other legal action has notee
resolved at the end of the three (3) year pertoaly¢cords shall be retained until resolution.

ARTICLE 29 INSURANCE

Seller represents that it will maintain workers'mggensation insurance as prescribed by law,
which shall inure to the benefit of Seller’s penseh as well as comprehensive general liability
and employee fidelity bond insurance. Seller wilpon request, furnish Purchaser with a
certificate of conformity providing the aforesaioverage.

ARTICLE 30 DISPUTES

Any dispute concerning a question of fact undes #hgreement, which is not disposed of by
agreement of the Seller and Purchaser, shall bigletbdy the Executive Director of ITS or
his/her designee. This decision shall be reduceditong and a copy thereof mailed or furnished
to the parties. Disagreement with such decisiorither party shall not constitute a breach under
the terms of this Agreement. Such disagreeing peirgll be entitled to seek such other rights
and remedies it may have at law or in equity.

ARTICLE 31 COMPLIANCE WITH LAWS

Seller shall comply with, and all activities undleis Agreement shall be subject to, all Purchaser
policies and procedures and all applicable fedstate, and local laws, regulations, policies, and
procedures as now existing and as may be amendeddified. Specifically, but not limited to,
Seller shall not discriminate against any employe® shall any party be subject to
discrimination in the performance of this Agreembéetause of race, creed, color, sex, age,
national origin, or disability.

ARTICLE 32 CONFLICT OF INTEREST

Seller shall notify Purchaser of any potential tiohbf interest resulting from the representation
of or service to other clients. If such conflictnoat be resolved to Purchaser's satisfaction,
Purchaser reserves the right to terminate this éxgsnt.
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ARTICLE 33 SOVEREIGN IMMUNITY
By entering into this Agreement with Seller, that8tof Mississippi does in no way waive its
sovereign immunities or defenses as provided by law

ARTICLE 34 CONFIDENTIAL INFORMATION

34.1 Seller shall treat all Purchaser data and infolonato which it has access by its
performance under this Agreement as confidentidlsdrall not disclose such data or information
to a third party without specific written conseritRurchaser. In the event that Seller receives
notice that a third party requests divulgence offidential or otherwise protected information
and/or has served upon it a subpoena or otherlyasisued administrative or judicial process
ordering divulgence of such information, Sellerlspaomptly inform Purchaser and thereafter
respond in conformity with such subpoena to themixtnandated by state and/or federal laws,
rules, and regulations. This Article shall survitee termination or completion of this
Agreement, shall continue in full force and effeamid shall be binding upon the Seller and its
agents, employees, successors, assigns, subcorgragtany party or entity claiming an interest
in this Agreement on behalf of or under the rigbtshe Seller, following any termination or
completion of this Agreement.

34.2 With the exception of any attached exhibits whatle labeled as "confidential", the

parties understand and agree that this Agreemeaduding any amendments and/or change
orders thereto, does not constitute confidentidbrmation, and may be reproduced and
distributed by the State without notification tdIi&e ITS will provide third party notice to Seller

of any requests received by ITS for any such cemtficl exhibits so as to allow Seller the
opportunity to protect the information by court erdas outlined in ITS Public Records

Procedures.

ARTICLE 35 EFFECT OF SIGNATURE

Each person signing this Agreement representshbabr she has read the Agreement in its
entirety, understands its terms, is duly authorite@xecute this Agreement on behalf of the
parties, and agrees to be bound by the terms o@utdierein. Accordingly, this Agreement shall

not be construed or interpreted in favor of or agathe State or the Seller on the basis of
draftsmanship or preparation hereof.

ARTICLE 36 OWNERSHIP OF DOCUMENTS AND WORK PRODUCTS

All data, electronic or otherwise, collected by I&eland all documents, notes, programs,
databases (and all applications thereof), filgsoris, studies, and/or other material collected and
prepared by Seller in connection with this Agreemesether completed or in progress, shall be
the property of Purchaser upon completion of thire&ment or upon termination of this
Agreement. Purchaser hereby reserves all righttsetalatabases and all applications thereof and
to any and all information and/or materials pregareconnection with this Agreement. Seller is
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prohibited from use of the above described inforomatind/or materials without the express
written approval of Purchaser.

ARTICLE 37 NON-SOLICITATION OF EMPLOYEES

Seller agrees not to employ or to solicit for enyplent, directly or indirectly, any of the

Purchaser's employees until at least one (1) ydtar dhe expiration/termination of this

Agreement, unless mutually agreed to the contnaryriting by the Purchaser and the Seller,
and provided that such an agreement between thveserttities is not a violation of the laws of
the State of Mississippi or the federal government.

ARTICLE 38 ENTIRE AGREEMENT

38.1 This Agreement constitutes the entire agreemetiteparties with respect to the subject
matter contained herein and supersedes and replaogs and all prior negotiations,
understandings, and agreements, written or oréld®n the parties relating hereto, including all
terms of any unsigned or “shrink-wrap” license ut#d in any package, media, or electronic
version of Seller-furnished software, or any “clwkap” or “browse-wrap” license presented in
connection with a purchase via the Internet. Th® RI6. 3710 and Seller’'s Proposal in response
to RFP No. 3710 are hereby incorporated into andenaapart of this Agreement.

38.2 The Agreement made by and between the partiesohsall consist of and precedence is
hereby established by the order of the following:

This Agreement signed by both parties;

Any exhibits attached to this Agreement;

RFP No. 3710 and written addenda; and

Seller's Proposal, as accepted by Purchasersporse to RFP No. 3710.

oOowp

38.3 The intent of the above listed documents is téushe all items necessary for the proper
execution and completion of the services by théeEelrhe documents are complementary, and
what is required by one shall be binding as if negliby all. A higher order document shall
supersede a lower order document to the extenssaneto resolve any conflict or inconsistency
arising under the various provisions thereof, pitedi, however, that in the event an issue is
addressed in one of the above mentioned documents mot addressed in another of such
documents, no conflict or inconsistency shall bended to occur by reason thereof. The
documents listed above are shown in descending ofd&iority, that is, the highest document
begins with the first listed document (“A. This Agment”) and the lowest document is listed
last (“D. Seller’'s Proposal”).

ARTICLE 39 STATE PROPERTY AND LOCATION OF WORK
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39.1 Seller shall be responsible for the proper custoflyany Purchaser-owned property
furnished for Seller’s use in connection with waderformed pursuant to this Agreement. Seller
shall reimburse the Purchaser for any loss or damagrmal wear and tear excepted.

39.2 All work provided in connection with this contrawill be required to be performed on-
site in the Purchaser’s offices in Jackson, Miggssunless written approval is received from
the State. Seller accepts full responsibility fbrpaoblems arising out of a decision to perform
off-site work.

ARTICLE 40 SURVIVAL

Articles 10, 11, 12, 13, 20, 24, 28, 33, 34, 36, &1 all other articles, which by their express
terms so survive or which should so reasonably igervshall survive any termination or
expiration of this Agreement.

ARTICLE 41 DEBARMENT AND SUSPENSION CERTIFICATION

Seller certifies that neither it nor its principafa) are presently debarred, suspended, proposed
for debarment, declared ineligible, or voluntardxcluded from covered transactions by any
federal department or agency; (b) have, withinradh3) year period preceding this Agreement,
been convicted of or had a civil judgment rendeagdinst them for commission of fraud or a
criminal offense in connection with obtaining, atfging to obtain, or performing a public
(federal, state, or local) transaction or conttaader a public transaction; violation of federal or
state anti-trust statutes or commission of embezate, theft, forgery, bribery, falsification or
destruction of records, making false statementggeoeiving stolen property; (c) are presently
indicted of or otherwise criminally or civilly chged by a governmental entity with the
commission of fraud or a criminal offense in cortr@twith obtaining, attempting to obtain, or
performing a public (federal, state, or local) saction or contract under a public transaction;
violation of federal or state anti-trust statutescommission of embezzlement, theft, forgery,
bribery, falsification or destruction of recordsakmng false statements, or receiving stolen
property; and (d) have, within a three (3) yeaiqeepreceding this Agreement, had one or more
public transactions (federal, state, or local) ieated for cause or default.

ARTICLE 42 COMPLIANCE WITH ENTERPRISE SECURITY POLI CY

Seller and Purchaser understand and agree thabdillicts and services provided by Seller under
this Agreement must be and remain in compliancé whe State of Mississippi’s Enterprise
Security Policy. The parties understand and atireethe State’s Enterprise Security Policy is
based on industry-standard best practices, pokryd guidelines at the time of contract
execution. The State reserves the right to inteda new policy during the term of this
Agreement and require the Seller to comply withsamthe event the industry introduces more
secure, robust solutions or practices that fatdlita more secure posture for the State of
Mississippi.
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ARTICLE 43 RETAINAGE

To secure the Seller's performance under this Agesd, the Seller agrees that the Purchaser
shall hold back as retainage twenty percent (20B@€ach amount payable, including amounts
payable under Change Orders, under this Agreerméetretainage amount will continue to be
held until final acceptance of the system by theeSand the expiration of the warranty period.

ARTICLE 44 STATUTORY AUTHORITY

By virtue of Section 25-53-21 of the Mississippid@oAnnotated, as amended, the Executive
Director of ITS is the purchasing and contractirgerat for the State of Mississippi in the
negotiation and execution of all contracts for thequisition of information technology
equipment, software, and services. The parties retated and agree that ITS as contracting
agent is not responsible or liable for the perfarogaor non-performance of any of Purchaser’s
or Seller’s contractual obligations, financial eh@rwise, contained within this Agreement.

ARTICLE 45 PERFORMANCE BOND

As a condition precedent to the formation of thigréement, the Seller must provide a
performance bond as herein described. To securéSéiler's performance, the Seller shall
procure, submit to the State with this executedeggrent, and maintain in effect at all times
during the course of this Agreement a performaraedbn the total amount of this Agreement.
The bond shall be accompanied by a duly authesticat certified document evidencing that the
person executing the bond is a licensed Mississgg@nt for the bonding company. This
certified document shall identify the name and eddrof the person or entity holding the
performance bond and shall identify a contact petsobe notified in the event the State is
required to take action against the bond. The w@fthe performance bond shall be concurrent
with the term of this Agreement, with the exceptafrnpost-warranty maintenance and support,
and shall not be released to Seller until finaleptance of all products and deliverables required
herein or until the warranty period, if any, hapiead, whichever occurs last. If applicable, and
at the State’s sole discretion, the State may,ngttene during the warranty period, review
Seller’'s performance and performance of the pradsetvices delivered and determine that the
Seller's performance bond may be reduced or retepser to expiration of the full warranty
period. The performance bond shall be procurededer® expense and be payable to the
Purchaser, The cost of the bond may be invoicaded?urchaser after project initiation only if
itemized in the Seller's cost proposal and in tttached Exhibit A. Prior to approval of the
performance bond, the State reserves the righeview the bond and require Seller to substitute
an acceptable bond in such form as the State nasomably require. The premiums on such
bond shall be paid by Seller. The bond must spedii refer to this Agreement and shall bind
the surety to all of the terms and conditions af thgreement. If the Agreement is terminated
due to Seller’'s failure to comply with the termserdof, Purchaser may claim against the
performance bond.
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ARTICLE 46 PERSONNEL ASSIGNMENT GUARANTEE

Seller guarantees that the personnel assignediggtbject will remain a part of the project
throughout the duration of the Agreement, as losigha personnel are employed by the Seller
and are not replaced by Seller pursuant to thel tharagraph of the Article herein titled
“Employment Status.” Seller further agrees that #ssigned personnel will function in the
capacity for which their services were acquiredtighout the life of the Agreement, and any
failure by Seller to so provide these persons drdltle the State to terminate this Agreement for
cause. Seller agrees to pay the Purchaser fiftyepei(50%) of the total contract amount if any
of the assigned personnel is removed from the grgeor to the ending date of the contract for
reasons other than departure from Seller's employmereplacement by Seller pursuant to the
third paragraph of the Article herein titled “Empinent Status.” Subject to the State’s written
approval, the Seller may substitute qualified pessin the event of the separation of the
incumbents therein from employment with Seller or bther compelling reasons that are
acceptable to the State and may assign addititai@lte provide technical support to Purchaser.
The replacement personnel shall have equal oregrahtlity, experience, and qualifications than
the departing personnel and shall be subject tgtioe written approval of the Purchaser. The
Seller shall not permanently divert any staff memioem meeting work schedules developed
and approved under this Agreement, unless appriovedting by the Purchaser. In the event of
Seller personnel loss or redirection, the servipa$ormed by the Seller shall be uninterrupted
and the Seller shall report in required status mspats efforts and progress in finding
replacements and the effect of the absence of {h@sennel.

ARTICLE 47 ESCROW OF SOURCE CODE

47.1 With the execution of this Agreement, the Sellealsplace and maintain a current copy
of the data dictionary, documentation, object cade source code in escrow and shall furnish
Purchaser with a copy of the escrow agreement beachéame and address of the agent. The
escrow agreement shall authorize the escrow agergi¢ase, at no cost to Purchaser, the data
dictionary, documentation, object code, and souaome to Purchaser if and when the Purchaser
is deemed to have a right under this Article. Tiedle$ shall pay all costs of providing and
maintaining the escrow agreement, including thes feethe escrow agent. The copy of the
source code placed in escrow shall be reproducedramtained on magnetic tape or disk using
a commonly accepted data recording protocol. Pmgdacumentation sufficient to allow a
competent programmer to use and maintain the sotwde programs must accompany the
source code. When a change is made to the objdet @osource code by or on behalf of the
Seller during the term of the escrow agreementrekissed code, including the change, shall be
delivered to the escrow agent not later than t{B8) calendar days after the change is effected
by or on behalf of the Seller.
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47.2 Provided that the Purchaser is not then in subatashefault under this Agreement, the
Seller shall provide to Purchaser, at no cost aitdiwten (10) calendar days after receipt of
Purchaser’s written request for it, one (1) conglatpy of the data dictionary, documentation,
object code, and source code used in the preparatithe software and custom modifications to
the source code and object code as a result oAtrsement, brought up to date as of the date of
delivery of such source code to Purchaser, uporotiearrence of any of the following events:
(a) any or all material part of the source codelgect code is generally made available, with or
without additional cost, to other users of compbraoftware; or (b) the Seller’'s or the software
manufacturer's cessation, for any reason, to danbss; or (c) the Seller or the software
manufacturer discontinues maintenance of the sofwar (d) bankruptcy, receivership,
insolvency, reorganization, dissolution, liquidati@r other similar proceedings are instituted by
or against the Seller or the software manufacturer.

ARTICLE 48 CHANGE ORDER RATE AND PROCEDURE

48.1 It is understood that the State may, at any tinyea lvritten order, make changes in the
scope of the project. No changes in scope are tmbducted or performed by the Seller except
by the express written approval of the State. Télée6shall be obligated to perform all changes
requested by the Purchaser which have no pricehadsile effect.

48.2 The Seller shall have no obligation to proceed vdtty change that has a price or
schedule effect until the parties have mutuallyeadrin writing thereto. Neither the State nor the
Seller shall be obligated to execute such a changgr; if no such change order is executed, the
Seller shall not be obliged or authorized to perf@ervices beyond the scope of this Agreement
and the contract documents. All executed changersrghall be incorporated into previously
defined deliverables.

48.3 With respect to any change orders issued in acnoedwith this Article, the Seller shall
be compensated for work performed under a changdgr @ccording to the hourly change order
rate specified in the attached Exhibit A. If thésea service that is not defined in the change
order rate, the Seller and the State will negotihterate. The Seller agrees that each change
order rate shall be a “fully loaded” rate, that itsjncludes the cost of all materials, travel
expenses, per diem, and all other expenses andemteis incurred by the Seller in the
performance of the change order. The Seller shatlice the Purchaser upon acceptance by the
Purchaser of all work documented in the changerpraled the Purchaser shall pay invoice
amounts on the terms set forth in this Agreement.

48.4 Upon agreement of the parties to enter into a ohander, the parties will execute such a
change order setting forth in reasonable detaiimbek to be performed thereunder, the revisions
necessary to the specifications or performancedstég of any affected project work plan, and
the estimated number of professional services hibatswill be necessary to implement the work
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contemplated therein. The price of the work to befggmed under any change order will be
determined based upon the change order rate; howbeechange order will be issued for a total
fixed dollar amount and may not be exceeded regssdbf the number of hours actually
expended by the Seller to complete the work redulng that change order. The project work
plan will be revised as necessary.

48.5 The Seller will include in the progress reportsivked under this Agreement the status
of work performed under all then current changessd

48.6 In the event the Seller and the State enter intthange order which increases or
decreases the time required for the performananypfpart of the work under this Agreement,
the Seller shall submit to the Purchaser a revigadion of the project work plan, clearly
indicating all changes, at least five (5) workirays prior to implementing any such changes.

48.7 The Purchaser shall promptly review all revisedgmbwork plans submitted under this
Agreement and shall notify the Seller of its ap@loar disapproval, in whole or in part, of the
proposed revisions, stating with particularity gtbunds for any disapproval, within ten (10)
working days of receiving the revisions from thél&eIf the Purchaser fails to respond in such
time period or any extension thereof, the Purchalsall be deemed to have approved the revised
project work plan.
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For the faithful performance of the terms of thigréement, the parties have caused this
Agreement to be executed by their undersigned septatives.

State of Mississippi, Department of INSERT VENDOR NAME
Information Technology Services, on
behalf of Mississippi State Department of

Health
By: By:
Authorized Signature Authorized Signature
Printed Name: Craig P. Orgeron, Ph.D. Printed Name:
Title: Executive Director Title:
Date: Date:
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EXHIBIT A
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EXHIBIT B
Pharmacy Prescription Scenarios

1. The below prescription for Jane Doe is receivetheyMSDH Pharmacy. At the time of
receipt by the pharmacy, there is no insurancemnmition. The MSDH Pharmacy assigns a
“cash” billing code for the prescription. One mhotater it is identified that Jane Doe has
Medicaid prescription coverage that extends backduhe time of the previous
prescription. Now we want to bill on her insurance

a. Process the prescription, including the
i. Association with the county health department (Clddje. The CHD code
needs to print on the prescription label;
ii. Code linking patient to the family planning progréiai)
lii. After billing as “cash”, show us how you would bduk on Medicaid.

Jane Doe DOB 05/27/1985
234 High 16 W No allergies
Canton, MS CHD code: MD

Ortho Tri Cyclen

Disp 3 packs

Sig: Take 1 tablet daily for 28 days.
Refill 10 packs

Dr. Smith

2. A new prescription is called in to the MSDH Phargatt is indicated by the nurse that the
patient has BC/BS insurance.
a. Process the prescription, including
i. Finding and inputting of the insurance plan inte gatient’s profile;
ii. Association with the CHD code. The CHD code ndedxint on the
prescription label;
lii. Code linking patient to the cystic fibrosis (CFpgram.

Amy Bradford DOB 08/26/2004
561 Riverside All: Cefazolin
Hazelhurst, MS CHD code: CP

ZenPep 10,000 units
Take as directed
#300

Refill x 11

Dr. Jones
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3. A new tuberculosis case has been identified. Hysipian calls in standard four drug
therapy to be administered daily for 2 weeks; thigept’'s weight is 150 pounds. The
patient has AARP Medicare Part D.

a. Demonstrate a process in your system that willtereaultiple standard prescriptions.

INH 300mg #30 1 tab po daily x 14 days
Rifampin 300 mg #60 2 cap po daily x 14 days
Pyrazinamide 500 mg  #42 3 tab po daily x 14 days
Etambutol 400 mg #42 3 tab po daily x 14 days
John Smith DOB 03/11/1948

985 Main St No allergies

Brookhaven, MS CHD code: LN
Dr. Blackmon

b. Find and input the insurance plan into the patgeptbfile.

c. Associate prescription with the CHD code. The C¢tide needs to print on the
prescription label;

d. Code linking patient to the tuberculosis (TB) pramgr

4. One pharmacist is filling prescriptions for one gmam using the NPI 10765938 while a
second pharmacist is filling prescriptions for as®l program using the NPI 56970283.
Will you system support filling on two distinct Nd*$imultaneously?

Lillie Young DOB 01/15/1988 Carl Smith 07/06/1985
587 Washington Ave No allergies 295 Yellow 8ib allergies

Bay St. Louis, MS CHD code: HA LexingttdS CHD code: HO
Depo Provera Atripla

Administer one syringe #30

Refill x 3 Sig: 1 po daily

Dr. Jones Dr. Wren

a. Process the prescriptions, including the

b. Association with the CHD code. The CHD code ndedxint on the prescription
label;

c. Code linking patient in first prescription to thanily planning program (FP)

d. Code linking patient in second prescription to ¥ program (HIV)

5. Process the below prescription: the profile shandlicate a quantity dispensed for the 90
day supply. Generate three prescription labetgagl 30 day supplies (split labels). What
if we only wanted to print two labels with a 30 daypply on each label?

John Hancock
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INH 300 mg

Qty: 24

Sig: 1 tab po twice weekly
Dr. Green

6. The MSDH Pharmacy receives the below prescriptidfigon check, the patient has not
recertified in the ADAP program; therefore, his neations will need to be restricted.
a. Process the prescriptions, including
i. Input of number of refills; on HIV prescriptionsyx@aximum of 5 refills are
allowed;

ii. Put multiple refills in a work queue;

iii. Place a stop date or similar procedure: the parpbshe stop date is to
restrict refills (patient cannot get refills) untdcertification within the ADAP
program has occurred,;

iv. Place comments in a comment field and demonstrattpbe comments and
lengthy comments;

Donald Smith DOB 06/22/1985

1335 South St No allergies

Hernando, MS CHD code: DE

#1 Reyataz 300 mg, 1 capsule daily #30, Re#l x
#2 Norvir 100 mg, 1 tablet po daily #30, Refilbx
#3 Truvada, 1 tablet daily #30, Refill x 5

Dr. Little

7. The below IV prescription is called in to the MS[BHHarmacy. Demonstrate processing of
the prescription.

Ron Ronald DOB 04/16/1979

1590 Newberry Allergies: gentamicin
Forrest, MS CHD code: ST

Merrem

Sig: 2 grams intravenously every 12 hours per mgxnstructions.
Mixing instructions: mix 2 vials of Merrem with 2 sterile water each and add
entire contents of both vials to 1V just prior wnainistration.

Qty: 28 vials
Refill: zero
Dr. Williams

8. Gulfport county health department has sent up aiségpn for resupply of clinic stock
medication. Their CHD code is HS. Demonstrata§lof the requisition within your
pharmacy software.

Multivitamins 100 ct bottles #60
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Prenatal vitamins 100 ct bottles #45
Metronidazole 500 mg 14 ct bottles #50
Amoxicillin 500 mg caps 30 ct bottles #30
Surgilance Safety Lancet 100ct box 3 boxes
Syringe TB 1 cc 27 gx 1/2“100's 2 boxes

9. Generate manifests for all prescriptions and shigmeompleted today based on CHD

codes. Print a single manifest for the prescrsiand a single manifest for the stock order
shipment.
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EXHIBIT C
MSDH Standard Database Design Lifecycle

Mississippi State Department of Health (MSDH) Odfief Health Informatics (OHI) Information
Resources Management Database Administration (IRMOBoup requires all vendor COTS
and in-house databases to graduate through a stiathelsign lifecycle migration path that moves
from TEST, to QA, to PROD database instances. apidies to both Oracle and Microsoft SQL
Server databases. The purpose of this requireisémenforce strict revision control and
configuration management on the project Produddeabase.

Test (TEST)

The TEST database environment is where techni¢abdae designs are developed and tested.
This includes the structure, data, and data hagdlinctions. The structure includes all
relational database objects, such as schemass tablamns, column types and sizes, partitioned
tables, indexes, partitioned indexes, primary amdign key constraints, triggers, sequences,
stored procedures, functions, packages, XML strestwser-defined object-oriented structures,
SQL queries and scripts, PL/SQL routines, dataaheries, data migration and loading scripts
and utilities, etc. Iterative changes to the schevill be made only in the TEST instance. Only
after the technical parties involved, such as fi@ieations developers, Database Administrators
(DBA's), vendors, managers, and others have agreddhe design is complete and functioning
properly will the database be migrated to QA. Thigration will occur via an export (Oracle)

or backup (MS SQL Server) transfer or via increrabalhange SQL script. A hard-copy sign-
off Database Object Migration form is required tiherize this migration. This form must be
signed by both the Project Functional owner andyalications Development and Support
Manager.

Quality Assurance (QA)

The database is either imported or restored (fraokip) into the QA instance. QA is where the
functional owners of the database test the funatiocgadiness of the project. This includes local,
remote, and field testing. Nothing, except dataver changed in QA. Any enhancements,
modifications, improvements, additions, or charngethe database schema that result from QA
testing are made in the TEST instance. Once affaieach and every structure change that
result from QA or pilot testing, these changesrartested in the TEST database for technical
correctness before they are migrated up to QA wiaddlitional hard-copy authorizing Database
Object Migration Form. Any subsequent new charagegequired to go though this TEST-to-
QA cycle again. Exceptions to this requirementraseconsidered nor allowed.

Production (PROD)

Once all involved parties agree that the databasigd has been thoroughly tested and qualified
in QA, it is then exported or backed up and migtatePROD via a hard-copy authorization
sign-off form. “Back-door” changes or modificat®to the data in PROD are not allowed
without a hard-copy signed Database Object Mignaiorm, which is required to authorize the
change to Production data. PROD is locked dowasecure, reliable, and responsive
production datacenter servers that are up andadlaiR4x7x365 and are backed-up on a nightly
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basis for fast recovery. Project database docuatient in its final form, is required to be
submitted to the IRMDBA group prior to migratiorssRROD.
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EXHIBIT D

Sample Batch Report for ADAP Program

Medicare Part D Supplemental N Transaction Batch File FTP Information

Business Mame Click here to enter text
Business Contact Name Click here to enter text
Business Contact Email Click here to enter text
Business Contact Phone Click here to enter text
Technical Contact Name lick here to enter text
Technical Contact Email lick here to enter text
Technical Contact Phone Click here to enter text
Which FTP Method is preferred checkone) Click drop down to choose method
If FTP with PGP provide public key Click here to enter text.

Important information:

# RelayHealth supports Push/Push anly. This means that yvou will needto push the Batch M file to us and we will in
turn push the response file (result of your file) back to you.

¢ Asof1-1-2012 all batch files should be in NCPDP Batch v1.2 format.

# SFTP(55H) is not the same as FTPS. RelayHealth does not support FTPS.

Batch N File Push Destination (to RelayHealth)

RelayHealth URL

gmft.cms.ndchealth.com

RelayHealth Public Key

Version: GnuPGvl.4 11 (GMU/Linux)
mOEMBETvhhOBCADrCEVbz+W QiuEUIE TUhwyMRRK4 2GONOIh+PwC4 KxwWVDTCo39Nb
81ySWFHdkxcpMNESnhhCzIRhDIhicne4YLEDQChW AawWBElwWD+gntET/SPptHIS
quwYoSZMistlapUaEZ9ZaXSwjRgvOGqoljEd9 2454 UNIsCmGiUrbIHFPIAkIgS uBw
yhmazRy2pUcajdndgPriFggTes/xmglZMD257+m+obM7YyCORG+VEBSVK Svmi+riag)
S4AP3B8ot/cLaBorCYnC7 1VoLllNfaGkHs1fTEIPDOGTIs3dWxE UdyljpZl bxkidm
Z0i6RzwWXZmdKhWOoTOgGNYdBOj7FEUVZ =6,/ 7 ABEBAAGORMAZNQuY2 LzLmS kY2 hi
YW x0aC5jb20gKENNUYBHUEEL plDxtYWShZ2VkZmlsZX Ry YW 5 2Zmivy OHI bGFSaGvh
bHRoLmMvbTelATcEEWECACEFAKTvhhOCGWMFCwkIBwIGFQeCCQoLBBYCAWECHEEC
F4AACEROrSIOPE4kGUT glggs mwmp MA LNy ExwwVOoTEfPMoVeSuc3MgCHNbuLRDIMP
EnyugeTvT1ZCAXMctDOY]gIDrl+bwiN034eL 5006 ChkEMGUEExBrmDTIyOKaem
emliMngN8VbUbRDIO/ zypvK+BE/UMO/gLmlPEbl6ZAsrdAnGhHdeColp3vWiBrT4H
uMEGEULsXDvXIHI4bgb0fSE2hL3wCvgkjLH/DddIKX YhOCzhEjpNSjDVr3ydasy
0oVP47PYOLEHIhSKXg0Fp+P /L7 UmdvEHBIMI7cKEbjC+ 1raWQn2gQDod OZUFdFOB
¥LLbfdceORz+1f2QYdIGKh 2 fyKuSTYipRreGHZ3gzz05b7kBDOROT4Yd AQgAZ oy T

Y1 WWTM By UFDE OjK YkitW pOfs S WY IWBHUG 157 duSEaSCIS 5 YoyyhAUquBo
tLuzBVleUiFm2j7¥HbSap3/glZwltuhAyQa+XpeDcDjCyEQ7E7+QokUD3IQmTVT V]
AEE3qzZh+UkscB+aYEDDYnuY3dnknd DYK7hOkldlgSegAUdSOLnhI4MiyfBiisQr
KSYMNC/mc/2t14bcWCwdneOggPCfh9gPghohDalthd EYUP4AnzPFeADanAmB+i5KY+
Sib4IFE2XBTw3HAG5D58E2 3nYEVIZIiEVZOQRMD52BfzUbets|06a2 yydhGXptcR2
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=elgD

11P65aPKEIBUXDWIGOARADABIQEfBBEBAZAIBOIO7AYdAhsMAADIEKDIOZ/OJBruU
HTEH/3LykhQnWeeVxr /IMrFtd h/SasrbVswo 2GAF+mSdryGWELIO25KxLCOObgla
1m/c8xG5 7 ILmVIXKwGEmdIKcWsW o G+IbOg5RAId320009 kUyNx X prPmusATT1b400f
n/ZpolMMOEDLm/YYnInNKbANwWBYSGlgZ02cOcYDKvy0BwaH4TO 27 MyFyxcuz2
avfsovglLdmeXrfAHmItM+CKpBSjte08hrlfotuBP/eol5+mFPrkdvoRwlL ATNS LW
dSIQHO1vFjvZuB00Uxzo U/ aESpdehlFirCvCullvludFe Rfur GbMIGDMMDZEsE]
rmXFUbgE38GCOk/dsedvn/ddhmw=

Mote: Login Credentials will be provided within 2 business days of receipt of this completed document.

Response File Push Destination (submitters FTP for response file)

URL of customer server to be pushedto | Click here to enter text
User Mame Click here to enter text
Password Click here to enter text
Directory Click here to enter text.

All file submitters must send an initial TEST batch N transaction file via FTP. This allows
RelayHealth to test connectivity and to review the batch file to ensure formatting is correct.

This file must contain TEST data as HIPAA does not allow production datain a test

environment.

Please contacttrooptesting@relavhealth.com for a test date/window.

Ith Batch N Transaction FTF Form

i
=2
o
a

I
1]
fie]
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