The following security alert was issued by the Information Security Division of the Mississippi Department
of ITS and is intended for State government entities. The information may or may not be applicable to the
general public and accordingly, the State does not warrant its use for any specific purposes.

DATE(S) ISSUED:
09/25/2014 - UPDATED

09/26/2014 - UPDATED

SUBJECT:

Critical Bourne Again SHell (BASH) Vulnerability Allows for Remote Code Execution

OVERVIEW:

A recent vulnerability has been discovered affecting the Bourne Again SHell (BASH). BASH is the default
command-line shell processor that is often run in a text window on Linux and UNIX systems. BASH allows
users to type commands that cause actions. In addition, BASH has the ability to read commands from a
scripted file. Based on the wide use of Linux and UNIX systems, it can be assumed that most distributions
running Linux and UNIX, as well Mac OS X, are likely vulnerable.

Successful exploitation could result in an attacker gaining the same privileges as the logged on user.
Depending on the privileges associated with the user, an attacker could then install programs; view,
change, or delete data; or create new accounts with full user rights.

THREAT INTELLIGENCE:

Exploit code is currently available and the vulnerability is actively being exploited.

25-SEPTEMBER-2014 - UPDATED THREAT INTELLIGENCE:

CIS has observed a number of partners being scanned for this vulnerability through our
monitoring services. Many of these scans appear to be coming from

security researchers. Currently, we do not have any reports of successful

exploitation against SLTT governments. We will continue to monitor the situation and provide
periodic updates.

There have been reports of incomplete patches, which do not completely mitigate the
vulnerability. Please check with the appropriate vendor to confirm that complete patches are
available. Some vendors are still in the process of developing patches for the impacted systems.




If your organization is using an impacted product for which a patch has not been issued, then
check with the vendor on a daily basis and patch immediately after appropriate testing.

26-SEPTEMBER-2014 - UPDATED THREAT INTELLIGENCE:

Over the last 24hrs, CIS monitoring has observed a significant increase in scanning activity, but
has not detected any successful exploitation. Multiple states have reported scanning activity for
this vulnerability, but as of yet, there are no reports of any successful exploitation against SLTT
governments.

Vendors are still pushing out patches to provide a complete fix for this vulnerability.
Please continue to check with the appropriate vendor to confirm that complete patches are
available.

The proof of concept code of this vulnerability has been implemented into Metasploit as two
modules. One module exploits CGl and the payload is sent in the user agent of the packet. The
other is arogue DHCP server that exploits dhclient hosts.

Security researcher Robert Graham is running an internet wide test for the vulnerability from IP
address 209.126.230.72 and shared a config file for masscan that allows anyone to do the same.
The script is available here: http://blog.erratasec.com/2014/09/bash-shellshock-scan-of-
internet.html#.VCXGHY62dy8 (CIS has not used or tested this tool and can not confirm the
accuracy of the results.)

An online tester is available at shellshocker.net. CIS has not used or tested this tool and can not
confirm the accuracy of the results.

SYSTEMS AFFECTED:

. Mac OS X

. Linux distributions

. UNIX distributions

. GNU BASH versions 1.14 through 4.3
RISK:

Government:



. Large and medium government entities: High

. Small government entities: High
Businesses:

. Large and medium business entities: High

. Small business entities: High

Home users: Low

TECHNICAL SUMMARY:

This vulnerability allows unauthorized remote parties to possibly bypass environment restrictions on a
network and execute remote code through the execution of various shell commands on vulnerable
systems. In order for the vulnerability to be exploited, specially crafted environment variables would need
to be created prior to calling the BASH shell.

The following possible attack vectors have been identified by Redhat security:

The ForceCommand in SSHD configurations, which provides limited command execution
capabilities for remote users.

Apache servers using mod_cgi or mod_cgid are affected if CGI scripts are either written in
BASH, or spawn subshells. Such subshells are implicitly used by system/popen in C, by
0s.system/os.popen in Python, system/exec in PHP (when run in CGI mode), and open/system
in Perl if a shell is used (which depends on the command string).

DHCP clients invoke shell scripts to configure the system, with values taken from a potentially
malicious server. This would allow arbitrary commands to be run, typically as root, on the
DHCP client machine.

Various daemons and SUID/privileged programs may execute shell scripts with environment
variable values set / influenced by the user, which would allow for arbitrary commands to be
run.

Any other application, which is hooked onto a shell or runs a shell script as using BASH as the
interpreter.

The following article contains an example of proof of concept code that can be used to check if your
systems are vulnerable.

https://securityblog.redhat.com/2014/09/24/BASH-specially-crafted-environment-variables-code-injection-
attack/




RECOMMENDATIONS:
The following actions should be taken:
Update vulnerable products immediately after appropriate testing.

Run all software as a non-privileged user (one without administrative privileges) to diminish the
effects of a successful attack.
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