The following security alert was issued by the Information Security Division of the Mississippi Department
of ITS and is intended for State government entities. The information may or may not be applicable to the
general public and accordingly, the State does not warrant its use for any specific purposes.
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DATE ISSUED: October 20, 2015
SUBJECT: New Oracle Quarterly Critical Patches Issued October 20, 2015
Critical patches were just released by Oracle as part of its quarterly patch release program.

According to Oracle, the update provides fixes for 154 new security vulnerabilities, affecting the
following products:

Oracle Database Server, version(s) 11.2.0.4, 12.1.0.1, 12.1.0.2

Mobile Server, version(s) 10.3.0.3, 11.3.0.2, 12.1.0.0

Oracle Access Manager, version(s) 11.1.2.2, 11.1.2.3

Oracle Business Intelligence Enterprise Edition, version(s) 11.1.1.7, 11.1.1.9
Oracle Endeca Server, version(s) 7.3.0.0, 7.4.0.0, 7.5.1.1, 7.6.1.0.0

Oracle Enterprise Data Quality, version(s) 8.1, 9.0, 11.1.1.7.4, 12.1.3.0.0
Oracle Exalogic Infrastructure, version(s) EECS 2.0.6.2.3

Oracle Fusion Middleware, version(s) 10.1.3.5,11.1.1.7,11.1.1.8, 11.1.1.9, 11.1.2.1,
11.1.2.2,11.1.2.3,12.1.2.0, 12.1.3.0

Oracle GlassFish Server, version(s) 3.0.1, 3.1.2

Oracle HTTP Server, version(s) 10.1.3.5, 11.1.1.7, 11.1.1.9, 12.1.2.0, 12.1.3.0
Oracle Identity Manager, version(s) 11.1.1.7, 11.1.2.2, 11.1.2.3

Oracle JDeveloper, version(s) 11.1.2.4.0, 12.1.2.0.0, 12.1.3.0.0

Oracle Mobile Security Suite, version(s) MSS 3.0

Oracle Outside In Technology, version(s) 8.5.0, 8.5.1, 8.5.2

Oracle Traffic Director, version(s) 11.1.1.7.0, 11.1.1.9.0

Oracle WebCenter Content, version(s) 10.1.3.5.1

Oracle WebCenter Sites, version(s) 7.6.2, 11.1.1.6.1, 11.1.1.8.0

Hyperion Installation Technology, version(s) 11.1.2.3

Enterprise Manager Base Platform, version(s) 12.1.0.4, 12.1.0.5

Enterprise Manager Ops Center, version(s) 12.1.0.1, 12.2.2

OSS Support Tools, version(s) prior to 8.8.15.7.15

Oracle E-Business Suite, version(s) 11.5.10.2, 12.0.6, 12.1.3, 12.2.3, 12.2.4
Oracle Agile Engineering Data Management, version(s) 6.1.2.2, 6.1.3.0, 6.2.0.0
Oracle Agile PLM, version(s) 9.3.3, 9.3.4

Oracle Configurator, version(s) 12.0.6, 12.1.3, 12.2.3, 12.2.4

Oracle Transportation Management, version(s) 6.1, 6.2

PeopleSoft Enterprise FIN Expenses, version(s) 9.2




PeopleSoft Enterprise FSCM, version(s) 9.2

PeopleSoft Enterprise HCM, version(s) 9.2

PeopleSoft Enterprise HCM Talent Acquisition Management, version(s) 9.2

PeopleSoft Enterprise PeopleTools, version(s) 8.53, 8.54

Siebel Applications, version(s) IP2014 PS10, IP2015 PS5

Oracle Fusion Applications, version(s) 11.1.2 through 11.1.9

Oracle Utilities Work and Asset Management, version(s) 1.9.1.1.2

Oracle Communications Convergence, version(s) 2.0, 3.0.1

Oracle Communications Diameter Signaling Router (DSR), version(s) 4.1.6 and prior,

5.1.0 and prior, 6.0.2 and prior, 7.1.0 and prior

Oracle Communications LSMS, version(s) 13.1

e Oracle Communications Messaging Server, version(s) 7.0.5, 8.0

e Oracle Communications Performance Intelligence Center Software, version(s) 9.0.3 and
prior, 10.1.5 and prior

e Oracle Communications Policy Management, version(s) 9.9.0 and prior, 10.5.0 and prior,
11.5.0 and prior, 12.1.0 and prior

¢ Oracle Communications Tekelec HLR Router, version(s) 4.0.0

e Oracle Communications User Data Repository, version(s) 10.2.0 and prior

e Oracle Retail Back Office, version(s) 12.0, 12.0IN, 13.0, 13.1, 13.2, 13.3, 13.4, 14.0,,
RM2.0

e Oracle Retail Central Office, version(s) 12.0, 12.0IN, 13.0, 13.1, 13.2, 13.3, 13.4, 14.0.,
RM2.0

e Oracle Retail Open Commerce Platform, version(s) 3.0

Oracle Retail Returns Management:, version(s) 12.0, 12.0IN, 13.0, 13.1, 13.2, 13.3,

13.4, 14.0., RM2.0

Oracle Java SE, version(s) 6ul01, 7u85, 8u60

Oracle Java SE Embedded, version(s) 8u51

Oracle JavaFX, version(s) 2.2.85

Oracle JRockit, version(s) R28.3.7

Fujitsu M10-1, M10-4, M10-4S Servers, version(s) prior to XCP 2271

Integrated Lights Out Manager (ILOM), version(s) 3.0, 3.1, 3.2

Solaris, version(s) 10, 11.2

Oracle FS1-2 Flash Storage System, version(s) 6.1, 6.2, 6.3

Oracle VM VirtualBox, version(s) prior to 4.0.34, prior to 4.1.42, prior to 4.2.34, prior to

4.3.32, prior to 5.0.8

MySQL Enterprise Monitor, version(s) 2.3.20 and prior, 3.0.22 and prior

e MySQL Server, version(s) 5.5.45 and prior, 5.6.26 and prior

Additional information can be obtained by visiting:
http://www.oracle.com/technetwork/topics/security/cpuoct2015-2367953.html
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