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A Case for Centralized Security Metrics Reporting
in State Governments

Introduction

In the words of Lord Kelvin, “If you cannot measure it, you cannot improve it.” This
maxim holds true today as it applies to information security and the need to accurately
measure an organization’s security posture. Meaningful security metrics are critical as
States grapple with regulatory and risk management requirements and diminishing state
coffers require shrewd security investments.

The Value of Security Metrics

Security metrics can be an invaluable resource for assessing the effectiveness of an
organization’s information security program. Meaningful metrics can be used to
continually improve a security program’s performance, substantiate regulatory
compliance, raise the level of security awareness among management and
stakeholders, and assist decision-makers with funding requests.’ Although some may
argue the value of metrics, leading corporations and entire industry sectors deem it the
only feasible means for managing information security risks.  Without metrics,
organizations are reduced to operating their security programs under FUD: fear,
uncertainty, and doubt.?

Road Map to Effective Metrics Reporting

Security is all about control and “security controls” are a key objective of any information
security program. Meaningful security metrics allow an organization to determine the
effectiveness of its security controls.> In order to effectively measure the security
posture of an organization, States must first ensure that the proper framework is in
place in order to derive meaningful metric data. This includes a security governance
model suited to the entity’s strategic and operational requirements. Such a model
should support implementation of practical information security policies and procedures,
consistent deployment of best practices and measures, and require strong executive
management support across the organization.®

Best practices dictate a model where “security is managed as an enterprise issue,
horizontally, vertically, and cross-functionally throughout the organization.*” This model
is better suited to enable consistent monitoring, measurement and reporting of an
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organization’s security posture. An article in CSO Magazine advocates centralized
governance or a somewhat hybridized model:

“This structure gives executive leadership and board better oversight as
there’s only one place to go to assess the posture of an organization.
Managing the controls once implemented is generally a unit-level function,
however monitoring and measuring the effectiveness of the controls
should be shared. While the business unit will likely want to monitor the
results, the central governance group will need insight as well. Reliable,
objective metrics will be required to assure senior leadership that the
program is effective. To ensure unbiased reporting, unit personnel should
have reporting relationship to the central governance body.”

However, some States’ security programs may be less mature, utilizing a more
distributed or ad-hoc model. While decentralization may allow flexibility and empower
individual business units, this model may adversely affect the organization’s ability to
assess and improve its security posture, particularly if there is not a consensus on the
implementation and measurement of security controls. As a best practice,
organizations should implement a high-level control over its security function that
includes a steering committee or equivalent body that has support from executive
management in order to coordinate information security activity throughout the
organization. In addition, information security activity should be coordinated in
individual business units.®

The Control Objectives for Information and related Technology (COBIT) considers an
organization to be at the high end of its maturity model when it integrates metrics across
all IT projects and processes and “the reporting of monitoring results is being
standardized and normalized.”” By implementing a consistent centralized reporting
mechanism, a State will facilitate the efficient and consistent collection of quantifiable
metrics to reach the overall goal, which is continuous process improvement.

The reporting of metrics is as important as the metrics themselves. To ensure the
quality and validity of metrics data, a State should have a standardized and clearly
defined metrics collection and reporting process in place. The National Institute of
Standards and Technology (NIST) advises:

“The importance of standardizing reporting processes cannot be
overemphasized . . . When organizations are developing and
implementing processes that may serve as inputs into an information
security measurement program, they must assure that data gathering and
reporting are clearly defined to facilitate the collection of valid data . . .
Establishment of an information security measurement program will
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require a substantial investment to ensure that the program is
implemented in a way that will maximize its benefits. Benefits of the
program are expected to outweigh the costs of investing resources to
maintain the program.®”

Summary

Security must be managed effectively in order to be measured effectively. As states
struggle to protect valuable information assets and justify risk-based decision making, a
centralized metrics reporting mechanism is crucial for producing meaningful metrics and
providing an ongoing assessment on the state of security.
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