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Agenda

• Session 1: An Overview of the Payment Card Industry

• Session 2: Self Assessment Questionnaire and PCI Scans

• Q & A



Application Security

• Application Vulnerabilities are on the rise

• Some estimate that more than 95% of all websites
are vulnerable to attack (SQL, XSS, etc.)

• Starting June 30th, 2008, the DSS requires:
1. A Web Application Firewall or
2. Periodic Secure Code review

• PCI recently released a new standard for third party
applications, called the PA-DSS



PCI DSS requirement 6.6



Web Application Firewall

• Imperva – Secure Sphere
• Barracuda - Web Application Gateway
• Bee Ware - iSentry
• Breach Security – Web Defend• Breach Security – Web Defend
• Citrix – Application Firewall
• F5 – Big IP Application Security Manager

Information Security Magazine review – March 2008



New Mandates



Application Security

•PA-DSS is an acronym for:
Payment Application - Data Security Standard

•The PA-DSS was just recently released

•The PA-DSS is based on the PABP v1.4 standard,
but with some changes and updates

•PABP was a Visa-only initiative. PA-DSS is a PCI
Council initiative that is recognized by all major
card brands



Application Security

• Using PA-DSS validated applications facilitates PCI
DSS compliance & supports the security of the CC
transaction.

• Beware of applications that aren’t PA-DSS/PABP• Beware of applications that aren’t PA-DSS/PABP
compliant because they may:

• Store magnetic stripe data in the merchant's network
after authorization;

• Require merchants to disable other features required by
PCI Data Security Standard, like anti-virus software or
firewalls, in order to get the POS application to work
properly; and/or

• Use unsecured methods to connect to the application to
provide support to the merchant.



www.visa.com/cisp



• Who does the PA-DSS apply to?

• What new requirement will become effective June 30th,
2008?

Key Points

2008?

• Where can you go to search for PABP compliant
applications, and certified Service Providers?



Final Thoughts



Latest Alerts



Visa’s Top Concerns



What We’ve Seen

• Supporting weak encryption protocol or ciphers (ie. SSLv2
or SSHv1)

• Default vendor configurations not changed (IIS, Apache)
• Unnecessary ports open (FTP, Telnet, SSH, RDP)• Unnecessary ports open (FTP, Telnet, SSH, RDP)
• Non-Microsoft applications are not updated
• Default accounts and passwords
• Unknown IP addresses
• Misconfigured firewalls
• Application/ Website vulnerabilities



Common CAPEX

1. Enterprise Firewall 1.3, 1.5
2. Personal Firewalls 1.3.9
3. Integrity Management 1.3.6
4. Centralized encryption management 3.44. Centralized encryption management 3.4
5. Anti-virus 5.1.1, 5.2
6. Application firewall 6.6
7. Multi-factor Authentication 8.2, 8.3
8. Logging and monitoring solutions 10.2, 10.5
9. IDS/IPS 11.4



Remember 8:35?

• What is the PCI DSS FAQ for SAQ’s (aka. ASA)?

• When does the PABP become the PA-DSS, and is it
still part of the CISP or is it now run by the PCI SSC?still part of the CISP or is it now run by the PCI SSC?

• How do you search for CVV2 or PAN in your CDE?


