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Your Re irements (Level 2,3,4)

If you STORE, PROCESS, or TRANSMIT cardholder data then:
1. You must meet the requirements of the PCI DSS
2. You must fill out a Self Assessment Questionnaire annually

3. You must have quarterly external network scans conducted by a
gualified ASV.
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What is the Data Security Standard (DSS)

What is the Data Security Standard (DSS)?

o 200+ Specific requirements rather than vague guidelines

 DSS applies to all merchants all major brands.

* Permits for “compensating controls” (a term often misunderstood)

* Includes technical configuration requirements, business justification, policies,
risk assessments, etc.

e NOTJUST AN I.T. ISSUE! — Finance, HR, Operations, Legal, etc.




6 Control jectives, 12 Requirements

Build and Maintain a Secure Network

Requirement 1: Install and maintain a firewall configuration to protect cardholder data

Requirement 2: Do not use vendor-supplied defaults for system passwords and other
security parameters

Protect Cardholder Data

Requirement 3: Frotect stored cardholder data

Requirement 4 Encrypt transmission of cardholder data across open, public networks

Maintain a Vulnerability Management Program

Requirement 5: Use and regularly update anti-virus software
Requirement 6: Develop and maintain secure systems and applications

Implement Strong Access Control Measures

Requirement 7: Restrict access to cardholder data by business need-to-know
Requirement &: Assign a unique 1D to each person with computer access
Fequirement 9: Restrict physical access to cardholder data

Regularly Monitor and Test Networks

Fequirement 10: Track and monitor all access to network resources and cardholder data

Requirement 11: Regularly test security systems and processes

Maintain an Information Security Polic /L
yrorey balfire

Requirement 12: Maintain a policy that addresses information security IT Governance and Compliance



Sample Requirements

1.1 Establish firewall and router configuration standards that include the
following:

1.1.1

1.1.2

1.1.3

1.1.4

1.1.5

1.1.6

A formal process for approving and testing all network connections
and changes to the firewall and router configurations

Current network diagram with all connections to cardholder data,
including any wireless networks

Requirements for a firewall at each Internet connection and between
any demilitarized zone (DMZ) and the internal network zone
Description of groups, roles, and responsibilities for logical
management of network components

Documentation and business justification for use of all services,
protocols, and ports allowed, including documentation of security
features implemented for those protocols considered to be insecure
Requirement to review firewall and router rule sets at least every six
months




PCI DSS Security Audit Procedures

PCI DSS REQUIREMENTS

TESTING PROCEDURES

12.1 Establish, publish, maintain,
and disseminate a security policy that

accomplishes the following:

12.1 Examine the information security policy and verify that
the policy is published and disseminated to all relevant

system users (including vendors, contractors, and business
partners)

12.1.1 Addresses all requirements
in this specification

12.1.1 Verify that the policy addresses all requirements in
this specification.

10.6 Review logs for all system
components at least daily. Log reviews mu
include those servers that perform security
functions like intrusion detection system
(IDS) and authentication, authorization, an

10.6.a Obtain and examine security policies and

st | procedures to verify that they include procedures to
review security logs at least daily and that follow-up to
exceptions is required

d
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Vigating the DSS

® Security i
Standards Council

Payment Card Industry (PCI)
Data Security Standard

Navigating PCI DSS

Understanding the Intent of the Requirements

Version 1.1
February 2008
Requirement Guidance
12.1  Establish, publizh, maintain, and dizzeminate a security | A company's information security policy creates the roadmap for implementing
policy that accomplizhes the following: secunty measures to protect its most valuable assets. 4 strong security policy
12.1.1 Addresses all reguirements in this sets the security tone for the whole company, and lets employeess know what
specification is expected of them. All employees should be aware of the sensitivity of data
. . and their responsibilities for protecting it
12.1.2 Includes an annual process that identifies . .
threats and vulnerabilifies. and resulis in a Security threats and protection methods evolve rapidly throughout the year.
formal rick assesament Without updating the secunty policy to reflect these changes, new protection

1243 Includes a review at least once a year and measures to fight against these threats will not exst.

updates when the envirchment changes.
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Quick Review

* The Data Security Standard (DSS) applies to everyone who
stores, processes, or transmits cardholder data.

*The DSS has:
6 Control Areas
12 General Requirements
200+ Specific Requirements

*The PCI Assessment Procedures is used by QSA'’s for formal
assessments, and provide testing criteria.

*Navigating the DSS is a document to help merchants with
understanding the requirements.
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What is the Self Assessment Questionnaire (SAQ)?
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Your Requirements (Level 2,3,4)

What you must do, and how you must validate are totally separate.

All merchants must be PCI compliant

Level 2, 3, and 4 merchants validate
compliance through the SAQ
and quarterly scans.

rAnnual Self-Assessment
Questionnaire

*Quarterly Network Scan by ASV.

sAnnual Self-Assessment
Questionnaire

*Quarterly Network Scan by ASV.

sAnnual Self-Assessment
Questionnaire

*Quarterly Network Scan by ASV.
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~ SAQ and ASA

e SAQ: Self Assessment Questionnaire / ASA: Annual Self Assessment

Available at www.pcisecuritystandards.org

SAQ:
Ual?dha?inn Description SEIEEtt.hE
Type a_pprnprlate
link below.
Card-not-present (e-commerce or mail/telephone-order) merchants,
1 all cardholder data functions outsourced. This would never apply to A
face-to-face merchants.
2 Imprint-only merchants with no electronic cardholder data storage B
3 Stand-alone terminal merchants, no electronic cardholder data B
storage =
1 Merchants with POS systems connected to the Internet, no electronic C
cardholder data storage =
5 All other merchants (not included in Types 1-4 above) and all service 0

providers defined by a payment brand as eligible to complete an SAQ.
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1.

Self-Assessment Questionnaire (SAQ) Frequently Asked Questions

What is the PCI DSS Self-Assessment Questionnaire?

The PCI Data Security Standard Self-Assessment Questionnaire is a validation tool intended to
assist merchants and service providers who are permitted by the payment brands to self-evaluate
their compliance with the Payment Card Industry Data Security Standard (PCI DSS). There are
four versions of the PC| DSS SAQ to choose from to meet your business need. .

See “Selecting the SAQ and Attestation that Best Apply to Your Organization” in the Self-
Assessment Questionnaire Instructions and Guidelines.
hitps://www.pcisecuritystandards.org/pdfs/instructions quidelines v1-1.pdf
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SAQ ‘(D”

PCl DSS Compliance - Completion Steps

1.

Complete the Self-Assessment Questionnaire (SAQ D) according to the instructions in the Self-
Assessment Questionnaire Instructions and Guidelines.

Complete a clean vulnerability scan with a PCI S5C Approved Scanning Yendor (ASY), and
obtain evidence of a passing scan from the ASY.

Complete the Attestation of Compliance in its entirety.

submit the SAQ, evidence of a passing scan, and the Attestation of Compliance, along with any
other requested documentation, to your acquirer (for merchants) orto the payment brand or other
requester (for service providers).

IT Governance and Compliance



e

niple Questions

Protect Cardholder Data

Requirement 3: Protect stored cardholder data
Question Response:
3.1 (a) |s storage of cardholderdata kept to a minimum, and is storage

amountand retention time limited to that which is required for
business, legal, and/or regulatory purposes?

(b) Is there a data-retention and disposalpelicy, and does it include
limitations as stated in (a) above?

3.2 Do all systems adhere to the fellowing requirements regarding
storage of sensitive authentication data?

3.2.1 Do not store the full contents of any track from the magnetic
stripe (that is on the back of a card, in a chip or elsewhere).
This data is alternatively called full track, track, track 1, track
2, and magnetic stripe data.

Yes No Special®

O O
[]
[]
O O
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Comp fnce/Non-Compl iance

Part 3a. Confirmation of Compliant Status

Merchant confirms:

]

OO O O

PCl D55 Self-Assessment Questionnaire D, Version (version of SAQ), was completed according to the
instructions therein.

All information within the above-referenced SAQ and in this attestation fairly represents the results of my
assessment in all material respects.

| have confirmed with my POS vendor that my POS system does not store sensitive authentication data
after authorization.

| have read the PCI DSS and | recognize that | must maintain full PClI DSS compliance at all times.

No evidence of magnetic stripe (i.e., track) data2, CAV2, CVC2, CID, or CVV2 data®, or PIN data* storage
subsequent to transaction authorization was found on ANY systems reviewed during this assessment.

IT Governance and Compliance



The following slides are VERY important



T hi s VERY important:

Storage Protection
Data Element Permitted Required
Primary Account Number Yes Yes
Cardholder Name Yes Yes '
Cardholder Data 1 1
Service Code Yes Yes
Expiration Date 1 Yes Yes'
. .
Sensitive Full Magnetic Stripe N/A
Authentication CAV2/CVC2/CVWV2/CID N/A
Data ?

PIN/PIN Block N/A

IT Governance an d Compliance



Don’t EVER keep TRACK DATA

MagnePrint

[

personal data

PCI prohibits merchants or
their agents from storing the
magnetic-stripe data after the
response to the authorization
request has been received.

Due to the serious nature of
compromising cardholder data,
Card Associations have
iImplemented substantial
penalties for non-compliance.
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Track 1 Data

=  Contains all fields of both track 1 and track 2
= Length up to 79 characters

b,
|VIOLATION TO STORE

. " .
10 20 30| 40| 50 56 |
. ._.I_T.T__ PURESEN g _-.!.. .._....|._ - S—— PSS iy r.dl.‘l . - - - ..|_ .T. - ...1...- |.. —p S E——- I--E -.--T--_--—I
BR4j0j0i04010 ‘2315{5 F FRUIBIL] G JIR| £ J ] Of HY N ‘I'.' MR (¥ «!-U‘fr;'l oj1101018 Tﬁx}-DE'.f:|Tﬁ|D ‘
p— _-_L._L.- . - . . . _.l _;_.J_.. - - - i ] | H " — - [ _l. ! [ : : - .
! - | L & J | Ll | Ll —  S— i
: 1
Format
Code
PAN _I
Separafor
Sumame CVWCVVe
Rosered
Title Separator For
_ proprelary use
Sufi of Card
Sumame Issuer
Separator
First Name
fradtrad
Tille
Title Sepavator
Expiration Dale

Service Code




Track 2 Data

= Shorter processing time for older dial-up transmissions
= |Length up to 40 characters

< OK TO STORE VIOLATION TO STOR_E’
10 20 30 40
4i0i10j0j0(0|112|3|4(B|6|T (891012 2]=10fA1]2|1|2|0j5]4|3]2]1|8]9|9(B|7|6
| 171 T — =
t Discretionary Data
PAN | (including CVV/CVC)
Separator —— ____ PIN Verification Data
Expiration Date __| Service Code

AgoAacgr €
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ClD CAVZ/CID/CVC2ICVVZ
{Amerncan Express) {&all other payment brands)

alijid &2 inel

L
=¥, B3 %

234
PAN 0000 0001 2345 G783

0e/07 02/10
MY CREDIT CARD :

Expiration date Magnetic stripe
(data on tracks 1 & 2)

Loalfre
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How do | know?

e Inventory all your data (including paper files).

« Search for *.log or *.txt
*Focus on large files, or files which are generated periodically.

« Search key terms “Card” “CC” “Credit Card” “Batch”
 \windows\system32\logfiles directory with a focus on the W3SVC1

« Within all sampled files search for “*" and “=" to help identify track
data.

« SQL queries “credit_card_data” “transaction_table”

e Search tools are available.
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'S Navis and RapidSAQ

Navis provides Coalfire customers with a robust suite of online tools to
manage their IT governance and regulatory compliance programs.
The platform allows you to not only manage compliance and audit plans,
regulated assets, and controls, but also manage your Coalfire services
and deliverables.
Structured, interactive engine walks users through process and
generates all appropriate documents
Based on your responses Rapid SAQ:
«Automatically determines the appropriate validation type (A, B, C or D)
for the merchant

*Presents only those required questions

*Removes questions that are not appropriate
Robust reporting with easy to read graphic stats
Track your compliance against industry trends

Can manage multiple entities from one management page (e.g.
franchises and/or multiple locations)



Coalfire’s Navis Platform

(= Navis - Windows Internet Explorer,

——
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Navis provides Coalfire customers with a robust suite of online tools to manage their IT Coalfire Systems Information o
. User Name
governance and regulatory compliance programs

Home Passy
Industries

Solutions & Services
Resources & Tools
Company Info

News & Events

rd

The platform allows you to not only manage compliance and audit plans, regulated assets, and
controls, but also manage your Coalfire services and deliverables

Click here to contact a Coalfire Sales representative today

Forget Your Password?
Click here to register for Coalfire Services

® & o & &0

Regquest Assistance?

© 2008 Coalfire Systems, Inc_ All rights reserved

@ Inkernet
= e
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What are Quarterly Network Scans?
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ning Procedures v1.2

Quarterly vulnerability scans (both internal and external) are required by
PCIDSS 11.2

External vulnerability scans are conducted over the Internet and
required to be performed by an ASV.

Internal vulnerability scans must be conducted against all CDE systems
and can be done by internal IT staff.

These scans are an indispensable tool to be used in conjunction with a
vulnerability management program. Scans help identify vulnerabilities
and miss-configurations of web sites, applications, and information
technology (IT) infrastructures.

Scan results provide valuable information that support efficient patch
management and other security measures that improve protection
against Internet and internal attacks.



e

'nfng Procedures v1.2

The PCI DSS requires all Internet-facing IP addresses as well
as internal CDE systems to be scanned for vulnerabilities.

In some instances, companies may have a large number of IP
addresses available while only using a small number for card
acceptance or processing. In these cases, ASV’s can help
merchants and service providers define the appropriate scope
for the external scan required to comply with the PCI DSS.

Ef/;f {j/{f/“f
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What type of ystems should be scanned?

1. Client provides the list of public IP addresses to scan to
an ASV.

2. A network probe discovers live devices.
3. The IDS/IPS must not interfere with the scan

4. You must scan all:

Web Servers

Application and Database Servers
Domain Name Servers

Mail Servers

All Virtual Hosts

Wireless Access Points

Routers and Firewalls

Operating Systems

ONOOhWNE
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_*?':Sample Report

Executive Summary

Coalfire Systems, Inc (Coalfire) has determined that the State of Mississippi - -
is COMPLIANT with the PCI scan validation requirement.

This report was generated by a PCI Approved Scanning Vendor, Coalfire Systems, under
certificate number 3782-01-02, within the guidelines of the PCI data security initiative.

An external vulnerability assessment of the State of Mississippi - _ was
performed for all systems within project scope. The purpose of this assessment was to identify
accessible systems and vulnerabilities on these systems from an untrusted network location,
such as the Internet. Identification of these vulnerabilities allows the organization to measure
itself against the PCI security program and take proactive remediation actions to maintain
adequate protection of cardholder data.

5,,//}{/}5
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ample Report

Summary of Compliance Status

PCI DSS Compliance Statuses of live IP addresses within project scope are listed in the
table below. The live IP addresses do meet minimum security standards as defined by the
PCI security program. Non-reporting IP addresses within project scope are listed in the Full
IP Assessment Scope section of this report.

PCI DSS Compliance Statuses

Overall VISA CISP Compliance Status “
Live IP Address Scanned Security Risk Rating VISA CISP Compliance
Status
.194 - Pass
.195 2.6 Pass
.196 - Pass
.197 - Pass
.198 - Pass
..200 - Pass
201 5.0 Pass
.202 - Pass
.203 - Pass
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Vulner,cﬂ)ility Severity Levels

Level Severity Description

5 Urgent Trojan Horses; file read and writes exploit, remote command
execution

4 Critical Potential Trojan Horses; file read exploit

3 High Limited exploit of read; directory browsing; DoS

2 Medium Sensitive configuration information can be obtained by hackers

1 Low Information can be obtained by hackers on configuration

IT Governance an d Compliance
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€ Wational Vulnerability Database CVSS Scoring - Windows Internet Explorer

— —

g- y - f@ htkp:fined. nisk, gov/cvss, chm?calculator adwvdver sion=2
File Edit Wew Faworites Tools Help
W %@Natiunal Yulnerability Database Y55 Scoring [ i
— A A A NIST

u DHS National Cyber Security Division/US- CEITI' Natlenal Institute of

Stondards and Technology

National \/ulner'ab. ' Database

automating vulnerability manage . ity measdrement, and compliance checking
Vulnerabilities Checklists Product [Ilctmnarv Impact Metrics Data Feeds Statistics
Home |ISAP/SCAP |scap validated Tools | SCAP Events |About |Cunta|:t |vendor Comments

Common Vulnerability Scoring System Version 2 Calculator

This page provides a calculator for creating CVSS vulnerability severity scores. Please read the CWSS standards guide
to fully understand how to score CVSS vulnerabilities and to interpret CWVSS scores.,

Update Scores Feset Scores View Eguations Environmental Score Metrics

CVSS Base Score Undefined General Modifiers
Impact Subscore Undefined ; -
P CollateralDamagePotential MNat Defined |
Exploitability Sub Undefined o r
R R bl TargetDistribution Mat Defined |
CVSS Temporal Score Undefined i o
CVSS Environmental Score Undefinad Impact Subscore Modifiers
Overall CVSS Score Undefined ConfidentialityRequirement | 1ot Defined v |
IntegrityRequirement - el
Base Score Metrics Lo '.r']'m Deﬁp_!_adl_:v.*
AvailabilityRequirement Mot Defined |~ | g/
Exploitability Metrics F : /j//f“,f/
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al and Operational

irements for ASV’s

Non-disruptive Nature of the ASV Solution

ASV solutions must provide only tests that do not damage the customers’
systems or data. Solutions must not cause an activity that would result in a
system reboot, or interfere with or change domain name server (DNS),
routing, switching, and address resolution. Root-kits or other software must
not be installed unless part of the solution and pre-approved by the customer.

The following are examples of some of the tests that are not permitted.:
¢ Denial of service (DoS)

¢ Buffer overflow exploit

e Brute-force attack resulting in a password lockout

e Excessive usage of available communication bandwidth



e

But therelare still risks with scans

* Routers/Firewalls
- Some can’t handle the traffic and have to be reset resulting in the
network going down.

e Operating Systems
- Some systems are built off older systems (like NT) and may
react strangely to scans (i.e. VOIP systems).

*Custom Web Application Checks (XSS, SQL)
- Scanning solutions are becoming more sophisticated at checking
application vulnerabilities. Web spidering, and SQL injection tests
may lead to denial-of-service type experiences.

Ef/;f {j/{f/“f
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| Key Points

Under what circumstance you can store sensitive
authentication data post authorization?

What is “sensitive authentication data™?
How can you search for sensitive authentication data?

What is the difference between the DSS, SAQ, and
scans?

Y /47
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End of Session 2

Next up... Application Security

HI, THIS 15

YOUR SON'S SCHOOL.

WERE HAVING SOME
COMPUTER TROUBLE.

\%m

OH, DEAR - DID HE
BREAK SOMETHING?

IN Ft wﬁ‘r'

%

DID YOU REALLY
NAME YOLR SON
Robert'); DROP
[ABLE Stwents;-~ 7

~ OH.YES LUTTE
ROBBY TABLES,
WE CALL HIM.

WELL, WEVE LOST THIS
YEARS STUDENT RECORDS.
I HOPE YOURE HAPPY.
‘ll AND T HOPE
= YOUVE LEARNED
TO SANMIZE YOUR
DATABAGE INPUTS.

5,,//}{/}5
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