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Agenda

•

• Session 2: Self Assessment Questionnaire and PCI Scans

• Session 3: Application Security• Session 3: Application Security

• Q & A



Terminology

What is the PCI DSS FAQ for SAQ’s (aka. ASA)?

When does the PABP become the PA-DSS, and is it
still part of the CISP or is it now run by the PCI SSC?still part of the CISP or is it now run by the PCI SSC?

How do you search for CVV2 or PAN in your CDE?



Trends in IT Security

Cash= $10,000 to $100,000 Identity Theft/Fraud = $$$ Millions



Its getting easier

High

Packet Forging

Back Doors
Sniffers

Stealth Diagnostics

DDOS

Trojan / Zombies

RootKits
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Exploits Required Knowledge

Password Guessing

Self Replicating Code

Password Cracking

Exploiting Known Vulnerabilities

Disabling Audits

Hijacking Sessions

S
o

ph
is

ti
ca

ti
o

n

Phishing

2010



Recent Data Breaches
www.privacyrights.org

9-Nov-08 City of Charlottesville
(Charlottesville, NC)

Two laptops containing voter registration information were
stolen from a building in Charlottesville sometime after the
polls closed. The information on the computers included
names, addresses, date of birth and DMV customer number.

25,000

12-Nov-08 Pinellas County and
Florida State agency offices

Documents with Social Security numbers, medical information
and other legally protected data were found in trash containers
at government buildings. Also found were hundreds of
improperly discarded records were found that included Unknown

21 Breaches during November, 17 Breaches during December
2 Breaches so far in January

improperly discarded records were found that included
medical data, privileged communications between attorneys
and clients, juvenile defendant records and child abuse
materials.

Unknown

2-Dec-08 Florida Agency for Workforce
Innovation

(Tallahassee, FL)

Employment information and more than a quarter million
Social Security numbers were posted online. The breach
occurred when several thousand Excel and text files
containing millions of employment records were posted in the
course of developing a new website.

259,193

2-Jan-09 Pepsi Bottling Group
(Somers, NY)

A portable data storage device, which contained personal
information, including the names and Social Security numbers
of employees in the US is missing or stolen. Unknown



Not Just Credit Cards



Compromise Trends

Visa “notable increase in compromise activity for 2007”

1. 83% of compromises are small merchants (Level 4)
(represent 32% of transactions)

2. Brick and mortar compromises involving full track data2. Brick and mortar compromises involving full track data
account for the majority of exposed accounts

3. Majority of compromise incidents involve use of vulnerable
payment applications

4. Unsecured remote access applications contribute to
compromises



Russian Hackers?



New Threats



Fun with Cell Phones



Phishing Attacks



On Wednesday, a man dressed as an armored truck employee with the company
AT Systems walked into a BB&T bank in Wheaton about 11 a.m., was handed
more than $500,000 in cash and walked out, a source familiar with the case said.

It wasn't until the actual AT Systems employees arrived at the bank, at 11501
Georgia Ave, the next day that bank officials realized they'd been had.

The Human Element

Georgia Ave, the next day that bank officials realized they'd been had.

http://www.wtopnews.com/?sid=1325660&nid=25



Market Prices for Data



Regulatory Drivers

• Escalating use of e-commerce / e-government

• Rapidly escalating information breaches

• More demanding regulatory pressures• More demanding regulatory pressures

• Reduce tolerance for service disruption

• Increasing financial liability due to data breach

• Rising expectations for data privacy from citizens



Regulatory Backdrop

1970-1980

2000-
Present

A Brief History ofA Brief History of
Regulatory TimeRegulatory Time

 COPPA
 USA Patriot Act 2001
 EC Data Privacy Directive

1980-1990

1990-2000

 Computer Security Act of 1987

 EU Data Protection
 HIPAA
 FDA 21CFR Part 11
 C6-Canada
 GLBA

 EC Data Privacy Directive
 CLERP 9
 CAN-SPAM Act
 FISMA
 Sarbanes Oxley (SOX)
 CIPA 2002
 Basel II
 NERC 1200 (2003)
 CISP
 Payment Card Industry

(PCI)
 California Individual

Privacy
SB1386

 Other State Privacy Laws



Emerging State Data Privacy Laws



Regulatory Backdrop

SOXSOX
Sarbanes Oxley, passed in 2002, implements new
requirements for companies that are publicly traded.
Section 404 specifically concerns itself with information
management, detailing IT safeguards that must be built
into financial reporting.

Any person that owns, maintains or otherwise possesses

SBSB
583583

GLBAGLBA

Any person that owns, maintains or otherwise possesses
data that includes a consumer’s personal information …
and was subject to a breach of security shall give notice
of the breach of security following discovery of such
breach of security.

The Gramm-Leach-Bliley Act requires protection of non-
public information and personal information of customers
and consumers. It established the Financial Privacy Rule,
Safeguards Rule, and Pretexting Protection.



Regulatory Backdrop

HIPAAHIPAA

Passed in 2002 in reaction to the growing trend in
the healthcare industry to move information online.
Improving business processes and communications
has great potential to improve patient care and
lower costs but it may also put electronic data at
risk.

FISMA was passed in conjunction with our

The major credit card companies, VISA,
MasterCard, and American Express, have all
initiated security programs to safeguard customer
accounts and to make using credit cards online
safer.

PCIPCI

FISMAFISMA
FISMA was passed in conjunction with our
homeland security laws in the wake of the terrorist
attacks of Sept. 11, 2001. The law has a number of
security objectives, including data confidentiality,
data integrity, and data availability, for government
computer networks.



The Payment Card IndustryThe Payment Card Industry



Who’s doing what?

1. Develops Standards

2. Establishes compliance requirements

3. Enforces requirements on merchants (i.e. cities)



Credit Card Processing

Acquirer
(Merchant Bank)

Card Holder
Network Issuer

(Issuing Bank)

Payment Gateway
(i.e. Verisign/Paypal)



Terminology

QSA Qualified Security Assessor
ASV Approved Scan Vendor
CVV2 Card Validation Value (3 Digit Number on Visa)
CVC2 Card Validation Code (3 Digit Number on MasterCard)
CID Card Identification Data (4 Digit Number on Amex/Discover)
PAN Primary Account Number
PABP Payment Application Best Practice
CVC/CVV Field stored on the magnetic stripe
Track Data Data stored on the magnetic stripe



What does the PCI SSC do?

1. Develops Standards

2. Establishes compliance requirements

3. Enforces requirements on merchants (i.e. cities)



PCI Data Security Standard



4 Security Standards

www.pcisecuritystandards.org



1. PCI Security Audit Procedures
2. Network Security Scan Requirements
3. Navigating the DSS
4. FAQ’s for SAQ’s

Supplemental Material

4. FAQ’s for SAQ’s
5. Penetration Testing Guidance
6. Web Application Firewall Guidance
7. Feedback Forms



Validation RequirementsValidation Requirements



What do the Card Brands do?

1. Develops Standards

2. Establishes compliance requirements

3. Enforces requirements on merchants (i.e. cities)



Merchant Levels
Defined by Card Brand

Level American Express MasterCard Visa

1
Merchants processing over
2.5 million AMEX card
transactions annually or any
merchant that AMEX
otherwise deems a Level1.

Merchants processing over
6 million MasterCard
transactions (all channels)
annually or compromised
merchants.

Merchants processing over 6 million
Visa Transactions annually, identified
by another payment card brand as
level 1, or merchants compromised
last year.

Merchants processing
50,000 to 2.5 million

Merchants processing 1
million to 6 million

Merchants processing 1 million to 6
million Visa transactions annually.

30

2
50,000 to 2.5 million
AMEX transactions
annually, or any merchant
that AMEX otherwise
deems a Level 2.

million to 6 million
MasterCard transactions
annually or any merchant
considered Level 2 by another
card brand.

million Visa transactions annually.

3
Merchants processing less
than 50,000 AMEX
transactions annually.

Merchants processing over
20,000 MasterCard e-
commerce transactions
annually.

Merchants processing 20,000 to 1
million Visa e-commerce transactions
annually.

4
N/A All other MasterCard

merchants.
Merchants processing less than
20,000 Visa e-commerce transactions
annually, and all other merchants
processing up to 1 million Visa
transactions annually.



What do the Bank’s do?

1. Develops Standards

2. Establishes compliance requirements

3. Enforces requirements on merchants (i.e. cities)



Merchant Validation Requirements
Enforced by Banks

Level American Express MasterCard Visa

1
•Onsite Review by a QSA.

•Quarterly Network Scan by ASV.

•Onsite Review by a QSA.

•Quarterly Network Scan by ASV.

•Onsite Review by a QSA.

•Quarterly Network Scan by ASV.

PCI DDS 11.2 requires that all merchants perform external network
Scanning from an Approved Scan Vendor (ASV).

32

2
•Quarterly Network Scan by ASV. •Annual Self-Assessment

Questionnaire

•Quarterly Network Scan by ASV.

•Annual Self-Assessment
Questionnaire

•Quarterly Network Scan by ASV.

3
•Quarterly Network Scan by ASV. •Annual Self-Assessment

Questionnaire

•Quarterly Network Scan by ASV.

•Annual Self-Assessment
Questionnaire

•Quarterly Network Scan by ASV.

4
N/A •Annual Self-Assessment

Questionnaire

•Quarterly Network Scan by ASV.

•Annual Self-Assessment
Questionnaire

•Quarterly Network Scan by ASV.



5 Keys to Success



1. Understand your Environment

• Hannaford’s Grocers – First “PCI-Compliant” merchant to suffer a
significant compromise. 4.2 million records stolen. Class action
law suits filed.

• Department of Veterans’ Affairs Chief Information Security Officer
resigned after a data breach involving more than 26 million vets

• DSW Shoe Warehouse, First time a Public Company 10Q reflected
a financial loss due to a privacy violation.

• ChoicePoint, the highest profile occasion where the FTC levies
fines based on references to “deceptive and unfair trade practice”
associated with a Data Privacy Breach.

• HM Revenue and Customs chairman resigned after the loss of
more than 25 million records on CD’s.



2. Quantify the risks

Compromised merchants automatically become Level 1



3. Understand your data

• Know where your sensitive data is

• Keep only the data you need … and encrypt it

• Enact strict guidelines for data access• Enact strict guidelines for data access

• Set clear objectives in realistically achievable
pieces
– There is no shortage of conversation and “quick fix”

solutions. Successful agencies/departments take a calm
and calculated approach, steadily tackling one attainable
goal at a time.



4. Go beyond the paper binders

The paper binder will not protect you on its own!

Risk Analysis
•Identification
•Categorize the risks
•Remediation plan

Prevention
•Controls
•Resources
•Training and Awareness

Infrastructure
•Networks (Firewalls, IDS/IPS)
•Servers (Patching, AV, Controls)
•Applications (Code Review, SDLC)



5. Executive Sponsorship

• The most successful security programs are those which gain
the interest of senior management - early on.

• Presentation of the department’s current (and needed)• Presentation of the department’s current (and needed)
security status to senior management.

• Insist that regular progress reports are given to the senior
management.



Key Take Aways

1. If a merchant is breached, how much will PCI SSC fine you?

2. What’s the validation difference between Level 2, 3, and 4
merchants?merchants?

3. What is an ASV? QSA?

4. What the difference between the DSS and the SAQ?



End of Session 1

How do you manage risk?


