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» Session 1: An Overview of the Payment Card Industry

e Session 2: Self Assessment Questionnaire and PCI Scans
» Session 3: Application Security

¢ Q&A
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Terminology

What is the PCI DSS FAQ for SAQ’s (aka. ASA)?

When does the PABP become the PA-DSS, and is it
still part of the CISP or is it now run by the PCl SSC?

How do you search for CVV2 or PAN in your CDE?
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Trends in IT Security

Cash= $10,000 to $100,000 Identity Theft/Fraud = $$$ Millions

@ﬂf jjf}“g

IT Governance an d Compliance



[ts getting easier
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cent Data Breaches

www.privacyrights.org

21 Breaches during November, 17 Breaches during December
2 Breaches so far in January

9-Nov-08 City of Charlottesville [Two laptops containing voter registration information were
(Charlottesville, NC) stolen from a building in Charlottesville sometime after the
polls closed. The information on the computers included
names, addresses, date of birth and DMV customer number.
12-Nov-08 Pinellas County and Documents with Social Security numbers, medical information
Florida State agency offices jand other legally protected data were found in trash containers
at government buildings. Also found were hundreds of
improperly discarded records were found that included Unknown
medical data, privileged communications between attorneys
and clients, juvenile defendant records and child abuse

25,000

materials.
2-Dec-08|Florida Agency for WorkforceEmployment information and more than a quarter million
Innovation Social Security numbers were posted online. The breach
(Tallahassee, FL) occurred when several thousand Excel and text files 259,193

containing millions of employment records were posted in the
course of developing a new website.

2-Jan-09 Pepsi Bottling Group A portable data storage device, which contained personal
(Somers, NY) information, including the names and Social Security numbers
of employees in the US is missing or stolen.

Unknown

[oalfire
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Just Credit Cards

(LY ERAHIL LT il I CAH CASHOUT BLOCKED EGOLD.FEE DEPEHDS OH BALAHCE.I WILL ALSO BUY AND IF
UR HOT UERIFIED IM HOT PAYIHG 15T7**!?

[EEHEAEE TRl Selling IHBOX HAILER (TEST to your inbox mail), Hacked Host
{cPanelX+FTP Access), c99 shell For scam page. Pagyment E-qgold.

(EGEA AR Am Verified USA Confirmer/Cashier I Confirm Orders From/To
Places And Cashout Dumps *+ Pin t+d's I Heed Credit Card Supplier All Shares fAre

[B8:82] = Quits: RuiZ147 {ruiz 147@Realunix.net-3FFEEE?D.multilinks.com} { RealUnix.Met IRCD

Server )

[B8:82] <Xuser>

GUHA ORI Selling Fresh & Uirgin Us F Full Info F and F cuv?2 F - Kids - n88bs
And Bullshiters Dont Hsg me *.

[B8:82] <Flander> Cashing out BLOCKED EGOLD ACCOUHTS //f Fees 15% /f/ Fast and Safe /f/
Contact me

M A RGO TR am Selling US Fresh Mail List 58mb - 3% for 1mb Selling Fresh UShA
Socks 2% Each Selling Mew *Commands Bot 285 Selling Inbox HMailer 5% Selling UK
Mail List Fresh & Unspammed 38k - 5% only Selling USA Upn 153% Have All Cardable Site
. Tested .. Ask Me For What u Want - 1% Only Selling UK Fullz With Pin - 18% Each
Selling Private Ha

[B8:82] * cintanet selling uk - us cve fresh and valid, paypal verified {only e-gqold
and no sample tested)

[B8:82] = Quits: lux (numaro@lux.Users.RealUnix.Het) (Client exited)

(RPN A EFILLIIE im selling BAHK LOES such as AU - Anz , Suncorp , Westpac,
Commonwealth — Uk - Hatwest , LLOYDS Halifax.,Co-Operative , Ca - Desjardins prices
in T depends of country log uw buy for more msg.me longtalkers and idiots dont
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Visa “notable increase in compromise activity for 2007”

1.

83% of compromises are small merchants (Level 4)
(represent 32% of transactions)

Brick and mortar compromises involving full track data
account for the majority of exposed accounts

Majority of compromise incidents involve use of vulnerable
payment applications

Unsecured remote access applications contribute to
compromises



Russian Hackers?

@ﬂf 24
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“New Threats

Best Buy Digital Photo Frames Shipped With Virus

Electronics retailer Best Buy has pulled a popular brand of digital photo
frames from its online and in-store shelves, following reports that many of

the devices shipped with computer viruses.

The affected frames are limited to a particular size of Best Buv's own

Insignia brand photo frames, the 10 4-ich version (modelz NS-DPF10A).

Best Buy spokesperson Nissa French said the virus was apparently
infroduced as some point in the mamifachuring process (the devices are
made in China).

FOCUSED ATTACK: Large-capacity hard disks often used by government agencies were found to

contain Trojan horse viruses, Investigation Bureau officials warned
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Fun with Cell Phones

= Totally Private!
= Totally Fun!
= Totally Legall

TRY IT NOW PURCHASE ACCOUNT PREQUENTLY | cusTOMER | T ORUNS
FREE SAMPLE CALL MINUTES LOGIN QUESTIONS SERVICE

SpoofCard allows me to make my calls truly private. | can display
any number on the Caller ID, Record my Calls and Change my Voice.
Whether for business or fun, it is inexpensive and easy to use!

v
~

PURCHASE ACCOUNT FREQUENTLY ASKED
MINUTES LOGIN QUESTIONS

%ﬁ’f 24
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Pishing Attacks

private Inbox|x
Mark Cho

Sir

| represent a top business executive | have a very
sensitive and private brief from this executive to ask
for vour partnership to re-profile funds over
USD$15,000.000,00

| will give the details, but in summary, the funds

are coming via a bank in western Europe.and this is
legitimate transaction Y ou will be paid 22%

for your "management/consultancy fees”, iIf | am able
to reach terms with yvou_ If yvou are ahle to work to
earn this fees, please write back immediately as and
provide me with your confidential telephone number_and
email address i will provide further details

Flease keep this close to your chest as much as
possible, we can not afford any problem

| look forward to it

Fegards

-l im i
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e Human Element

On Wednesday, a man dressed as an armored truck employee with the company
AT Systems walked into a BB&T bank in Wheaton about 11 a.m., was handed

more than $500,000 in cash and walked out, a source familiar with the case said.

It wasn't until the actual AT Systems employees arrived at the bank, at 11501
Georgia Ave, the next day that bank officials realized they'd been had.

http://mww.wtopnews.com/?sid=1325660&nid=25




Prices for Data

@50 Fact e i Pk =10f x|
File Edit Wiew Go Bookmarks Tools Help
i 2 : Ty PI L e ) IU T T T d
Available mfsf'g”a‘“re (no UsA 10 149000 149.00 cenire.
Available Visa:Signature; (ro UsA 100 9500.00 95.00
limits)
Available Visa Purchasing usa 10 1490.00 149.00 63KB
European and
Available Visa Business Debit UsA 40 1198.00 20 05 worldwide
countries -
Available Visa Business Debit UsA 100 240500 24.05 December 2002,
Available Visa Business Credit usA 40 1108.00 29905 We have a lot of
databases besides
Available Visa Business Credit UsA 100 2495.00 24 05 which it mentioned
—— above. From time to
Available = n“g'”ess USA 40 1108.00 20.05 time we shall change
bl and update the
Available Wit Paginess UsA 100 2495.00 24.95 databases. which are
unsorted accessible to free
Available MasterCard unsorted Usa 100 £95.00 6.95 . s
First paid - serve
Available gzﬁj‘ercam UsA 40 1198.00 29.95 first. No credits &
loans.
Available gifgercam USA 100 2495.00 24.05 You can choose the
MC Gold (balance ELENES Of ONE yp= Tor
Available s 00<0 USA 10 995.00 90 05 every order. Each
Mc;} |d (b} | order can not be less,
O alance = i i i
Available USA 100 £995.00 69.05 than is specified in the
$20-30.000) table at the left.
Available Diners Club USA 10 1199.00 119.90
Available Ef;;’;:g Lol UsA 40 £38.00 15.95 Visa
i i Signature
Available g'gﬁf"er Elainmk UsA 20 999.00 49.95 g
S card dumps
Available F | AmExunsorted UsA 50 997 50 19.95
Available F ~ .| AmExunsoried USA 100 1495.00 14.95
Available F : | AMEX Corporate USA 20 1599.00 70.95

MNow voll can by Visa |
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e

qula tory Drivers

e Escalating use of e-commerce / e-government
e Rapidly escalating information breaches

e More demanding regulatory pressures

e Reduce tolerance for service disruption

e Increasing financial liability due to data breach

e Rising expectations for data privacy from citizens



Regulatory Backdrop

1970-1980

1980-1990

v' Computer Security Act of 1987

A Brief History of
Regulatory Time

CURS

EU Data Protection
HIPAA

FDA 21CFR Part 11
C6-Canada

GLBA

v
v
v
v
v
v
v
v
v
v
v
v

<

COPPA

USA Patriot Act 2001

EC Data Privacy Directive
CLERP9

CAN-SPAM Act

FISMA

Sarbanes Oxley (SOX)
CIPA 2002

Basel Il

NERC 1200 (2003)

CISP

Payment Card Industry
(PCI)

California Individual
Privacy

SB1386

Other State Privacy Laws

g%’fg@“«f
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Emerging,S'tate Data Privacy Laws




Regulatory Backdrop

( N
Sarbanes Oxley, passed in 2002, implements new
requirements for companies that are publicly traded.
Section 404 specifically concerns itself with information
management, detailing IT safeguards that must be built
g ) into financial reporting.

Any person that owns, maintains or otherwise possesses
data that includes a consumer’s personal information ...
and was subject to a breach of security shall give notice
of the breach of security following discovery of such
breach of security.

The Gramm-Leach-Bliley Act requires protection of non-
public information and personal information of customers
and consumers. It established the Financial Privacy Rule,
Safeguards Rule, and Pretexting Protection.

5,,//}{/}5
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llatory Backdrop

Passed in 2002 in reaction to the growing trend in
the healthcare industry to move information online.
Improving business processes and communications
has great potential to improve patient care and
lower costs but it may also put electronic data at
risk.

FISMA was passed in conjunction with our
homeland security laws in the wake of the terrorist
attacks of Sept. 11, 2001. The law has a number of
security objectives, including data confidentiality,
data integrity, and data availability, for government
computer networks.

The major credit card companies, VISA,
MasterCard, and American Express, have all
initiated security programs to safeguard customer
accounts and to make using credit cards online

safer.
Lbalfire
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The Payment Card Industry
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Who’s doing what?

» Security
Standards CUL.HLI'

1. Develops Standards
- J

4 )
VISA (@ DISCOVER E
2. Establishes compliance requirements

- /

4 N
CHASE Bankof America %%
FIFTH T‘H['RI? B.AHK

N 3. Enforces requirements on merchants (i.e. cities) )

Lbalfire
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Credit Card Processing

— —
mr

Card Holder
Network Issuer

Acquirer (Issuing Bank)
(Merchant Bank)

[ 1l

‘;;g 8 Payment Gateway
< (i.e. Verisign/Paypal)




“Terminology

"QSA Qualified Security Assessor

"ASV Approved Scan Vendor

"CVV2 Card Validation Value (3 Digit Number on Visa)

"CVC2 Card Validation Code (3 Digit Number on MasterCard)

=CID Card ldentification Data (4 Digit Number on Amex/Discover)
"PAN Primary Account Number

"PABP Payment Application Best Practice

*CVC/CVV Field stored on the magnetic stripe
*Track Data Data stored on the magnetic stripe

IT Governance an d Compliance



Whatidoes the PCl SSC do?

» Security
Standards Council

1. Develops Standards
- J

Y /47
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PCI Data Security Standard Pl s

PCI
Data Security Standard

PCIDSS PCI DSS
Self-Assessment Related Documents

Mavigating PCI DS5:
Understanding the
Intent of the
Requirements

Self-Assessment
Questionnaires
A through D

PCI DSS Glossary,
Abbreviations,
and Acronyms

Attestations
of Compliance

IT Governance and Compliance



Security
Standards Cf.:-l..nul

CONTACT Us PRIVACY POLICY TERMS AHD COMDITIONS

» Security
Standards Cun_.nl:ll

‘

About Us | Participation ecurity Standards | \esources | Traiming | Programs | Mews and Bvents

PCI D55

. SSESSMEn as a Participating Organization
PCI Security Standar ionnai e

Questionnaire

. . PIN Entry Devices )
The PCI Security Standards Council is a o FAQs

development, enhancement, storage, di\sEREW =y W aalle=la

security standards for account data protoNgsEle] Security Standard il e M S S
(PA-DSS) Security Standards Council

The PCI Security Standards Council’s mission M \ Frequently Asked Questions and

account data security by fostering broad adoption FCI Security General Information.

Standards. The organization was founded by American Express, Discover

Financial Services, 1CB International, MasterCard Worldwide, and Visa Inc.

Recent News

- - PCI Security Standards
PCI Data Secunty Standard PIN Entry Devices Program el o e
The PCI DSS is a multifaceted The Payment Card Industry ( New Payment Application Data
security standard that includes has initiated a collaboratiy Security Standard
reguirements for security to address common industry Mzy 7, 2003

WWW.pcisecuritystandards.orqg EN /} {{W
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Security

Standards Council

Payrniett Card Erwtuiry Secusity Auit Procedores sod Reperting

Pl T oy S LY I P e e e o P P Lol vty #

PCI Security Audit Procedures e
Network Security Scan Requirements —
Navigating the DSS

Paymant Card Isdustry Dals Secunity Srandand

By g Wpmraen @ B vrn st

- Bt

Ny kb=

FAQ's for SAQ’s — =
Penetration Testing Guidance e, || (S -
Web Application Firewall Guidance i I e S—
Feedback Forms ™| e

Sy Ermema mr pres s e e

S
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Validation Requirements
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What d5 the Card Brands do?

4 N\

VISA @) DISCOVER E

2. Establishes compliance requirements
- /
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_evel

1

Merchant Levels
Defined by Card Brand

American Express
Merchants processing over
2.5 million AMEX card
transactions annually or any
merchant that AMEX
otherwise deems a Levell.

Merchants processing
50,000 to 2.5 million
AMEX transactions
annually, or any merchant
that AMEX otherwise
deems a Level 2.

MasterCard

Merchants processing over
6 million MasterCard
transactions (all channels)
annually or compromised
merchants.

Merchants processing 1
million to 6 million
MasterCard transactions
annually or any merchant
considered Level 2 by another
card brand.

Merchants processing over 6 million
Visa Transactions annually, identified
by another payment card brand as
level 1, or merchants compromised
last year.

Merchants processing 1 million to 6

million Visa transactions annually.

Merchants processing less
than 50,000 AMEX
transactions annually.

Merchants processing over
20,000 MasterCard e-
commerce transactions
annually.

Merchants processing 20,000 to 1
million Visa e-commerce transactions
annually.

N/A

All other MasterCard
merchants.

Merchants processing less than
20,000 Visa e-commerce transactions
annually, and all other merchants
processing up to 1 million Visa
transactions annually.




What do the Bank’s do?

4 N
CHASE © Bankof America %%
F[F‘!‘H T"H[HE? B.AHK
N 3. Enforces requirements on merchants (i.e. cities) y




Merchant¥alidation Requirements

_evel

1

Enforced by Banks

PCI DDS 11.2 requires that all merchants perform external network
Scanning from an Approved Scan Vendor (ASV).

American Express
Onsite Review by a QSA.

Quarterly Network Scan by ASV.

Quarterly Network Scan by ASV.

MasterCard
*Onsite Review by a QSA.

eQuarterly Network Scan by ASV.

eAnnual Self-Assessment
Questionnaire

eQuarterly Network Scan by ASV.

*Onsite Review by a QSA.
eQuarterly Network Scan by ASV.

eAnnual Self-Assessment
Questionnaire

eQuarterly Network Scan by ASV.

eQuarterly Network Scan by ASV.

eAnnual Self-Assessment
Questionnaire

eQuarterly Network Scan by ASV.

eAnnual Self-Assessment
Questionnaire

eQuarterly Network Scan by ASV.

eAnnual Self-Assessment
Questionnaire

eQuarterly Network Scan by ASV.

eAnnual Self-Assessment
Questionnaire

eQuarterly Network Scan by ASV.




5 Keys to Success

Y /47
WAL/ €
IT Governance and Compliance



. 1. Understand your Environment

e Hannaford’s Grocers — First "PCI-Compliant” merchant to suffer a
significant compromise. 4.2 million records stolen. Class action
law suits filed.

e Department of Veterans’ Affairs Chief Information Security Officer
resigned after a data breach involving more than 26 million vets

e DSW Shoe Warehouse, First time a Public Company 10Q reflected
a financial loss due to a privacy violation.

e ChoicePoint, the highest profile occasion where the FTC levies
fines based on references to “deceptive and unfair trade practice”
associated with a Data Privacy Breach.

e HM Revenue and Customs chairman resigned after the loss of
more than 25 million records on CD’s.



24 uantify the risks

Compromised merchants automatically become Level 1

Prohibited Data (Magnetic Stripe. CVV2 or PIN Data)
Merchants are prohibited from storing full track data, CVV?2 or PIN data. Under Visa's PCI CAP, fines will be
assessed on acquirers for both Level 1 and Level 2 merchants who store prohibited data based on the following:

PCI Level Fines & Fees Validation Deadline
Level 1 Up to $10,000 per month (during the first three September 30, 2006
months)
Level 1 & Level 2 Up to $10,000 per month for Level 1 merchants and | March 31,2007
(Newly identified in 2006) up to $5,000 per month for Level 2 merchants
(during the first three months)

@ﬁnﬁ will be escalated after three months for non—compi:’amme@

PCI DSS Full Compliance
Accelerated enforcement dates for acquirers to validate full PCI compliance for Level 1 and Level 2 merchants:

PCI Level Fines & Fees Validation Deadline
Level 1 /-36_55,000 per monﬁ September 30, 2007
Level 2 \ $5,000 per month / December 31, 2007

All fines, fees and reimburse
compliance will b

'd organizations against Bank of America for non
‘eimbursed by merchants from sources available to us.

Moreover, effective October 1, 2007, non-compliant merchants will(no longer qualify for Visa's tiered @

programs.

—




jderstand your data

e Know where your sensitive data is
e Keep only the data you need ... and encrypt it
e Enact strict guidelines for data access

e Set clear objectives in realistically achievable
pieces

— There is no shortage of conversation and “quick fix”
solutions. Successful agencies/departments take a calm
and calculated approach, steadily tackling one attainable
goal at a time.

Y /47
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4. Go Beyond the paper binders

The paper binder will not protect you on its own!

Risk Analysis
eIdentification
eCategorize the risks
eRemediation plan

Prevention
eControls
eResources
eTraining and Awareness

Infrastructure
eNetworks (Firewalls, IDS/IPS)

eServers (Patching, AV, Controls)
eApplications (Code Review, SDLC)



. 5. E cutive Sponsorship

e The most successful security programs are those which gain
the interest of senior management - early on.

e Presentation of the department’s current (and needed)
security status to senior management.

e Insist that regular progress reports are given to the senior
management.

overnance an d Compliance



' Take Aways

If a merchant is breached, how much will PCI SSC fine you?

What's the validation difference between Level 2, 3, and 4
merchants?

What is an ASV? QSA?

What the difference between the DSS and the SAQ?

Y /47
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End of Session 1

How do you manage risk?

IT Governance and Compliance



