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Message from the Executive Director  

December 31, 2016  
 
 
I am pleased to present the 2017 ï 2019 State of Mississippi Strategic Master Plan for 
Information Technology.  The Mississippi Department of Information Technology 
Services (ITS) strives to provide trusted technology resources and services that offer 
proven value to all stakeholders in Mississippi government.  To meet that objective, 
the development and publication of the Strategic Master Plan seeks to outline current 
strategic initiatives of ITS, in conjunction with needs of state agencies, with 
achievement oriented goals and strategies set to optimize information technology (IT) 
services for the State of Mississippi. 
 
Today, no one disputes that state governments need to be focused on cybersecurity.  
Given its current trajectory, cybersecurity risk in state governments is unlikely to 
dissipate, and will likely grow, largely a result of the increase in innovation and use of 
technology and data.  As outlined in the work by National Governor's Association 
(NGA), a robust governance structure for cybersecurity is a foundational element in 
the development of a common, shared framework to prepare for, respond to, and 
mitigate cybersecurity risks.  In 2016, the NGA unveiled the Chairôs Initiative, Meet the 
Threat: States Confront the Cyber Challenge, placing states at the center of finding 
solutions to increasingly sophisticated cyber threats.   
 
Together, we are aware that the unauthorized disclosure, theft, loss, destruction or 
alteration of information would disrupt the financial stability of state government, 
deteriorate user confidence and limit the Stateôs ability to continue to provide mission 
critical services.  And, together, we must continue the work of providing concrete, 
strategic solutions to diminish cybersecurity risks.   
 
On behalf of the Mississippi Department of Information Technology Services, I look 
forward to our continued work together in advancing the goals and strategies 
presented in this plan. 
 
Sincerely,  

 
Craig P. Orgeron, Ph.D. 
Executive Director 
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PURPOSE AND CONTEXT 
 
The 2017-2019 State of Mississippi Strategic Master Plan for Information Technology is 
intended to assist state governmentôs technology and business leaders in making 
informed technology decisions.  It establishes a common set of statewide strategies and 
goals for the stateôs information technology (IT) enterprise over the next three years. 
 
As part of the statewide IT planning process, selected goals and strategies have been 
updated and/or restructured, and new goals have been added to assist the Mississippi 
Department of Information Technology Services (ITS) in driving towards and delivering 
the most efficient and effective services set forth in this plan.  ITS endeavors to work 
collaboratively with state agencies, universities, public education, and other public 
entities in Mississippi to focus on excellence through quality of service, responsiveness, 
innovation, professionalism, and teamwork. The 2017-2019 State of Mississippi 
Strategic Master Plan for Information Technology should serve as a guide to 
government agencies in not only selecting technology that supports their existing 
business operations but also foster innovation into the digital transformation of 
government services. 
 
The development of Mississippiôs 2017-2019 goals and strategies are guided by the 
following technology leadership principles: 

× Delivering state government business outcomes, goals and objectives 
supported by technology strategies that have a sound business case before 
new investments are made 

× Maintain flexibility with accountability in order to respond to new service needs 

× View IT in Mississippi government from the perspective of the entire enterprise, 
aggregating resources, where feasible, in order to reduce duplication, increase 
efficiency and effectiveness, and increase purchasing power 

× Foster a culture that recognizes the need for investing in information security 
resources and implementing information security strategies 

× Employ enterprise solutions capable of reducing the evolving threat and to 
protect Mississippi governmentôs informational assets 

× Recognize that IT is a statewide resource where technology investments 
should be aligned with strategic goals of the State 

× Develop a process that fosters intergovernmental cooperation to share 
information easily within government organizations and with outside partners 

× Employ technology that is flexible and interoperable so that changing business 
needs can be responded to quickly and efficiently 

× Recognize that many agencies have substantial investments in existing 
technology, and devise strategies that leverage those investments when 
practical 

× Develop an IT workforce with the skills required to develop, manage, and fully 
utilize the state's IT enterprise 

 
The Strategic Master Plan does not replace the business-oriented plans of individual 
state agencies. As a companion planning document, it assists agencies in aligning their 
use of technology with the direction established for the stateôs IT enterprise. 
Technologies highlighted in this plan can be used by all state agencies regardless of 
their mission or complexity. 
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INVESTMENT MODEL FOR ENTERPRISE 

INFRASTRUCTURE 
 
To ensure the effective and efficient use of public funds, ITS collaborates across state 
and local government agencies to effectively manage and deliver statewide IT services 
and technologies that are beneficial, secure, accessible, and that leverage the 
enterprise statewide shared infrastructure and architecture.  
 
Complimentary to the technology leadership standards, ITS has outlined seven guiding 
principles for shared technology infrastructure. These principles provide the rationale for 
adherence, serve as starting points for difficult evaluations and decisions, and guide the 
design and selection of shared technology components: 
 

× IT is an enterprise-wide resource; 
therefore, IT investments will be aligned 
with the strategic goals of the State of 
Mississippi through planning and 
enterprise architecture processes 

× Statewide IT infrastructure and 
architecture will support Mississippiôs 
long-term government business strategies 
and plans 

× Statewide IT solutions that deliver 
products and services to stakeholders will 
leverage the shared technology 
infrastructure 

× Statewide IT infrastructure and 
architecture will be adaptive and evolve to 
accommodate changes in business and 
technology 

× Statewide IT solutions will be based upon 
industry standards and proven 
technologies that leverage the state IT 
infrastructure and architecture 

× Statewide IT solutions will actively seek 
opportunities to implement common sets 
of shared technologies and services used 
across multiple agencies 

× Statewide IT infrastructure and 
architecture will provide a reliable, secure, 
and highly-available network and 
technological infrastructure 

Deployment of 

innovative 

technology solutions 

will expand access 

to information and 

services, equip 

employees with the 

tools needed to 

accomplish their 

jobs, and improve 

decision making 

within organizations. 
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Infrastructure provides a statewide framework to achieve these principles and presents 
a vision of a flexible and innovative shared services and technology infrastructure.  The 
Investment Model is comprised of three layers: 
 

× The Statewide Infrastructure Layer includes: Managed Service Delivery, 
which encompasses State Data Center services; communications technology 
services; ms.gov; and shared applications. 

× The Enterprise Layer represents the areas where ITS and agencies work 
together to leverage Mississippiôs technology investment.  Another aspect of 
the Enterprise Layer is to ensure that effective and innovative solutions are 
identified and broadly communicated as best practices across the enterprise.  
Partnerships are an essential element of the Enterprise Layer as Mississippi 
government seeks to fully leverage the shared services and technology 
infrastructure. 

× The Agency Layer represents agenciesô business lines.  It encourages 
creative approaches and supports an innovation-centered environment where 
individual agencies have the time and resources to focus on creative business 
solutions.  

 
By utilizing the shared services depicted in the bottom layer of the model and by 
leveraging the statewide enterprise policies, best practices, standards, partnerships, 
and blueprints reflected in the middle layer, individual agencies are able to innovate 
with creative solutions that focus on fulfillment of their agencyôs core missions while 
taking advantage of enterprise statewide technology architecture.  Deployment of 
innovative technology solutions will expand access to information and services, equip 
employees with the tools needed to accomplish their jobs, and improve decision making 
within organizations. 
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CURRENT IT OUTLAY IN MISSISSIPPI 
 
The spend reflected in this section is as categorized in Mississippiôs Accountability 
System for Government Information and Collaboration (MAGIC) and is only as accurate 
as the information entered by the state agency at the time the funds were 
expended.  Payments to vendors by schools, libraries, community colleges, universities, 
and other governing authorities are not included in the noted expenditures. Additionally, 
the personnel category is not expenditures but an annualized projection of IT filled and 
vacant positions as of October 31, 2016.   
 
  
  IT OUTLAY BY STATE AGENCIES ς FY2016 

Equipment ...................................................................................... $30,777,513 

Hardware Maintenance and Support. ............................................ $11,452,432 

Personnel ....................................................................................... $78,438,012 

Professional Services and Training ............................................... $51,471,170 

Software Acquisition / Licensing and Maintenance ....................... $53,348,489 

Telecommunications ...................................................................... $20,977,644 
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STRATEGIES 

¶Develop a technology blueprint that drives improved IT coordination and investment 

¶Facilitate and coordinate inclusive planning and outreach processes across state government 

¶Continue emerging technology research and strategic private sector relationships 

¶Provide effective communications via media-related activities to improve communication with all 
partner agencies, advance agencyôs mission and vision, and encourage public interaction 

Promote Statewide Sharing of Information Technology Between all State Agencies to Foster a 

Collaborative Approach to Innovative and Digital Transformation of Government 

GOAL 4 
 

GOAL 2 
 

STRATEGIES 

¶Implement and promote digital government and mobile solutions to deliver public sector services 

¶Implement an effective and efficient enterprise email service for state government 

¶Investigate, propose, and implement an effective and efficient enterprise disaster recovery 
service 

¶Investigate, propose, and implement an effective and efficient enterprise hybrid cloud solution for 
state government 

 

Investigate, Develop, and Promote Enterprise Business and Technology Solutions to Maximize the 
Benefits of Shared Services 

STRATEGIES 

¶Initiate innovative and collaborative procurement strategies and practices 

¶Raise awareness and seek alignment of the IT investment process 

¶Enhance contract management strategies and practices 

¶Provide innovative and timely information technology training to state employees 

Promote the Funding, Procurement, and Management of Information Technology as a 

Strategic Investment 

GOAL 3 
 

MISSISSIPPI STRATEGIC MASTER PLAN FOR IT 
EXECUTIVE SUMMARY 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

STRATEGIES 

¶ Utilize fully the Primary and Co-Processing Data Centersô technology infrastructure services 

¶ Provide, manage, and facilitate efficient and cost-effective usage of telecommunication services 

¶ Provide, protect, and support enterprise technology infrastructure components to strengthen the 
security posture of the state 

 

GOAL 1 
 

Provide, Protect, and Support Enterprise Technology Infrastructure Components to Enable the 
Effective and Efficient Use of Information Technology 
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MISSISSIPPI IT GOALS & STRATEGIES 
 

GOAL  
PROVIDE, PROTECT, AND SUPPORT ENTERPRISE TECHNOLOGY 

INFRASTRUCTURE COMPONENTS TO ENABLE THE EFFECTIVE AND 

EFFICIENT USE OF INFORMATION TECHNOLOGY 

Utilize fully the Primary and Co-Processing Data Centersô 
Technology Infrastructure Services 

In recent years, many state IT organizations have seen a proliferation of 
redundant IT hardware and software resources implemented to address 
state agenciesô specific needs. This proliferation has resulted in state 
agency hardware and software infrastructures with independent 
operations and a broad range of technical environments, service levels, 
and security standards. Often, these disparate environments are more 
expensive to maintain and operate than a federated statewide system.  
This fragmentation creates a duplication of effort and can present a 
challenge for statewide disaster preparedness and response. Fully utilizing 
the investment in the State Data Centers is a critical step toward helping 
government build a more secure, agile, and cost-effective infrastructure for 
the delivery of government services. 

× Investigate and implement a cloud-based Disaster Recovery for 
Open Systems or a dedicated Disaster Recovery collocated 
infrastructure to reduce cost and provide opportunity for all agencies 
to directly subscribe to the service as deemed necessary for support 
of their program areas 

× Investigate and implement alternative storage strategies in the Open 
Systems and Mainframe environments, potentially including pay-as-
you-grow and hybrid solutions, to enhance service delivery and 
increase scalability 

× Provide planning and technical leadership to agencies in mission 
critical re-platforming and modernization initiatives, porting 
mainframe applications to a new environment, most commonly to 
UNIX and Wintel environments 

× Implement and expand Storage Area Network (SAN) environments 
by upgrading SAN fabric switches, adding tape capability, and 
increasing online storage capacity 

× Expand Disaster Recovery Services to include options for direct 
subscription by non-covered agencies, while enhancing and 
reevaluating business continuity and disaster recovery processes 
and software environments 

Strategy 

Action: 
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× Implement a Configuration Management Database System 
interfacing with the Service Center System, to assist with help-desk 
ticket creation and verification of hardware and software 
components, expanding the Service Center to provide partner 
agencies with a single point of contact for system monitoring, ticket 
tracking, and knowledge database 

× Build on the benefits of implementing ITIL best practices for incident 
management, service request management, problem management, 
and change management 

× Provide secure and accessible hosting services in support of the 
Mississippi Interactive (MSI) infrastructure to support the ms.gov 
state portal and associated applications  

× Expand the usage of Linux on zSeries and Intel platforms, as well as 
migrate candidate applications to the Linux environment after 
completing appropriate analysis 

× Continue and enhance the implementation of Windows and Unix 
applications on platforms that leverage standard virtualization 
technologies and tools 

× Research, select, and implement toolsets to provide seamless web 
access to legacy data residing on any enterprise server 

× Enhance and expand the use of enterprise performance monitoring 
software across all technology stacks 

× Develop, maintain, and test disaster recovery and business 
continuity processes and procedures for critical enterprise state 
network infrastructure 

Provide, Manage, and Facilitate Efficient and Cost-Effective 
Usage of Telecommunications Services 

Statewide voice and data communications are provided for state entities 
and local governing authorities within the Capitol Complex, the Greater 
Jackson Area, and across the state through a combination of vendor 
contracts and directly managed services. The current contract for 
statewide voice and data communications leverages the stateôs aggregate 
buying power to ensure that the best possible rates and universal service 
offerings are available to government entities. This long term contract 
includes access to local and long distance telephone services, dedicated 
Internet, broadband data network services, and router management 
services. Telecommunications services provided directly to agencies 
within the Capitol Complex include access to the Capitol Complex fiber 
network, telephone system, voicemail, and high-speed network 
connectivity to the State Data Centers, Internet, and the Mississippi 
research network (MissiON).  

× Manage the Statewide Multi-Protocol Label Switching (MPLS) data 
communications network and related contracts 

× Manage and maintain the core data center network and metro area 
fiber network 

Strategy 

Action: 
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× Manage and maintain the statewide enterprise telephone system 

× Provide agencies and institutions throughout the state with cost-
effective telecommunications services (voice and data) that support 
the missions and objectives of state government 

× Provide agencies and institutions with statewide access to the 
Internet and computing resources through the stateôs shared data 
network infrastructure 

× Enhance the stateôs communications infrastructure (voice and data) 
to expanded services and provide reliable, secure communications 
access to state resources and mission critical applications 

× Perform annual needs assessments and upgrades to state 
communications resources at the enterprise level 

× Install and maintain the copper and fiber cabling infrastructure in and 
between all State buildings in the Capital Complex area 

× Provide statewide contract for audio, web, and desktop video 
conferencing  

× Monitor, enhance, and modify all telecommunications networks to 
maximize utilization and decrease operational overhead 

× Migrate and consolidate legacy vendor billing for telecommunications 
services to state approved contracts 

× Promote access and use of the state telecommunications contract 
for governing authorities to improve infrastructure and services and 
reduce telecommunications expense at the local level 

× Manage the implementation of technically sound and cost-effective 
communications platforms at all newly constructed or renovated 
facilities through inter-agency policies and procedures 

× Coordinate relocation of communications services for all agencies 
impacted by new building and renovation activities 

× Provide value-added services to our clients such as end-user 
training, enhanced billing services, system administration, network 
monitoring, and on-going project management 

× Examine security functions and services for core voice 
communications platforms  

× Implement Voice over Internet Protocol (VoIP) and other real-time 
applications, where appropriate 

× Coordinate the transition to ITS managed, vendor-provided services 
to better utilize ITS Telecommunications resources and manage 
costs related to inventory, support, and maintenance of the statewide 
network 

× Incorporate new and proven industry standards in 
telecommunications technologies to enhance the service and 
delivery needs of the state 

× Perform billing reconciliations on telecommunications contracts to 
ensure correct billings by telecommunications vendors 
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Provide, Protect, and Support Enterprise Technology 
Infrastructure Components to Strengthen the Security Posture 
of the State 

ITS is committed to the Enterprise Security Program for improving the 
Stateôs cybersecurity posture, integrating security into the business 
operations of supporting the Enterprise State Network and State Data 
Centers, operating solutions to reduce the cybersecurity risk every agency 
faces, and overseeing the enterprise-wide cybersecurity effort.  With the 
complexity of the enterprise and the challenges associated with securing 
an environment composed of decentralized agencies, enterprise oversight 
helps the State better understand the aggregate security maturity level of 
the individual agencies.  A successful enterprise approach is dependent 
on active participation of agencies, government leaders, and 
policymakers.  Cybersecurity must be communicated both at the 
enterprise level to these stakeholders, as well as internally within each 
stakeholderôs environment.  The effort must be continuous, coordinated, 
and focused.  

× Align the ESP and overall information security program with the 
National Institute of Standards and Technology (NIST) Cybersecurity 
Framework, the security controls defined in the 800 series of 
publications by NIST, the recommendations in the National 
Governorôs Association Call to Action for Cybersecurity paper, and 
the CIS Critical Security Controls for Effective Cyber Defense 

× Research and consideration of developing an RFP for the acquisition 
of an enterprise security education and awareness training solution 
to be utilized by agencies for increasing the cybersecurity awareness 
of state employees 

× Research and consideration of developing an RFP for the acquisition 
of an enterprise virtual private network (VPN) solution for replacing 
ITSôs exiting hosted VPN solution.  The VPN solution extends the 
private network across a public network to both provide authorized 
users secure remote access to the private network and facilitate 
secure access to remote third parties 

× Request support and funding for the acquisition and implementation 
of an enterprise perimeter defense solution to enhance the ability to 
protect SOM assets against attacks by detecting and filtering 
unwanted software, malicious code, and traffic to malicious sites 
from user-initiated Internet traffic 

× Implement an enterprise managed security service log correlation 
solution to enhance the ability to collect, manage, and analyze audit 
logs of events that could help detect, understand, and aid in the 
recovery from an attack 

× Enhance and refine the tools and processes utilized to distribute 
detailed notification alerts of security incidents detected by the 
enterprise perimeter defense systems 

× Investigate options for enhancing vulnerability scanning efforts to 
include scanning application-level vulnerabilities 

Strategy 

Action: 
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× Establish a relationship with a third party forensics firm to reduce the 
timeframe required to respond in the event of a major cybersecurity 
incident 

× Research the cybersecurity insurance market for available coverage 
to mitigate losses from a variety of cyber incidents, including 
coverage for data destruction, data theft, network damage, and 
liability of losses to others 

 

GOAL 2 
INVESTIGATE, DEVELOP, AND PROMOTE ENTERPRISE BUSINESS AND 

TECHNOLOGY SOLUTIONS TO MAXIMIZE THE BENEFITS OF SHARED 

SERVICES 

Implement and Promote Digital Government and Mobile 
Solutions to Deliver Public Sector Services 

The public-private partnership between the State of Mississippi and 
Mississippi Interactive (MSI) is focused on the timely and leading-edge 
delivery of web-based and mobile services in an efficient and cost 
effective manner.  Citizens, businesses, government employees, and local 
entities benefit from the solutions provided via this program. Effective 
governance provided by the Electronic Government Oversight Committee 
(EOC) has afforded MSI clear direction to efficiently prioritize, develop, 
and launch over 20 interactive services each year. The goal of the 
partnership is to enable government entities to create program 
efficiencies, meet legislative service deadlines, and establish a citizen-
centric website, as well as an effective social media presence.  

× Provide administration and support for the effective functioning of the 
EOC, including the use of a methodology for prioritizing the 
deployment of digital government applications across state 
government 

× Establish Mississippi as an innovative leader in mobile technology 
offerings 

× Expand the use of the eGovernment payment engine, in conjunction 
with the EOC and Department of Finance and Administration (DFA) 

× Continually improve Mississippiôs portal, ms.gov, to provide 
additional information to ms.gov visitors and to encourage the use of 
digital government services 

× Promote the use of MSI services for agency websites, digital 
government services and mobile applications 

× Leverage the eGovernment shared services environment to give 
state agencies equal access to advanced technologies 

Strategy 

Action: 
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× Expand the use of web-based and mobile services to localities and 
small boards and commissions 

Implement an Effective and Efficient Enterprise Email Service 
for State Government 

February 2015, an enterprise hosted email solution was established for 
the state to provide the means of consolidating many agency-managed 
standalone systems to improve efficiencies, drive standardization, 
modernization, and leverage the stateôs volume buying power to reduce 
overall cost.  The solution is built on Microsoftôs Office 365 platform, which 
further expands the capabilities and benefits beyond traditional email 
services and is also available to local government.  When fully 
implemented, the Office 365 platform will provide the state with a common 
naming convention, comprehensive employee address book, calendaring, 
archival, and legal hold, as well as access to other enhanced hosted 
service offerings such as SharePoint, Skype, and the complete Office 365 
suite. 

× Continue to solicit executive support for a centralized email solution 
with a focus on operational efficiencies and potential cost savings 

× Develop a comprehensive identity management solution for state 
government 

× Continue to communicate with state agencies concerning the core 
email functionality and infrastructure required to continue day-to-day 
operations and the desired functionalities to improve productivity 

× Work toward a single licensing agreement that will consolidate 
existing individual contracts into a statewide enterprise solution    

× Develop a comprehensive reporting and management tool to capture 
usage and performance measures related to the services provided 

× Continue to research and implement best practices to promote and 
accelerate the enterprise cloud email migration strategy for the state 

Investigate, Propose, and Implement an Effective and 
Efficient Enterprise Disaster Recovery Service 

The modernization of many government applications coupled with web 
enabled access makes it necessary for the state to rethink and 
significantly improve its existing disaster recovery strategy.  Todayôs 
citizens expect conducting business with the government to be as 
instantaneous and reliable as doing business across the Internet.  Having 
a robust disaster recovery plan and enterprise backup solution are vital to 
meet recovery time and recovery point objectives to sustain accessibility to 
government resources in the event of a disaster.     

× Create an improved comprehensive disaster recovery strategy 
tailored to meet the stateôs requirements for recovery time and 
recovery point objectives 

Strategy 

Strategy 

Action: 

Action: 
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× Develop an enterprise disaster recovery solution through strategic 
partnerships 

× Evaluate direct-to-cloud and hybrid backup solutions to safeguard 
state information 

× Ensure off-site data is secure with approved encryption and security 
measures 

× Foster executive support of the enterprise disaster recover service 
available to state agencies 

× Test regularly to ensure disaster recovery capabilities are adequate 
and functional 

Investigate, Propose, and Implement an Effective and 
Efficient Enterprise Hybrid Cloud Solution for State 
Government 

Cloud computing has moved to the forefront of IT in the public sector, with 
the promise of efficiencies and cost savings prominent in the value 
proposition. Many state governments, during the stress of the Great 
Recession, sought to consolidate data centers and technical services.  
Similarly, the foundation of cloud computing is the concept of converged 
infrastructure and shared services. Cloud has also simplified the cyclic 
Capital Expenditure (CAPEX) model ï the need to procure, implement, 
and run dedicated infrastructure ï to a more obtainable Operating 
Expense (OPEX) model ï a pay-as-you-go shared service model. 
Maximizing the economies of scale in the cloud is a potent driver allowing 
agencies to avoid upfront infrastructure costs, with improved 
manageability and normalization of fluctuating and unpredictable resource 
demand. The rapid commoditization of computing resources has led to 
high growth in cloud services. 

 

× Investigate the development of a hybrid cloud solution where the 
selected business partner owns and manages all technical aspects 
in the cloud to provide a low cost, general purpose, and virtual 
compute and storage environments via a self-service portal 

× Leverage the State Data Centerôs physical and mechanical 
resources to support a long term partnership with a vendor to 
provide a robust hybrid cloud solution 

× Develop a delivery model that will provide partner agencies the 
ability to rapidly provision compute and storage needs via a self-
service web interface  

× Document the development of an instance based (small, medium, 
large, and extra-large) service menu  

× Establish a portal interface to broker select cloud solutions and allow 
for the transfer of services between approved cloud service 
providers 

× Investigate co-location and cloud solutions that will provide a highly 
available disaster recovery and backup server environment using 
hypervisor technology  

Strategy 

Action: 
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× Work with selected business partner to improve Service Level 
Agreements for disaster recovery and backup solutions   

× Investigate the use of off-the-shelf technology for 
network/compute/storage hardware and backup software 

× Document cloud best-practice industry security standards 

 

GOAL 3 
PROMOTE THE FUNDING, PROCUREMENT, AND MANAGEMENT OF  

INFORMATION TECHNOLOGY AS A STRATEGIC INVESTMENT 

Initiate Innovative and Collaborative Procurement Strategies 
and Practices 

ITS assists state agencies, universities, and local governing authorities 
with the acquisition of IT hardware, software, and services. An ongoing 
initiative is the re-engineering and continuous improvement of 
procurement processes and procedures through both strategic and 
incremental changes. In addition, focus is placed on the identification of 
collaboration opportunities, whereby procurements are conducted to 
provide the stateôs technology infrastructure, to facilitate the use of that 
infrastructure, and where multiple agencies can benefit from a single 
procurement. Improvements in the procurement process focus on the 
following initiatives with the goal of providing better service to our partner 
agencies and cost savings to the state. 

× Facilitate the technology procurement process through the utilization 
of MAGIC, Mississippiôs statewide SAP Enterprise Resource 
Planning (ERP) solution 

× Continue to enhance the procurement process to provide 
accessibility and transparency to both vendors and procurement 
clients through the utilization of web-enabled applications, including:  

¶ Web publication of Request for Proposals (RFP) and sole source 
content and advertisements; 

¶ Dynamic presentation of procurement status information; 

¶ Publication of agendas and minutes for ITS Board meetings; and 

¶ Publication of procurement outcome/award information 

× Continue to enhance and standardize best practices for RFP and 
sole source format, content, and proposal evaluation methodologies 

× Align government purchasing options for IT equipment and service 
solutions with the stateôs Technology Infrastructure and Architecture 
Plan 

× Work with manufacturers and resellers on the Express Products 
Lists (EPL) business model, providing agencies with a choice of 
current technologies in a timely and cost-effective manner 

Strategy 

Action: 
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× Enhance internal ITS procurement processes, emphasizing 
consistent, appropriate, and timely processing of all requests, plus, 
effectively respond to seasonal workload fluctuations caused by 
agency funding constraints 

× Provide for pre-approved commodity-level procurements at IT Plan 
review time for agencies with comprehensive technology plans 

× Provide proactive training to the vendor and partner agencies 
communities regarding procurement law and procedures, timelines, 
and best practices 

× Facilitate dialog between the ITS Board and partner agencies on 
technology strategy and initiatives 

× Coordinate the procurement process with the IT planning process to 
address partner agency requests and technology direction 
proactively 

× Identify and promote opportunities for utilization of existing technical 
resources in lieu of procuring redundant equipment and products 

× Coordinate the requirements of multiple partner agency entities in 
developing procurement instruments that leverage the stateôs 
combined purchasing power to achieve the best possible discounts 
for technology products and services 

× Facilitate the acquisition and adoption of enterprise solutions to 
provide standard products across state government for common 
functions 

Raise Awareness and Seek Alignment of the IT Investment 
Process 

The National Association of State Chief Information Officers (NASCIO), 
the National Association of State Technology Directors (NASTD) and the 
National Governors Association (NGA) strongly emphasize the need for a 
strategic IT investment process which ensures that state agencies utilize 
innovative, smart-buying, investment techniques. With IT becoming a 
critical component of state government infrastructure, many states have 
focused on using IT to solve problems in government operations. 
However, choosing an IT application requires a strong business case that 
it can meet citizens' needs better, facilitate business/government 
interactions, and improve internal government processes, at reasonable 
cost and with ease of implementation.  Currently, the budgeting and 
funding of IT within Mississippi state government is accomplished on an 
agency by agency basis. Many opportunities exist that Mississippi can 
leverage to accomplish an increasingly strategic investment of IT 
resources across the statewide enterprise, including strategically planning 
for upgrades, transferring cost savings to fund applications, and 
implementing return-on-investment programs. 

× Seek opportunities to develop and implement IT services that are 
common to multiple agencies and governmental programs in order to 
minimize duplication of efforts among organizations 

Strategy 

Action: 

https://www.nascio.org/
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× Utilize economies of scale by spreading fixed costs over larger 
volumes to reduce overall unit costs, efficiently leveraging scarce 
and expensive IT staff resources  

× Focus on enhancing input and direction from the stateôs executive 
and legislative leadership with aims to achieve economies of scale, 
increase accountability, and implement enterprise-focused solutions 

× Seek interagency dialogue to address the enterprise of state 
government across all functions to enable the use of common 
software, hardware, communication systems, data applications, and 
professional service contracts 

× Focus on enabling strategic technology projects to be critiqued and 
prioritized by the stateôs executive and legislative leadership, with 
funding appropriated via a separate budgeting process and 
management monitored and reported through a Project Management 
Office 

× Improve current, traditional IT funding approaches by expanding 
adoption of innovative and alternative funding models focused on 
enabling the state to deliver savings and improve services to citizens 

× Investigate the transfer of savings from shared service IT initiatives 
to fund applications and upgrades 

Enhance Contract Management Strategies and Practices 

ITS contracts on behalf of state agencies, universities, and other 
government procurement clients for the acquisition of IT hardware, 
software, and services. An ongoing initiative is the continuous 
improvement of contract development and negotiation strategies and 
practices, and contract management strategies and practices, with the 
ultimate goal of strengthening the stateôs contractual position with 
technology vendors for the mutually beneficial and efficient delivery of 
technology products and services to government. 

× Continue to enhance the development of vendor contracts 

× Incorporate contractual terms and conditions to support the evolution 
of technology and its implementation in state government 

× Administer and manage the stateôs software escrow services 
contract for use by state government agencies 

× Administer and manage the stateôs Cellular Master Agreement for 
the delivery of cellular devices and service to state and local 
government 

× Administer and manage the stateôs e-Government Agreement for the 
delivery of electronic government services to state and local 
government 

  

Action: 

Strategy 
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Provide Innovative and Timely Information Technology 
Training to State Employees  

ITS provides both self-paced, online training to Mississippi public entities 
via the Internet as well as more traditional classroom training.  The online 
training is available to state agencies, county and local governments, 
public schools, community colleges, and institutions of higher learning.  
There are currently over 1,000 courses in technical, end-user, and 
professional development topics with new courses added quarterly. For 
classroom based training, ITS provides an ongoing program designed to 
enhance and improve the skills of state employees who develop or use 
information systems.  

× Provide self-paced, online training to Mississippi public entities via 
the Internet 

× Provide continuous curriculum updates to keep pace with new and 
emerging technologies including new products and new releases of 
software, either through instructor led training or online learning 

× Provide customized information systems training for Mississippi 
public entities upon request 

× Provide a comprehensive information systems training program for 
end-users, technical, and managerial personnel 

× Maintain modern state-of-the-art lab facilities to provide training on 
new as well as mature products and releases of software 

 

GOAL 4: 
PROMOTE STATEWIDE SHARING OF INFORMATION TECHNOLOGY 

BETWEEN ALL STATE AGENCIES TO FOSTER A COLLABORATIVE 

APPROACH TO INNOVATION AND DIGITAL TRANSFORMATION OF 

GOVERNMENT 

 Develop a Technology Blueprint that Drives Improved IT 
Coordination and Investment 

Many states are investigating the link between a technology blueprints, 
often referred to as an Enterprise Architecture, and IT enterprise 
investments.  A technology blueprint depicts the technology components 
for a statewide IT system. It is a holistic, comprehensive planning 
approach for a government enterprise that integrates information and 
services across government agency boundaries. A technology blueprint 
supports the coordination of various IT support functions. It also can 
create and enforce statewide standards and policies for data, security, 
purchasing, management, and operational procedures for all technology 
investments. 

Strategy 

Action: 

Strategy 
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× Implement a standards-based blueprint for the stateôs use of 
technology, which addresses the whole enterprise of state 
government and enables data sharing across all government 
functions to enable the use of common software, hardware, 
communication systems, and data applications 

× Optimize shared technology components, including mainframe 
computers, email systems, data centers, servers, vendor platforms, 
storage, help desks, applications, and networks to reduce initial 
purchase and ongoing maintenance costs, ensure better use of 
existing IT assets, and promote interoperability 

× Review existing policies, standards, guidelines, and purchasing 
instruments for consistency and alignment to the stateôs strategic 
direction 

× Work with agencies to identify and review business processes that 
are common across multiple agencies 

× Support inter-agency efforts regarding collaborative initiatives for 
specific business areas such as GIS, employment security, 
retirement systems, and human services 

× Develop, when appropriate, a business case that considers 
alternatives and recommends actions related to future shared 
services that will provide value and cost savings 

× Coordinate statewide enterprise architecture and planning initiatives 

Facilitate and Coordinate Inclusive Planning and Outreach 
Processes across State Government 

ITS desires to make the greatest impact possible through the consistent 
delivery of services and the efficient use of IT resources. We make every 
effort to work with our partner agencies to find the best and most 
economical solution to their technology needs.  Planning for technology 
allows our partner agencies to invest scarce public resources in 
strategically planned projects in order to improve productivity of 
government workers and improve service delivery to the citizens and 
businesses of Mississippi.  ITS has a dedicated staff that consults with 
partner agencies on the services available through the State Data Center, 
as well as the acquisition of technology products and services, 
telecommunication solutions, and security.  We will continue to provide 
outreach to state government entities, to improve communication with our 
partner agencies, and to provide resources to assist with technology 
products and services.  

× Facilitate partner agency outreach meetings to review technology 
based services provided by ITS, review services currently provided, 
help ensure partner agency satisfaction, and review agency project 
lists for potential opportunities to efficiently utilize information 
technology resources and provide capacity planning 

× Develop ongoing interactive statewide IT advisory groups to help set 
direction and establish priorities for state technology initiatives 

Action: 

Strategy 

Action: 
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× Provide support and online tools to agencies, boards, and 
commission to assist in the budgeting and planning of technology 
projects  

× Implement a new technology planning system that has more 
functionality and better reporting 

× Review partner agency technology plans for statewide infrastructure 
impact and needs, opportunities for agency collaboration, potential 
volume purchases, technology training and education opportunities, 
and other focus areas 

× Provide guidance and assistance to agencies in developing business 
case analysis on strategic projects  

× Facilitate weekly change management calls with partner agencies to 
promote communications 

× Develop surveys to capture information from agencies regarding 
services, performance, and various other topics 

× Host interactive forums to inform stakeholders of changes in 
services, policies or procedures, standards, or costs for specific 
areas of service 

× Facilitate statewide conferences with a technology agenda based on 
agency feedback 

× Cultivate and strengthen existing partner agency relationships by 
developing mechanisms to facilitate outreach and information 
sharing with stakeholders. 

Continued Emerging Technology research and strategic 
private sector relationships 

ITS utilizes research capabilities and vendor relationships to keep pace 
with industry standard technologies.  ITS monitors changes and future 
technology trends in the IT ecosystem to embrace advanced technology to 
service the government needs of the state.  The continued research is 
used in conjunction with agency technology plans, emerging technology 
initiatives, participation in national organizations, and vendor relationships 
to build strategic technology roadmaps for the future. 

× Fully utilize partnerships with leading IT research and advisory firms 

× Continued involvement in national technology organizations with a 
focus on state government  

× Continued research in new innovative technologies to stay abreast of 
the latest advances in technology  

× Enhanced partnerships with other government entities to understand 
how they are implementing new technologies  

  

Strategy 

Action: 
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Provide effective communications via media-related activities 
to improve communication with all partner agencies, advance 
the ITS mission and vision, and encourage public interaction 

ITS strives to continue providing effective outreach to state government 
entities, to improve communication with all partner agencies, and to 
provide resources to assist with technology products and services.  

× Identify communication challenges and customize how and what is 
communicated to internal and external audiences. 

× Analyze communication platforms and methods to align different 
forms and channels of communication to audience and message. 

× Develop and ensure the ITS website and social media maintains a 
content strategy focused on the planning, creation, delivery and 
governance of content. 

× Manage production of strategic publications such as the Mississippi 
Strategic Master Plan for Information Technology, Mississippi 
Technology Infrastructure and Architecture Plan, Mississippi 
Department of Information Technology Services (ITS) Annual 
Report, 5 Year Strategic Plan, and ITS Services Catalog along with 
additional brochures, manuals, surveys etc. 

× Seek out potential opportunities for award recognition on the national 
level in highlighting the great work done by state entities for 
providing our citizens with exceptional information technology 
services. 

× Provide consultative services to coordinate the development, 
effectiveness, and use of electronic and printed materials for public 
and professional meetings, seminars, and conferences. 

 
 

MISSISSIPPI IT AT WORK 
Each year, state agencies in Mississippi work to enhance government services by 
leveraging technology to implement strategic systems. The systems featured in this 
yearôs ñMississippi IT at Workò section of the 2017-2019 State of Mississippi Strategic 
Master Plan for Information Technology provide improved services to citizens, 
businesses, and state employees through the implementation of innovative IT 
applications. 

ADVANCED TRAFFIC MANAGEMENT SYSTEM 
MISSISSIPPI DEPARTMENT OF TRANSPORTATION 

Mississippi Department of Transportation (MDOT) acquired and customized an 
Advanced Traffic Management System (ATMS) to serve as a central control for all of 
MDOTôs Intelligent Transportation Management System field devices and traveler 
information dissemination systems. The ATMS allows MDOT to integrate multiple 
technologies in the field into one control software to collect real-time traffic data. The 
same system then allows MDOT to communicate that information to the public through 
public information platforms. The data collected is also communicated to emergency 

Strategy 

Action: 
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response agencies and the media. Since its inception, MDOT has managed over 
21,700 traffic incidents on MDOT-maintained roadways with its ATMS, enhancing 
traveler safety and helping travelers avoid travel delays. 
 
In collaboration with other states, MDOT deployed Intelligent Transportation 
Management Systems improvements on bridges that span the MS River in MS, 
Arkansas, and Louisiana. The improvements included dynamic messaging signs, 
vehicle detection devices, closed-circuit television, advisory radio, fiber connections that 
coordinate communication across the bridges, and real-time river monitoring that help 
to prevent collisions by barge traffic into bridge piers. And, they enabled agencies to 
better manage their transportation assets with real-time information, improving 
efficiency, safety, and economic competitiveness for freight traffic that travels by river 
and highway since barge accidents can shut road and river traffic down for hours or 
days. MDOTôs work on this project gained national attention as Mississippi was 
awarded the Best New Innovative Deployment award by Intelligent Transportation 
Management Systems America which honors the most innovative, effective and 
influential achievements in this area nationwide. 

ARCHITECTS ς ONLINE APPLICATIONS 
MISSISSIPPI STATE BOARD OF ARCHITECTURE  

The Mississippi State Board of Architecture (MSBOA) sought a way to improve their 
outdated online application process and increase the level of involvement in which they 
engage citizens. MSBOA launched a full suite of eleven mobile responsive online 
applications aimed at placing a wealth of information and services right at userôs 
fingertips. The suite launch made MSBOA one of the only Mississippi government 
entities where all business can be conducted electronically. 

 

The application suite categorizes online services across the three professions managed 
by MSBOA: Architects, Landscape Architects, and Interior Designers. Constituents 
interested in pursuing careers can quickly access experience and degree requirements, 
identify accredited programs, and link directly to MSBOA resources. Users can easily 
complete renewals, reinstatements, applications, and purchase rosters. With the launch 






























